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|. Getting Started

This part of the lab manual introduces students to ECE 291 and covers some of the tools and commands used for
working on course assignments. These chapters:

« Introduce ECE 291 and course grading procedures for MPs (Machine Problems).

- Describe the operation of a variety of useful commands available from the DOS prompt, including the assembler
and linker.

- Give a short overview and summary of features of the various text editors available for editing assembly source
files on the ECE 291 lab machines.






Chapter 1
Introduction to the Course

Welcome to ECE 291, Computer Engineering Il. This chapter will acquaint you with the various aspects of this course,
from details on grading to instructions on how to demo machine problems.

1.1 Machine Problems

1.1.1 Requirements and Grading Procedures

Point Totals

Your machine problems will be graded according to the following formula:

MP Grade= Functionality Points- Score Modifierst Penalty/Bonus

Functionality Points

You are expected to provide an original, fully functional solution to all machine problems. Due to the complexity
of MP2 and later machine problems, you will occasionally be supplied with additional library subroutines which
implement all or some portion of the assignment. These subroutines are to assist you in writing and debugging your
code, but are not intended to be handed in as part of your solution. If your solution requires the use of one or more
library subroutines, you will be penalized accordingly for using them. The penalty for each library subroutine will
be indicated in the assignment. There is no penalty for the use of the subrdwtiives kbdine , dspout , dspmsg,

dosxit , aschin , andbinasc (all present in LIB291). We may announce additions to this list of free subroutines.

Score Modifiers

Points may be subtracted from the functionality score based on your submitted source code. The graders look for the
following items in the source code:

« Comments
« Technique and Style
+ |/O Specifications

« Modularity
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Penalty/Bonus

Bonus points are awarded for turning in a machine problem early. As the lab contains far fewer machines than there
are students in the class, long waits to use a computer or demo a machine problem can be avoided by starting and
finishing assigned machine problems early. To encourage this, extra points are awarded for each working day (Mon-
Fri) the assignment is early. The amount of extra points awarded will be shown on the online grading sheet. Likewise,
penalty points are subtracted for every working day an assignment is late.

Comments

There are two main kinds of comments we are lookinglfog commentsndprocedure comment§ood line com-
ments supply additional information or context for a given assembler instruction. They explain something that might
not be obvious, rather than merely echoing the instruction itself.

Procedure comments, also knownresader commentsire required for each and every procedure in your program.
Foremost, they describe what the procedure is supposed to do. They should also describe which registers and/or
memory locations hold the procedure’s input values, which registers and/or memory locations hold the output values
when the procedure exits, and which registers are changed as part of the normal execution of the procedure. Excellent
examples of proper commenting style are available in your laboratory notebook. Take advantage of them.

Style

Good style implies a number of practices have been followed in your program: (a) code is not repeated, (b) commonly
used sequences are separated into independent subroutines, and (c) the execution path of your program does not look
like “spaghetti.”

Generally, if you have a significant series of instructions repeated in your program, you probably need to rethink how
you approached the problem. Look for a way to consolidate the instructions so that you don’t have to repeat them; this
almost always reveals a solution that is easier to implement and debug.

If you just can not consolidate the instructions, consider making them a separate, independent subroutine. Then you
justcall the subroutine from multiple places in your program.

Finally, any procedure (this includesain ) should probably resemble the flowchart of the same task. Execution starts
at the top, and flows generally downward. If you have lots of branches every which way, you might want to make
it easier for human readers and gradénisitf). Some advanced microprocessors rely on certain code patterns for
optimum performance, and if you follow good programming style, your programs will be more efficient (employers
like thist!).

I/O Specifications

You will be given specifications for some of the procedures you write for later machine problems. You must follow
these specifications, even though you will write the entire program by yourself. These specifications will include
which registers pass values into the procedure, which registers hold values on exit from the procedure, and which
registers must remain unmodified.
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Modularity

Modularity and style are closely related. A modular program will use subroutines in the obvious places; see above.
A modular program will also use loops instead of in-line code, and tables instead of a long series of compare and
branch instructions. All these practices will make your program much easier to write and debug, and will make your
life simpler if you ever need to modify your program. A modular program rarely encounters the problem of a branch-

out-of-range; a modular procedure usually fits on the screen, and certainly fits completely on a printed page. If your
procedures are longer than one page, think carefully about what you wrote.

1.1.2 Demonstration

When you hand in machine problems, you are responsible for meeting the following conditions:

« You must demonstrate your correctly working program to a TA or instructor in the lab, and be able to answer
reasonable questions about how you did it.

« You must provide an electronic listing of thesu file for your program.

- The TA or instructor must be able to copy yawsy file to the official Web-based hand-in, assemble and link them
with our copies oNASMandTLINK , and get the same program.

The lab computers have Intel Pentium Il processors running at 1 Ghz. If you own or have access to other PC com-
patible computers, you will probably be able to do a lot of the lab work outside of the lab. However, your program
must eventually be demonstrated in the lab, and there are often subtle differences between PC compatible computer
models. If you do your work outside of the lab, make sure you allow yourself enough time to test and modify your
program so it runs in the lab. Also remember that the staff will be unable to answer questions about computers outside
the lab.

The same warning applies to your choice of editor, debugging tools, and so forth. You may use whatever PC tools
you feel most comfortable with, but your program has to run in the lab using our hardware and software. Please note
there may be questions on the homework and/or exams which refer to the tools in the lab; you will be expected to be
somewhat familiar with them, even if you choose other tools for most of your work.

1.1.3 The Big Picture

Creation of an assembly language program requires several steps, from the initial ideas to the finished executable. The
following flow chart illustrates the development of an assembly-language program.
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(your source file)

Editor + | yourideas | = | MPx.ASM
W:\>gvim MPx.ASM

(converts asserhler
source code into
mchine form ¢
NASM + |MPx.ASM | = | MPx.OBJ

W:\>nasm -g —-f obj MPx.ASM

(rarges your program
and library routines into ¢
an executable program
TLINK + | MPx.OBJ | = | MPx.EX
[LIB291.LIB
W:\>tlink /c /v MPx.OBJ,,, |LIB291.LIB
(can lelp you find ¢
bugs in your program

Debugger | + | MPx.EX
W:\>td MPx.EXE

1.2 WWW Page

ECE 291 also has a WWW home page. This page contains several FAQ files relevant to ECE 291, lists relevant
newsgroups (including our newsgroup uiuc.class.ece291), contains ECE 291 humor, course specific information, as
well as other programming resources. The homeworks and MPs are released and graded online. It also contains useful
information on the staff. The URL address for the ECE 291 home page is:

http://courses.ece.uiuc.edu/ece291/

You may access this page using any web browser, including Internet Explorer, Netscape, and Mozilla.

Internet Explorer is available on the machines in the lab.


http://courses.ece.uiuc.edu/ece291/

Chapter 2
Using the PC

Before a program can be successfully written, one must have a good understanding of the functions and operations of
the PC in general. This chapter will describe the operation of the PC as it applies to the creation of programs for this
course.

2.1 Microsoft Windows / DOS

Microsoft Windows is the program that controls other running programs, supervises and executes the I/O operations
(receiving characters from the keyboard or displaying characters on the screen, for instance), and manages the files
on the diskettes. When the computer is first powered up (“boot” or “bootstrap”), you commence executing in the
Windows system. By means of a dialogue of commands between the system and the user, conducted via the keyboard,
mouse, and display, a program may be edited, assembled, and run. You may also create, rename, and delete files on
disks or diskettes.

Microsoft DOS was the first Disk Operating System used for IBM and IBM-compatible PCs. Unlike Windows, it ran

in text mode and only one program could be open at a time. Commands were entered at the DOS prompt using a
keyboard. An extended DOS-compatible prompt is still available under Windows, and it will be used extensively in
ECE 291 for assembling and running the MPs written in class. In Windows 2000, this DOS-compatible prompt is
sometimes called the Command Prompt.

2.1.1 Entering Commands

DOS displays a prompt to indicate that it is waiting for you to enter a command. The prompt shows the current disk
drive and directory name. For example,

W:\MyFiles >_

The underscore (“_"), called the cursor, indicates the location on the screen that text typed on the keyboard will appear.

For example, the following command may now be entered:

W:\MyFiles >gvim example.asm

This command tells DOS to edit the file EXAMPLE.ASM using the VI edityim is the command name, and the
filenameexample.asm is anargumento the command. (Not all DOS commands take arguments).
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2.1.2 Files and Filenames

DOS manages the files stored on your diskettes and the hard disk. This insisies fileas well as your own

program files. You can manage your files using the same types of functions you use when editing text—add, delete,
etc. As your disks fill up, it's necessary to delete the older files that are no longer needed to free up space. As the
network drives accessible from the lab machines have many gigabytes of space available, it should not be necessary
to delete any class-related files.

Each file is identified by a file specificatidifespec , which consists of these four parts:

filespec  =[disk drive name :][path ]Jfilename [.extension ]

For example:

W:\MyFiles\example.asm

The disk drive namgW:) gives the name of the disk drive containing the file. This can be a hard drive, a network
drive, or a diskette drive. If you do not supply a disk drive name, the current one (shown in the DOS prompt) is used.
For much of your work, the disk drive need not be specified. Jdthis a series of directory names which gives the
specific directory where your file is contained. For example, if the path wagi1es\MP0O\”, that would mean the
directoryMyFiles contains the directorypo, which in turn contains the file. You may decide not to use directories at

all, in which case the path can be omitted. However, if you are using directories and you omit the path, DOS will use
the current path (shown in the DOS prompt). The filename is the identifier for the file, and the extension gives the type
of the file. While Windows allows the filename and extension to be any length, some older DOS programs only allow
a filename to be a maximum of eight characters in length, and an extension to be a maximum of three characters in
length. TheGlossarylists some standard extensions. In many contexts (e.g., DOS commands for program assembly,
linking, or execution), the extension need not be specified if it is a standard extension.

2.1.3 Wildcards

Wildcardsare special characters which can be used in a file specification to simplify the specification of several related
files. DOS allows the use of two special characters “*” and “?” in place of specific characters as illustrated below:

W:*.COM

any file on Disk W having extension “COM”. Hence, “*” stands for asgquence of characters

W:ABC.?0M
any file on Disk A with name “ABC” and extension ending in “OM”. Hence, “?” stands forsingle character

These can be used in combinations, as in:

W:A?7C* . *

any file whose filename starts with an A, then two more characters, then a C.
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The “?” character may be used anywhere in the filename and extension, but the “*” character causes any characters
following it in the same fieldo be ignored (i.e.A: AUT*C.BAT" is equivalent to A: AUT* . BAT").

2.1.4 Useful DOS Commands

Following is a brief list of some useful DOS commands and their meanings. In some instances, examples are given in
order to clarify their usage. [..] indicates optional elements in the command.

type {filespec }

Display the named file on the display.

type {filespec }|more

Cause output to pause at page breaks. Any command can be followeddrg to cause its output to pause at
page breaks. Howevanore cannot be used as a command itself.

dir [filespec ]

List the files in the current directory matchifiggspec  (which may contain wildcards as describediection
2.1.3, or all the files iffilespec  is not specified.

cd {path }

Change the current directory path .

mkdir {name}

Create a new directory in the current directory calagne.

rmdir  {name}

Remove the named directory (must be empty).
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del {filespec }

Delete the files matchinfijlespec  (may contain wildcards).

copy {fromfile }{tofile }

Copyfromfile  to maketofile . If thefilename .ext portion oftofile  is not specified, the new copy
has the same name as the old one.

ren {fromfile }{tofile }

Rename a file fronfromfile to tofile

[drive :][ path ] filename

Execute the named file (assumed to be in assembled and linked form).

2.1.5 Batch files

DOS batch filesare a very useful way of automating common actions. A batch file is a file with an extension of
“.BAT". It contains DOS commands and can be executed just like an .EXE file (by typing the filename without the
extension). As a simple example, create a file called GO.BAT which contains the following two lines:

nasm -g -f obj mpO.asm
tlink /c /v mpO, , , lib291

Now typeGQat the DOS prompt. DOS will execute the batch file, assembling and linking your program in the process.

You can also specify input arguments to your batch files. An argument is represented within a batch file by the term
“%n”, wheren is a decimal digit. “%1” represents the first argument, “%2” represents the second, and so on. Using

this feature, you could customize the batch file so it takes the MP number as an argument:

nasm -g -f obj mp%2l.asm
tlink /c v mp%1, , , lib291

This batch file could be called witBO Oto assemble and link MPO, @O 1to assemble and link MP1, and so on.
Arguments can be any string of text, not just numbers, so you could also input the library name with the following
batch file:

nasm -g -f obj mp%2l.asm
tink /c v mp%l1, , , %2

This could be called witlisO 1 LIB291, for example.

10
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A better way to automate the assembling and linking is by using a tool called Make that conditionally runs programs
based on the last modified date of the source and output files. All of the machine problems in ECE 291 will be
distributed with a Makefile to make the build process easier.

2.2 Assembling and Linking Files

A program may be assembled and linked using the following command-line statements:

nasm [-g] {-f obj }[-0 outfile ] {filename }[-I listfile ]

Assemble the named file.

tlink

The-g option enables debugging output (so the original source code is visible in the debugger).

The-f option specifies the output object format (obj is standard for DOS programs).

The-o option specifies the output filename. This is optional, as NASM can infer the output flename from the
object format and source filename.

The-l option specifies the list output filename. If this option is not specified, a list file will not be written.

[/cl V] { objfile ..}, [exefile ], [mapfile ], [libfle  ..]

Link together several object files and libraries into a single executable.

The/c option makes the link case-sensitive. As NASM is case-sensitive, this should normally be enabled.
The/v option includes debugging information in the executable.
objfile is an input obj file.

exefile  optionally specifies the filename of the output executable. If not specified, it defaults to the first
object file listed with an exe extension.

mapfile optionally specifies the filename of a map file. If not specified, a map file is not written.

libfile is an (optional) library file.

11
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Chapter 3
Text Editors

Text editors are specialized programs which allow you to create or edit a file by typing in the contents using the
keyboard (and sometimes the mouse). Most text editors have many special features which allow text to be created
more easily and quickly using functions such as copying, deleting, and moving blocks of text in the file. There are
numerous text editors available on the lab machines—of which two of the most frequently used are described in the
following sections.

3.1 VIM

The VIM text editor on the PCs is an improved version of the editor “vi”, one of the standard text editors on UNIX
systems. VIM has many of the features that you should expect a programmer’s editor to have: Unlimited undo, syn-
tax coloring, split windows, visual selection, a graphical user interface (with menus, mouse control, scrollbars, text
selection, and the like), and much more. To edit a file using the GUI version of VIM, type:

gvim [file ...]

3.1.1 Entering Commands and Text

VIM is a mode-oriented editor. Initially, when VIM starts, it isé@mmandnode. In command mode, every key typed
is interpreted as a command, such as a command to delete a character or to move the cursor.

From command mode, pressinpr a, or another insert command) puts VIM intzsert modeln insert mode, each
character typed is inserted into the file. Pressing the backspace key deletes the previous character. From insert mode,
pressing th&eSCkey puts VIM back into command mode. It's also possible to use the cursor keys to move the cursor
around in insert mode. If you do not know which mode VIM is in, simply pres&tB€ key to make sure VIM enters

the command mode. To exit VIM (and save the current file), tyyg.

3.1.2 Summary of Commands

Following is a summary of the commands VIM accepts while in command mode.

Moving Around the File

Pressing one of the arrow keys moves the cursor one position in the direction of the arrow. PresBigidptey
moves backward in the file by a full screen; pressingRg®n key moves forward in the file by a full screen.

h — Move cursor LEFT
i — Move cursor DOWN

13
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Enter

CTRL-d
CTRL-u
CTRL f
CTRL-b

1G

xx G

Inserting Text

O° >» o

Changing Text

o "
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— Move cursor UP
— Move cursor RIGHT

— Move cursor back one word

— Move cursor forward one word

— Move cursor to beginning of current line
— Move cursor to end of current line

— Move cursor to beginning of next line
— Move cursor to beginning of current line
— Move cursor to top line of screen

— Move cursor to middle line of screen

— Move cursor to last line of screen

— Move down (forward) half a screen
— Move up (backward) half a screen
— Move forward a full screen

— Move backward a full screen

— Move to previous paragraph

— Move to next paragraph

— Move to beginning of file

— Move to end of file

— Go to thexx th line of the file

— Enter insert mode to insert text before cursor

— Enter insert mode to insert text at beginning of line

— Enter insert mode to append text after the cursor

— Enter insert mode to append text at end of line

— Open a line below the current line, and enter insert mode
— Open a line above the current line, and enter insert mode

— Join next line to current line

— Replace one character with a single character
— Replace string of text (overstrike)

— Delete one character
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dw — Delete one word forward

db — Delete one word backward

dd — Delete current line

12dd — Delete 12 lines

D — Delete from cursor to end of line

Copying Text

vy — Yank the current line to a buffer (does not delete the line)
12yy — Yank 12 lines (including current line) to the buffer

p — Put lines from buffer below current line

P — Put lines from buffer above current line

:r  filename — Read lines from fildilename and insert at cursor position

Searching for (and Replacing) Text

IABC — Search for next occurrence of “ABC”

?ABC — Search for previous occurrence of “ABC”

n — Repeat last search

:%s/ regexp /ABC/lg — Replace all text matching the regular expressegexp with ABC

Undoing (and Redoing) Commands

u — Undo last command
CTRL-r — Redo last command

Saving Files and Exiting VIM

W — Save the current file without leaving (do this periodically)

‘wq — Replace old file and exit VIM

7z — Shorthand forwq

q — Exit VIM. If the file has been modified and not subsequently saved, VIM will prompt
to save the file.

:q! — Exit VIM without replacing the old file

15
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3.2 Emacs

No discussion of VI or VIM is complete without also mentioning Emacs. VI and Emacs are the two most popular
editors on the UNIX platform, and many heated debates have been held over which one is “best”. Choose whichever
one you feel most comfortable with, as being comfortable with the editor you use will help you code more efficiently.

Emacs is a text editor and more. At its core is a Lisp derivative with extensions to support text editing, called elisp.
Just like VIM, it has syntax coloring, split windows, visual selection, a graphical user interface (with menus, mouse
control, scrollbars, text selection, and the like), and much more. There are also a large number of extensions which
add other functionality (most of which aren’t installed on the lab machines). To edit a file with Emacs, type:

emacs [file ..]

3.2.1 Entering Commands and Text

Unlike VIM, Emacs is not a mode-oriented editor. Insert mode is always active, and commands are triggered only by
combinations of modifier keys (such @FRL andALT ) and other keys. Sometimes a series of key combinations
need to be entered to perform an action: for exanPlRL -x followed by CTRL -c exits the editor (and prompts for
modified files to be saved).

3.2.2 Summary of Commands

Following is a summary of the commands Emacs accepts. To conserve space in this sudiiRarys designated
by “C”", ALT is designated by “A”, anMETA is designated by “M”.

Moving Around the File

Pressing one of the arrow keys moves the cursor one position in the direction of the arrow. PresBigiditkey
moves backward in the file by a full screen; pressingRh®n key moves forward in the file by a full screen.

M-b — Move cursor back one word

M-f — Move cursor forward one word

C-a — Move cursor to beginning of current line
C-e — Move cursor to end of current line

M-< — Move to beginning of file

M-> — Move to end of file

M-x goto-line — Prompt for a line number and move to it

Erasing Text

J — Join next line to current line
DEL — Delete one character backward

16



Chapter 3 Text Editors

C-d — Delete one character forward
M-d — Delete one word forward
M-DEL — Delete one word backward

C-a C-k C-k — Delete current line

C-k — Delete from cursor to end of line

Searching for (and Replacing) Text
C-s ABC — Search for next occurrence of “ABC”

C-r ABC — Search for previous occurrence of “ABC”
C-M-% regexp ABC — Replace all text matching the regular expressegexp with ABC

Undoing Commands

C-x u — Undo last command

Saving Files and Exiting Emacs

C-x C-s — Save the current file without leaving (do this periodically)
C-x C-s C-x C-c — Replace old file and exit Emacs
C-x C-c — Exit Emacs. If the file has been modified and not subsequently saved, Emacs will

prompt to save the file.

3.3 Other Editors

There are additional editors available for use on the PCs in the lab. However, none of them are quite as advanced or
full-featured as VIM or Emacs. We recommend using either VIM or Emacs for writing code.

3.3.1 Notepad

Notepad is the text editor included with Windows. It has copy and paste and search functions, but no syntax highlight-
ing or other advanced features.

17
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3.3.2 Visual Studio Editor

The Visual Studio development suite has a built-in editor that can be used to edit assembly language programs.
However, although it does perform limited syntax highlighting, it's written for MASM syntax, not the NASM syntax
we use in ECE 291.

18
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This part of the lab manual covers the essentials of assembly language programming in the 16-bit DOS environment
using the NASM assembler. These chapters:

« Introduce some important aspects of x86 assembly language.

« Describe in detail the syntax of the NASM assembler.

- Give a short introduction to debugging and specifically, the Turbo Debugger.
+ Describe the basic structure and usefulness of various data structures.

- Demonstrate the C calling convention and its usefulness when mixing assembly and C languages in writing a
program.

- Supply a reference for the LIB291 library of subroutines.






Chapter 4
Assembly Language

This chapter describes some important aspects of assembly language.

4.1 Conditional Branching and Flags

4.1.1 The Processor Flags Register

The following diagram shows the location of the various flags in the processor status register.

Bit Number: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 O

Flags: NT| IOPL |OF|DF|IF |F |SF|ZF AF PF r

NT— Nested Task flag (286+) IF — Interrupt-Enable Flag AF — Auxiliary Carry Flag

IOPL — I/O Privilege Level (286+) TF — Trap Flag PF — Parity Flag
OF— Overflow Flag SF— Sign Flag CF— Carry Flag
DF— Direction Flag ZF — Zero Flag

4.1.2 Conditional Jumps

The following table lists the most common jump instructions and the tests they perform:

Instruction Jump Condition Test

JE Jump if Equal ZF=1

INE Jump if Not Equal ZF=0

JG Jump if Greater ZF=0) AND (SF=0F)
JGE Jump if Greater or Equal SF=0OF

JL Jump if Less SF£OF

JLE Jump if Less or Equal ZF=1) OR (SF£0R

The following conditional branches are similar to the above but involve comparisons which treat the operands as

21



Chapter 4 Assembly Language

unsigned integers:

Instruction Jump Condition Test

JA Jump if Above CF=0) AND (zF=0)
JAE Jump if Above or Equal CF=0

JB Jump if Below CF=1

JBE Jump if Below or Equal ¢F=1) OR F=1)

Finally, the branches below specifically test flags:

Instruction Jump Condition Test

JO Jump on Overflow OF=1
JNO Jump on No Overflow OF=0
JC Jump on Carry CF=1
JNC Jump on No Carry CF=0
JS Jump on Sign (Negative) SF=1
JNS Jump on No Sign (Positive) SF=0
Jz Jump if Zero (same as JE) ZF=1
JINZ Jump if Not Zero ZF=0

4.1.3 Meanings of the OF, CF, SF, and ZF Flags

The following table describes the meanings of the four flags used in conditional branching:

OF (Overflow)

1 — result is outside signed-number range
0 — otherwise

CF(Carry)

Carry out of (borrow into) high-order bit.
1 — result is outside unsigned-number range
0 — otherwise

SF (Sign)

High-order bit of result.
1 — negative signed number.
0 — positive signed number.

ZF (Zero)

1—result=0
0 — otherwise
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4.2 Variations on Loops

A loop is a programming building block which allows you to repeat certain instructions until some predefined con-
dition holds (or until a condition is no longer met, which is logically equivalent). Many loops simply repeat for

a predefined number of iterations, but others are more complicated. Every processor architecture has instructions
specifically designed to facilitate loop control. We treat here various methods for writing loops on the x86 processor
family.

The writing of loop code is most easily shown by example; here we use a simple task of clearing a block of memory.
The C version of this would be the following for loop:

for(i=0; i<100; i++)
listfi] = O;

Assume in the following that the memory block has been defined elsewhere with first byte addt@sgin , and
(last byte + 1) addressistEnd  (note this means that the last location to be cleared is the one héftied ), e.9.:

ListBegin resb 100 ; reserve 100 bytes
ListEnd equ $ ; define as last-byte-address+1

In these examplegXis used as a pointer into the memory block.

4.2.1 Standard Loops

Here is an example of the standard version of a loop, similar to the C version:

clrmeml:
mov bx, ListBegin ; loop setup
.loop:
mov byte [bx], O ; loop action
inc bx ; advance
cmp bx, ListEnd ; termination test
jb .loop1 ; recycle in loop

This short and fast version illustrates the 4 elements of a loop: 1) setup; 2) loop action; 3) loop advance; and 4)
termination test. As written, this version has the disadvantage that it always executes the loop action at least once.
This comes about because the end test is performed after the loop action; hence there will be one loop action done
even for an empty listi{stBegin = ListEnd ).

A safer version is:

clrmem2:
mov bx, ListBegin ; loop setup
.loop:
cmp bx, ListEnd . termination test
jae .next
mov byte [bx], O ; loop action
inc bx ; advance
jmp short .loop ; recycle
.next:

Here, at the cost of one more instruction, the loop will work properly when zero iterations are called for. To speed up
the loop itself, one can use the structure of the first example, but enter into the loop differently, i.e.,
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clrmem3:

mov bx, ListBegin ; loop setup

jmp Iptest ; check for termination first
.loop:

mov byte [bx], O ; loop action

inc bx : advance
Iptest:

cmp bx, ListEnd ; termination test

jb .loop ; recycle in loop

4.2.2 Indexed Loops

Use of indexed addressing creates a shorter loop sequence:

clrmem4:
mov bx, ListEnd-ListBegin-1 ; BX = # bytes - 1
.loop:
mov byte [ListBegin+bx], O ; loop action
dec bx ; advance (dec here)
i9 .loop ; (arithmetic) termination test

Note that now the block is cleared in backwards order, i.e., soLibi®egin is cleared last. The arithmetic ter-
mination test works here so long as the memory block to be cleared is less thaloytgés long—i.e., so long as
(ListEnd -ListBegin ) is positive.

4.2.3 The LOOPInstruction

TheLOOP label instruction is useful when the number of iterations can be determined before the execution of the
loop begins. Th& OOPinstruction decrementgXby 1 and, if the result is not zero, jumpslabel . This results in
the following form for our example task:

clrmemb5:

mov cx, ListEnd-ListBegin ; CX = # Dbytes

xor bx, bx ; index counts up in BX (from 0)
.loop:

mov byte [ListBegin+bx], 0 ; loop action

inc bx ; advance index

loop loop ; dec cx and jump if cx not O

Note: On modern processors, the two instruction sequence

dec cX
jnz .loop

is faster than loop .loop

This loop could be even shorter if it were also possible to index thraugtather tharBX, but alas this is not so in
the 16-bit instruction set (in the 32-bit instruction set, it's possible to index UBE¥. Note that with a loop offset
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advance of 1 only, the MOV instruction must be a byte move. There are also variations on the LOOP instruction
available for testing zero results from the loop action in addition to countir@XirseeSection B.4.9gor further
information on LOOPZ and LOOPNZ.

In addition to the examples shown, there are many other address stepping and testing forms, the usefulness of which
depends on special operand situations. The string instructionSészion 4.% also provide specialized operations
(move, compare, scan, load, and store) on memory blocks of words or bytes.

4.3 Modular Programming

4.3.1 Structured Design and Modular Programming

Programs written in assembly language are inherently more difficult to understand than those written in a high-level
language like Pascal or C. A thought that can be expressed in one Pascal statement is spread over ten or so statements
in assembly language, and a Pascal construct like IF-THEN-ELSE or WHILE-ENDWHILE has to be simulated using
comparisons and jumps. Techniques such as dividing the program into logical modules, commenting, and the use of
blank lines and indentations to visually tie together blocks of statements that logically belong together, tend to make

a program written in any language more readable but are especially helpful in assembly-language programming.

Sets of equates, macros, structure definitions, blocks of assembly language statements, and complete subprocedures
pertaining to a particular task or device can often become tools useful in other programs. The use of such tools,
provided they are tested, validated, and properly documented, tends to make program development easier and faster.

There are two ways to keep such tools in separate files and combine them with the current program as needed:
EQUates, macros, and STRUCture definitions are kept iniam or . INC source file and copied into anothersu

source file with theinclude directive; complete subprocedures are best assembled separately and keptsn an

file from which the linker TLINK) can extract the required subprocedures and combine them with the program into
one.EXE file—that is in fact a linker’s maimaison d’etre

4.3.2 The %include directive

An .AsM (or other) file consisting of EQUates, macros, and/or STRUCture definitions may be inserted into another
assembly language program with the directive

%include " [path]filename.ext

The entire file specified is inserted immediately afterdieclude directive and is assembled together with the rest
of the program. Note that the file to P@nclude d may consist of any collection of statements acceptable to NASM.
If the file contains macro definitions it must of coursesbieclude d before any of the macros are invoked.

%include is particularly well suited for a library of EQUates, macros, and/or STRUCTture definitions, since they add
assembly code to the program only when they are invoked; for a file of subroutines, on the othenihalade

lengthens the program by adding to it the assembly code of all subroutines in the file, even those never invoked by
the program, and slows down the assembly. A library of subroutines should instead be supplied as a file of separately
assembled subroutines (although an include file may be supplied to define the rouix@&R8g).
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4.3.3 Argument Transmission

The division of a programming task into several logical modules, or subprocedures, where each module’s task and
interface is defined carefully before detailed programming is started, makes it possible to identify subtasks for which
existing subprocedures can be used, leads to faster program development, and makes it easier to test, validate, and
verify the program.

The interface specification refers primarily to the calling convention or protocol, i.e., the method that is used to pass
arguments to a subprocedure and pass results back to the calling program; restricting all interactions between modules
to the well-defined interfaces makes it possible to use separately-developed modules from a tool kit, avoids “side
effects,” and minimizes incompatibility problems. In high-level languages the parameter passing conventions are pre-
defined; in assembly language programs several different methods may be used but some preferred protocols are
usually established to simplify the problem.

Arguments may be passed to a subprocedure, and results may be passed back to the calling program, in several
different ways. If the subprocedure is recursive, the only practical way to pass arguments if via the stack; if the
subprocedure is not recursive arguments may be passed via registers, via the stack, or via global variables (or a
combination of these approaches). An argument may be passed “by value,” i.e., as a signed or unsigned integer,
ASCII character, or other code, or “by reference,” i.e., as an address pointing to a variable, list, table, array, or structure.
Commonly, argument passing by value is unidirectional, i.e., the values may be used and modified by the subprocedure
with the changes not visible to the calling program. Argument passing by reference, however, is bidirectional, since
thecontentof the addresses given as arguments may be modified by the subprocedure, thus implicitly passing results
back to the calling program.

An arbitrarily large number of arguments may be pushed onto the stack before the subprocedure is called; these
arguments must be removed from the stack again upon return from the subprocedure. (Passing arguments via the
stack is the only practical method for recursive subprocedures).

Registers are commonly used when few arguments are passed. (Note that one address argument is sufficient to point
to an entire array, parameter list, etc).

Passing arguments via global variables is the least-general method, since specific global variables must be associated
with specific subprocedures—the same effect could be achieved by passing the variables by reference.

Results computed by the subprocedure may be passed back to the calling program in a similar way, but note that
results for arguments passed by reference are passed back implicitly.

4.3.4 Rules for NASM Procedures that Call External Procedures

It is frequently convenient to use procedures that have been assembled separately, such as library routines, and let
the linker combine the separately assembled program with the library routines. Procedures in separately assembled
modules are considered “external” to each other. The effective address of a name that is defined in an external proce-
dure cannot be computed by NASM,; it will have to be filled in later by the linker. However, such names have to be
identified to NASM with the directive

EXTERN namg], ...]

wherename is the symbol defined in the external module.

Similarly, NASM must be able to tell the linker all names in a module that can be referenced by external procedures.
This is done with the directive

GLOBAL namgq], ..]]

26



Chapter 4 Assembly Language
Note that the names appearing in the EXTERN directive of this module are listed in the PUBLIC directive of the
external module, and vice versa.

Lastly, the code segment in this module should have the same name as the code segment in the external procedure
(which cannot be changed in the case of library procedures) and have the “combine-type” PUBLIC so that the two
logical code segments are combined into one physical segment.

4.3.5 Creating a Separately Assembled Module

The module containing the main program is, strictly speaking, a separately assembled module. It differs from other
separately assembled modules, however, in the following points:

« Itis most likely the module in which the stack is declared.
- Itis most likely the module containing the starting point of the prograstmft ).

Other separately assembled modules, whether parts of the program or library routines, are written following the rules
given above but:

- Need not have a stack specified—if a stack is specified it will be concatenated with the stack specified in preceding
modules
« Shouldnotdefine a.start  label.

4.3.6 Linking Separately Assembled Modules

TLINK is designed to link separately assembled procedures as well as extract the library routines used by the program
from a library file. The general form for invokintLINK is:

tink  [/c] [/v] { objfile ...}, [exefile ], [mapfile ], [libfile e

Whereobjfile (there may be more than one) are the separately assembled modules of the prodibfiteand s
are the files to be searched for library routines. Seetion 2.Zor a more detailed description of tH&INK options.

4.4 Programming Style

Your style of writing assembly language programs is almost as important as your accuracy. Good habits in layout,
selection of symbolic names, and appropriate and illuminating comments help you to program correctly and easily.
Good programming habits also make your programs much easier for your TA to read and grade. Here are two examples
of the same NASM program to illustrate good and poor programming styles:

; MP99

; Sharon Sharp

02-23-2001

This program copies the word contents of listl to list2

; Enter with:
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; S| = offset of Listl
; DI = offset of List2
; Assumes:

Both lists are in DS
; List end marker = 0

SEGMENT code

GLOBAL LstCpy

LstCpy
push ax ; AX used for temp
Ip:
mov ax, [si] ; fetch word and test for zero
test ax, ax
jz .exit
mov [di], ax
add si, 2 ; advance and recycle
add di, 2
jmp Ip
.exit:
pop ax
ret

Here the symbols help to define the program structure and the variables. The comments are inserted only where
relevant and give functional rather than trivial instruction explanations. The open-spacing and orderly structure of the
program also suggests the various parts. In addition, the listing to be handed in has a useful title.

The following program is a different kettle of fish:

segment code
cc
PUSH ax
global cc
A: mov ax,[si]
CMP AX,0
je b ;
mov [di],ax; move ax to list
add si,2; incr si
ADD di,2
jmp a
b: pop ax
ret

This is a fairly extreme example of muddling up a program. The variables are hard to identify; the comments are
thoroughly mixed with the instructions and only explain instructions not their function. Amazingly enough, NASM
will still assemble this example to a working program, but it is almost incomprehensible to humans, including your
teaching assistants.

Here is a complete program written to illustrate good programming style:

; Example Program
;. M. C. Loui
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;29 June 1986

; Translated to NASM
;. Peter L. B. Johnson
;2001

; This boring program illustrates good programming style. The user
; types a list of names separated by carriage returns; if the user
; presses ESC before the return, then that name is canceled. The
; program uses the extremely inefficient bubble sort algorithm to

; sort the names into lexicographic order and prints them out.

CR equ ODh

LF equ 0Ah

BEL equ 07h

ESCKEY equ 1Bh

MAXNUM equ 20 ; Maximum number of names
MAXLEN equ 80 ; Maximum name length

EXTERN kbdine, dspout, dspmsg, dosxit

SEGMENT stkseg STACK CLASS=STACK ; **** STACK SEGMENT ****

resb 64*8
stacktop:
SEGMENT code ; ¥ CODE SEGMENT *x**
Array  times MAXNUM*MAXLEN db '$’ ; Array of names
NumNam dw 0 ; Number of names input
HdMsg db 'Type up to 20 names separated by carriage returns’,'$’
..start:

mov ax, cs

mov ds, ax ; Initialize DS and ES registers

mov es, ax

mov ax, stkseg ; Initialize Stack Segment

mov ss, ax

mov sp, stacktop ; Initialize Stack Pointer

mov dx, HdMsg

call dspmsg

call InNNames ; Input the names

call Sort ; Sort them

call OutNames ; Output the names

call dosxit

; Subroutine InNames

; Reads in list of up to 20 names from the user and stores them in Array.

; Output: NumNam - Number of names typed in
; Calls: GetOne

InNames

Chapter 4 Assembly Language
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push bx

mov word [NumNam], 0 ;. Initialize NumNam

mov bx, Array ; BX points to next name
p:

call GetOne ; Input one name

cmp byte [GetStat], O ; Done if user typed only

je .done ; a carriage return

add bx, MAXLEN ; Point to next name

inc word [NumNam]

cmp word [NumNam], MAXNUM ; Continue only if

jl p ; NumNam < MAXNUM
.done:

pop bx

ret

; Subroutine GetOne

’

; Reads in one name of up to MAXLEN characters into Array.

; Input: BX - Offset of name in Array

Calls: dspmsg, kbdine, dspout

’

GetStat resb 1

Prompt db CR,LF,:%
GetOne
push si
push dx
push ax
pl:
xor si, si
mov dx, Prompt
call dspmsg
p2:
call kbdine
cmp al, CR
e .cr
cmp al, ESCKEY
je .esc
mov byte [bx+si], al
inc si
jmp short .Ip2
.esc:
mov dl, BEL
call dspout
jmp short .Ip1
.cr:
mov byte [GetStat], 1
test si, si
jnz .exit
mov byte [GetStat], O
.exit:

30

Output: GETSTAT - Status of call
= 1 if normal return
= 0 if user typed only carriage return

; Prompt user for name

; Get next character into AL

; Store character

; If user typed ESC
;  then ring bell
; and restart this name

; If user typed only CR

; then set GetStat to 0



pop
pop
pop
ret

ax
dx
Si

; Subroutine Sort

; Sorts Array using the bubble sort algorithm.
; WARNING: This algorithm is extremely inefficient.
NumNam - Number of names in Array

.loopi:

.loopj:

.incj:

.deci:

.exit:

Input:
Calls:

resw
resw
resw

push
push
push
push

mov
mov
dec

mov

cmp
jl
mov

mov
cmp
ig
dec
mul
add
mov
mov
add
call
cmp
jle
call
inc
jmp
dec
jmp

pop
pop
pop

CmpNam, XChgNam

1
1
1

ax
dx
Si
di

word [Len], MAXLEN

ax, [NumNam]

ax

[, ax :

word [I], 1
.exit
word [J], 1 ;

ax, [J]

ax, [l :
.deci

ax

word [Len] ;
ax, Array

si, ax

di, ax

di, [Len] ;
CmpNam

byte [Result], O ;
.incj
XChgNam

word [J]
short .loopj ;

word [l]
short .loopi

di
Si
dx

Chapter 4 Assembly Language

; Index into Array
; Index into Array
; Length of each name

; Initialize |
; to NumNam - 1
for I=N-1 down to 1 do

for J=1 to | do

(cannot cmp [J],[1])

; compute offset of
Jth name

S| = offset of Jth name
DI = offset of J+1st name
if Jth name > J+1st name

; then exchange them

end for

; end for
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pop ax
ret

; Subroutine CmpNam

Result resb 1
CmpNam
push ax
push (0%
push Si
push di
mov cx, MAXLEN ; Length of names
p:
mov al, [si] ; Compare next bytes
cmp al, [di]
ja .a
jb .b
inc Si
inc di
loop p
mov byte [Result], 0 ; If all bytes equal, then names
jmp short .exit ;. equal.
a
mov byte [Result], 1 ; Here if name at S| before name at
jmp short .exit ; DL
.b:
mov byte [Result], -1 ; Here if name at Sl after name at
.exit: ; DL
pop di
pop Si
pop cX
pop ax
ret

Compares two names and determines which is lexicographically larger.

Inputs:  SI, DI - pointers to two names

Outputs: Result = -1 if name at Sl is before name at DI
= 0 if name at S| equals name at DI
= 1 if name at Sl is after name at DI

Subroutine XChgNam

; Exchanges the names pointed to by SI and DI.

Inputs: SI, DI - pointers to two names

XChgNam
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push ax

push cX

push Si

push di

mov cx, MAXLEN



mov
xchg
xchg
inc
inc
loop

pop
pop
pop
pop
ret

al, [si]
al, [di]
al, [si]
si
di
p

di
si
cX
ax

;. Subroutine OutNames
; Prints out names from Array
NumNam - Number of names in Array

; Inputs:
Calls:

CRLF db

OutNames
push
push
push

mov
mov

mov
call
mov
call
add
loop

pop
pop
pop
ret

4.5 Memory Addressing

The x86 instruction set architecture allows for a large number of addressing modes to access individual BYTEs,

WORDSs, and DWORDs of memory. There are no alignment restrictions by default, although aligned accesses are
faster and alignment checking may be turned on by the operating system. Memory addresses may be formed with
either 16-bit or 32-bit registers. Due to the way addresses are encoded in the machine code, addressing with 16-bit

dspmsg
CR, LF, '$

bx
cX
dx

cx, [NumNam]
bx, Array

dx, bx
dspmsg

dx, CRLF
dspmsg

bx, MAXLEN
p

dx
cX
bx

; Exchange bytes pointed to
by SI and DI

; Number of names to output
; BX holds offset of next name

; CR and LF to separate

adjacant names
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registers is much more restrictive in terms of register combinations that may be used.
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4.5.1 Addressing with 16-bit Registers

The only 16-bit registers that may be used to address memoB)ag®, SI, andDI. Only 0 or 1 of each of§X, BP)
and 61, DI), as well as an integer displacement, may be used in the formation of an address. The default segment is
DSexcept wherBPis one of the registers specified, in which case the default segmgatTable 4-lenumerates all

possible combinations of 16-bit register addressing.

Table 4-1. 16-bit Register Addressing Modes

Address ( disp is optional) Default Segment
[ BX+SI +disp] DS
[ BX+DI +disp] DS
[ BP+SI +disp] SS
[ BP+DI +disp] SS
[ SI +disp] DS
[ DI +disp] DS
[ BP+disp] SS
[ BX+disp] DS
[disp] DS

4.5.2 Addressing with 32-bit Registers

When 32-bit registers are used in an address, many more combinations of registers are allowed. Any register may be
used as a base register and added to any register, exc&®Maas an index with a constant multiplier of 1, 2, 4, or

8, which is then added to an integer displacement. The default segnizeicept whereBPor ESPis used as the

base register, in which case the default segmessiFable 4-2gives some examples of valid 32-bit addresses.

Table 4-2. Examples of Valid 32-bit Register Addresses

Address ( disp is optional)

Default Segment

Notes

[ ECX-EBP*1+disp]

DS

EBPis the index register, but the ba
register isECX% so the default
segment iDS

se

[ EBP+ECX1+disp] SS EBPis the base register, so the
default segment isS.

[ ESI+EDI*4+disp] DS

[ ESP+EAX-8+disp] SS

[ EBP+disp] SS

[ EBP*2+disp] DS EBPis the index register, so the
default segment iBS

[ EDX+disp] DS

[disp] DS
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4.6 String Instructions

String operations are one of the best ways to apply something to a range of memory locations. Typical string operations
are copying from one range to another and filling a range of memory locations with a specified value. Some string
operations are:

rep movsd — copy one DWORD from one string to another
rep stosd — setthe DWORD to the value IBAX

The last letter “D” ofMOVSr STOSDsignifies DWORD. WORDs and BYTESs can be specified by using “W” or “B,”
respectively.

To use a string operation, 5 steps should be taken:

1. Set the source segment and offset

2. Set the destination segment and offset

3. Specify the direction (usually forward) of processing

4. Specify the number of units (DWORDs, WORDs, BYTES) to apply the operation to
5. Specify the operation

UseDsSto point to the source segment:

mov ax, ScratchSeg ; from a defined segment
mov ds, ax

UseESto point to the destination segment:

mov ax, 0A000h ; graphics segment
mov es, ax

Specify the direction:

cld ; set direction flag forward
Specify the source offset:

mov esi, ScratchPad ; set the source offset
Specify the destination offset:

xor edi, edi ; set to O
Specify the number of times to repeat the operation:

mov ecx, 16000
Specify the operation:

rep movsd
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Chapter 5
NASM

Originally written by Julian Hall and Simon Tantham.

5.1 Layout of a NASM Source Line

Like most assemblers, each NASM source line contains (unless it is a macro, a preprocessor directive or an assembler
directive: seeSection 5.11some combination of the four fields

label: instruction operands ;. comment

As usual, most of these fields are optional; the presence or absence of any combination of a label, an instruction and
a comment is allowed. Of course, the operand field is either required or forbidden by the presence and nature of the
instruction field.

NASM uses backslash (\) as the line continuation character; if a line ends with backslash, the next line is considered
to be a part of the backslash-ended line.

NASM places no restrictions on white space within a line: labels may have white space before them, or instructions
may have no space before them, or anything. The colon after a label is also optional. Note that this means that if you
intend to coddodsb alone on a line, and typledab by accident, then that’s still a valid source line which does
nothing but define a label. Running NASM with the command-line optigrorphan-labels will cause it to warn

you if you define a label alone on a line without a trailing colon.

Valid characters in labels are letters, numbers, #, @ ~, . , and?. The only characters which may be used as the
first character of an identifier are letters(with special meaning: seégection 5.9, _ and?. An identifier may also be
prefixed with a$ to indicate that it is intended to be read as an identifier and not a reserved word; thus, if some other
module you are linking with defines a symbol calledXx you can refer téseax in NASM code to distinguish the
symbol from the register.

The instruction field may contain any machine instruction: Pentium and P6 instructions, FPU instructions, MMX
instructions and even undocumented instructions are all supported. The instruction may be prefi®ek REP,
REPHEREPZor REPNFREPNZ in the usual way. Explicit address-size and operand-size préfi&#32, 016 and032

are provided—. You can also use the name of a segment register as an instruction prefixesoding [bx],ax

is equivalent to codingnov [es:bx],ax . We recommend the latter syntax, since it is consistent with other syntactic
features of the language, but for instructions such@BSB which has no operands and yet can require a segment
override, there is no clean syntactic way to proceed apart éonodsb .

An instruction is not required to use a prefix: prefixes suctC§sA32, LOCKor REPEcan appear on a line by
themselves, and NASM will just generate the prefix bytes.

In addition to actual machine instructions, NASM also supports a number of pseudo-instructions, des&émtidim
5.2
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Instruction operands may take a number of forms: they can be registers, described simply by the register name (e.qg.
AX, BP, EBX CR0 NASM does not use thgas -style syntax in which register names must be prefixed @gign), or
they can be effective addresses (Seetion 5.3, constants$ection 5.4 or expressions3ection 5.%.

For floating-point instructions, NASM accepts a wide range of syntaxes: you can use two-operand forms like MASM
supports, or you can use NASM’s native single-operand forms in most cases. Details of all forms of each supported
instruction are given il\ppendix B For example, you can code:

fadd stl ; this sets st0 = st0 + stl
fadd st0, stl ; so does this

fadd stl, stO ; this sets stl := stl + stO
fadd to stl ; so does this

Almost any floating-point instruction that references memory must use one of the p@fi@RQWORDr TWORD
to indicate what size of memory operand it refers to.

5.2 Pseudo-Instructions

Pseudo-instructions are things which, though not real x86 machine instructions, are used in the instruction field any-
way because that’s the most convenient place to put them. The current pseudo-instruciB®areD DQandDT,

their uninitialized counterparfRESB RESWRESD RESQandREST, theINCBIN command, th&eQuUcommand, and

the TIMES prefix.

5.2.1 bDBand Friends: Declaring Initialized Data

DB DWDD DQandDT are used to declare initialized data in the output file. They can be invoked in a wide range of
ways:

db 0x55 ; just the byte 0x55

db 0x55,0x56,0x57 ; three bytes in succession

db 'a’,0x55 ; character constants are OK

db 'hello’,13,10,'$’ ; SO are string constants

dw 0x1234 ; 0x34 0x12

dw a’ ; Ox41 0x00 (it's just a number)
dw ‘ab’ ; Ox41 0x42 (character constant)
dw ‘abc’ ; Ox41 0x42 0x43 0x00 (string)
dd 0x12345678 ; Ox78 0x56 0x34 0x12

dd 1.234567e20 ; floating-point constant

dq 1.234567e20 ; double-precision float

dt 1.234567e20 ; extended-precision float

DQandDT do not accept humeric constants or string constants as operands.

5.2.2 RESBand friends: Declaring Uninitialized Data

RESB RESWRESD RESQandRESTare designed to be used in the BSS section of a module: they deniartalised
storage space. Each takes a single operand, which is the number of bytes, words, doublewords or whatever to reserve.
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NASM does not support the MASM/TASM syntax of reserving uninitialised space by widgor similar things:
this is what it does instead. The operand RESBtype pseudo-instruction is@itical expressionseeSection 5.8

For example:

buffer: resb 64 ; reserve 64 bytes
wordvar: resw 1 ; reserve a word
realarray resq 10 ; array of ten reals

5.2.3 INCBIN : Including External Binary Files

INCBIN includes a binary file verbatim into the output file. This can be handy for (for example) including graphics
and sound data directly into a game executable file. However, it is recommended to use this fonalhbyeces of
data. It can be called in one of these three ways:

incbin "file.dat" ; include the whole file
inchin "file.dat",1024 ; skip the first 1024 bytes
inchbin “file.dat",1024,512 ; skip the first 1024, and
; actually include at most 512

5.2.4 EQU Defining Constants

EQUdefines a symbol to a given constant value: wE@uis used, the source line must contain a label. The action of
EQUis to define the given label name to the value of its (only) operand. This definition is absolute, and cannot change
later. So, for example,

message db ’hello, world’
msglen equ $-message

definesmsglen to be the constant 12isglen may not then be redefined later. This is not a preprocessor definition
either: the value oisglen is evaluateance using the value of (seeSection 5.50r an explanation of) at the point

of definition, rather than being evaluated wherever it is referenced and using the valaé tbie point of reference.
Note that the operand to &QUis also a critical expressiofséction 5.3.

5.2.5 TIMES: Repeating Instructions or Data

The TIMES prefix causes the instruction to be assembled multiple times. This is partly present as NASM'’s equivalent
of theDUPsyntax supported by MASM-compatible assemblers, in that you can code

zerobuf: times 64 db 0

or similar things; buTIMES is more versatile than that. The argumenTHJES is not just a numeric constant, but a
numericexpressionso you can do things like

buffer: db ’hello, world’
times 64-$+buffer db ’ ’
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which will store exactly enough spaces to make the total lengtiaftdr  up to 64. Finally,TIMES can be applied to
ordinary instructions, so you can code trivial unrolled loops in it:

times 100 movsb

Note that there is no effective difference betwéieres 100 resb 1  andresb 100 , except that the latter will be
assembled about 100 times faster due to the internal structure of the assembler.

The operand tadIMES, like that ofEQUand those oRESBand friends, is a critical expressioBdction 5.8.

Note also thaTIMES can't be applied to macros: the reason for this is TRIES is processed after the macro phase,
which allows the argument tHMES to contain expressions suchas$+buffer — as above. To repeat more than one
line of code, or a complex macro, use the preproce&sep directive.

5.3 Effective Addresses

An effective address is any operand to an instruction which references memory. Effective addresses, in NASM, have
a very simple syntax: they consist of an expression evaluating to the desired address, enclosed in square brackets. For
example:

wordvar dw 123
mov ax,[wordvar]
mov ax,[wordvar+1]
mov ax,[es:wordvar+bx]

Anything not conforming to this simple system is not a valid memory reference in NASM, for example
es:wordvar[ BX] .

More complicated effective addresses, such as those involving more than one register, work in exactly the same way:

mov eax,[ebx*2+ecx+offset]
mov ax,[bp+di+8]

NASM is capable of doing algebra on these effective addresses, so that things which don’t nedeskdeidjal are
perfectly all right:

mov eax,[ebx*5] ; assembles as [ebx*4+ebx]
mov eax,[labell*2-label2] ; ie [labell+(labell-label2)]

Some forms of effective address have more than one assembled form; in most such cases NASM will generate the
smallest form it can. For example, there are distinct assembled forms for the 32-bit effective addrezse]

and[ EAXEAX , and NASM will generally generate the latter on the grounds that the former requires four bytes to
store a zero offset.

NASM has a hinting mechanism which will causeaxEBX and[ EBXEAX to generate different opcodes; this is
occasionally useful becaugesi+esA and[ EBP+ESI] have different default segment registers.

However, you can force NASM to generate an effective address in a particular form by the use of the k&yv&rds
WORPDWORBNANOSPLIT. If you need EAX+3] to be assembled using a double-word offset field instead of the one
byte NASM will normally generate, you can coglievord EAX+3] . Similarly, you can force NASM to use a byte
offset for a small value which it hasn’'t seen on the first pass$setion 5.8or an example of such a code fragment)
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by using[byte EAx+offset] . As special caseghyte EAX will code [ EAx+0] with a byte offset of zero, and
[dword EAX will code it with a double-word offset of zero. The normal forhgaX , will be coded with no offset
field.

The form described in the previous paragraph is also useful if you are trying to access data in a 32-bit segment from
within 16 bit code. In particular, if you need to access data with a known offset that is larger than will fit in a 16-bit
value, if you don't specify that it is a dword offset, NASM will cause the high word of the offset to be lost.

Similarly, NASM will split [ EAX2] into [ EAXEAX because that allows the offset field to be absent and space to be
saved; in fact, it will also split EAxX-2+offset] into [ EAX+EAX+offset] . You can combat this behaviour by the use
of theNOSPLIT keyword:[nosplit eEAx2] will force [ EAX2+0] to be generated literally.

5.4 Constants

NASM understands four different types of constant: numeric, character, string and floating-point.

5.4.1 Numeric Constants

A numeric constant is simply a number. NASM allows you to specify numbers in a variety of number bases, in a
variety of ways: you can suffik, QandB for hex, octal and binary, or you can prefix for hex in the style of C, or

you can prefixs for hex in the style of Borland Pascal. Note, though, thatitipeefix does double duty as a prefix on
identifiers (se&ection 5.}, so a hex number prefixed withgasign must have a digit after tigerather than a letter.

Some examples:

mov ax,100 ; decimal

mov ax,0azh ; hex

mov ax,$0a2 ; hex again: the 0 is required
mov ax,0xa2 ; hex yet again

mov ax,777q ; octal

mov ax,10010011b ; binary

5.4.2 Character Constants

A character constant consists of up to four characters enclosed in either single or double quotes. The type of quote
makes no difference to NASM, except of course that surrounding the constant with single quotes allows double quotes
to appear within it and vice versa.

A character constant with more than one character will be arranged with little-endian order in mind: if you code
mov eax,’abcd’

then the constant generated is 0x31626364 , but0x64636261 , so that if you were then to store the value into mem-
ory, it would readabcd rather thandcba . This is also the sense of character constants understood by the Pentium’s
CPUID instruction (se&ection B.4.20
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5.4.3 String Constants

String constants are only acceptable to some pseudo-instructions, namei/ftmeily andINCBIN .

A string constant looks like a character constant, only longer. It is treated as a concatenation of maximum-size char-
acter constants for the conditions. So the following are equivalent:

db ’hello’ ; string constant
db 'h'e’’I''I’o" ; equivalent character constants

And the following are also equivalent:

dd ’'ninechars’ ; doubleword string constant
dd ’'nine’,’char’,’s’ ; becomes three doublewords
db ’ninechars’,0,0,0 ; and really looks like this

Note that when used as an operandibg a constant likeab’ is treated as a string constant despite being short
enough to be a character constant, because othedwisg’ would have the same effectds 'a’ , which would
be silly. Similarly, three-character or four-character constants are treated as strings when they are opséwands to

5.4.4 Floating-Point Constants

Floating-point constants are acceptable only as argumem§ tbQandDT. They are expressed in the traditional
form: digits, then a period, then optionally more digits, then optionall\fedallowed by an exponent. The period
is mandatory, so that NASM can distinguish betwedn1, which declares an integer constant, aidd1.0 which
declares a floating-point constant.

Some examples:

dd 1.2 ; an easy one

dg 1.el10 ; 10,000,000,000

dg l.e+10 ; synonymous with 1.e10
dq 1.e-10 ; 0.000 000 000 1

dt 3.141592653589793238462 ; pi

NASM cannot do compile-time arithmetic on floating-point constants. This is because NASM is designed to be
portable - although it always generates code to run on x86 processors, the assembler itself can run on any system
with an ANSI C compiler. Therefore, the assembler cannot guarantee the presence of a floating-point unit capable of
handling the Intel number formats, and so for NASM to be able to do floating arithmetic it would have to include its
own complete set of floating-point routines, which would significantly increase the size of the assembiler for very little
benefit.

5.5 Expressions

Expressions in NASM are similar in syntax to those in C.

NASM does not guarantee the size of the integers used to evaluate expressions at compile time: since NASM can
compile and run on 64-bit systems quite happily, don’'t assume that expressions are evaluated in 32-bit registers and

42



Chapter 5 NASM
so try to make deliberate use of integer overflow. It might not always work. The only thing NASM will guarantee is
what's guaranteed by ANSI C: you always hatdeast32 bits to work in.

NASM supports two special tokens in expressions, allowing calculations to involve the current assembly position: the
$ and$$ tokens.$ evaluates to the assembly position at the beginning of the line containing the expression; so you
can code an infinite loop usintMP $ $$ evaluates to the beginning of the current section; so you can tell how far
into the section you are by usirig-$3$)

The arithmetic operators provided by NASM are listed here, in increasing order of precedence.

5.5.1 | : Bitwise OR Operator

The| operator gives a bitwise OR, exactly as performed bydRenachine instruction. Bitwise OR is the lowest-
priority arithmetic operator supported by NASM.

5.5.2 ~: Bitwise XOR Operator

A provides the bitwise XOR operation.

5.5.3 & Bitwise AND Operator

& provides the bitwise AND operation.

5.5.4 << and >>: Bit Shift Operators

<< gives a bit-shift to the left, just as it does in C. Sa<3 evaluates to 5 times 8, or 48> gives a bit-shift to the
right; in NASM, such a shift islwaysunsigned, so that the bits shifted in from the left-hand end are filled with zero
rather than a sign-extension of the previous highest bit.

5.5.5 + and - : Addition and Subtraction Operators

The+ and- operators do perfectly ordinary addition and subtraction.

55.6*,/,/ ,%and %%Multiplication and Division

* is the multiplication operatot. and// are both division operators:is unsigned division and is signed division.
Similarly, %sand%%provide unsigned and signed modulo operators respectively.

NASM, like ANSI C, provides no guarantees about the sensible operation of the signed modulo operator.

Since the% character is used extensively by the macro preprocessor, you should ensure that both the signed and
unsigned modulo operators are followed by white space wherever they appeatr.
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5.5.7 Unary Operators: +, -, ~and SEG

The highest-priority operators in NASM’s expression grammar are those which only apply to one argunegyattes
its operands# does nothing (it's provided for symmetry witl), ~ computes the one’s complement of its operand, and
SEGprovides the segment address of its operand (explained in more dedaitiion 5.5.

5.6 SEGand WRT

When writing large 16-bit programs, which must be split into multiple segments, it is often necessary to be able to
refer to the segment part of the address of a symbol. NASM supporgetheperator to perform this function.

The SEGoperator returns thpreferredsegment base of a symbol, defined as the segment base relative to which the
offset of the symbol makes sense. So the code

mov ax, seg symbol
mov es, ax
mov bx, symbol

will load ES: BXwith a valid pointer to the symbalymbol .

Things can be more complex than this: since 16-bit segments and groups may overlap, you might occasionally want
to refer to some symbol using a different segment base from the preferred one. NASM lets you do this, by the use of
theWRT(With Reference To) keyword. So you can do things like

mov ax, weird_seg ; weird_seg is a segment base
mov es, ax
mov bx, symbol wrt weird_seg

to loades: Bxwith a different, but functionally equivalent, pointer to the syméohbol .

NASM supports far (inter-segment) calls and jumps by means of the syallaxegment:offset , Whereseg-
ment andoffset both represent immediate values. So to call a far procedure, you could code either of

call (seg procedure):procedure
call weird_seg:(procedure wrt weird_seg)

(The parentheses are included for clarity, to show the intended parsing of the above instructions. They are not necessary
in practice.)

NASM supports the syntaeall far procedure as a synonym for the first of the above usagetworks identi-
cally toCALL in these examples.

To declare a far pointer to a data item in a data segment, you must code
dw symbol, seg symbol

NASM supports no convenient synonym for this, though you can always invent one using the macro processor.
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5.7 STRICT: Inhibiting Optimization

When assembling with the optimizer set to level 2 or higher, NASM will use size speclignrE,(WORPDWORD
QWORDDr TWOR] but will give them the smallest possible size. The keywST&RICT can be used to inhibit opti-
mization and force a particular operand to be emitted in the specified size. For example, with the optimizer on, and in
BITS 16 mode,

push dword 33
is encoded in three byt&$ 6A 21, whereas
push strict dword 33

is encoded in six bytes, with a full dword immediate opera®ds8 21 00 00 00 .

With the optimizer off, the same code (six bytes) is generated wheth&mRIET keyword was used or not.

5.8 Critical Expressions

A limitation of NASM is that it is a two-pass assembler; unlike TASM and others, it will always do exactly two
assembly passes. Therefore it is unable to cope with source files that are complex enough to require three or more
passes.

The first pass is used to determine the size of all the assembled code and data, so that the second pass, when generating
all the code, knows all the symbol addresses the code refers to. So one thing NASM can't handle is code whose size
depends on the value of a symbol declared after the code in question. For example,

times (label-$) db 0
label: db 'Where am [?’

The argument t@IMES in this case could equally legally evaluate to anything at all; NASM will reject this example
because it cannot tell the size of th®ES line when it first sees it. It will just as firmly reject the slightly paradoxical
code

times (label-$+1) db 0
label: db 'NOW where am 1?’

in which anyvalue for theTIMES argument is by definition wrong!

NASM rejects these examples by means of a concept catteiti@al expressionwhich is defined to be an expression
whose value is required to be computable in the first pass, and which must therefore depend only on symbols defined
before it. The argument to tHEMES prefix is a critical expression; for the same reason, the arguments RES®

family of pseudo-instructions are also critical expressions.

Critical expressions can crop up in other contexts as well: consider the following code.
mov ax, symboll

symboll equ symbol2

symbol2:

On the first pass, NASM cannot determine the valugyofboll , becauseymboll is defined to be equal &ymbol2
which NASM hasn't seen yet. On the second pass, therefore, when it encounters tineMirex,symboll , it is
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unable to generate the code for it because it still doesn’t know the valksienbbll . On the next line, it would see
theEQUagain and be able to determine the valusyofiboll , but by then it would be too late.

NASM avoids this problem by defining the right-hand side ofegUstatement to be a critical expression, so the
definition ofsymboll would be rejected in the first pass.

There is a related issue involving forward references: consider this code fragment.

mov eax, [ebx+offset]
offset equ 10

NASM, on pass one, must calculate the size of the instruction eax,[ebx+offset] without knowing the value

of offset . It has no way of knowing thatffset is small enough to fit into a one-byte offset field and that it could
therefore get away with generating a shorter form of the effective-address encoding; for all it knows, in pass one,
offset could be a symbol in the code segment, and it might need the full four-byte form. So it is forced to compute
the size of the instruction to accommodate a four-byte address part. In pass two, having made this decision, it is now
forced to honour it and keep the instruction large, so the code generated in this case is not as small as it could have
been. This problem can be solved by definufiget before using it, or by forcing byte size in the effective address

by coding[byte ebx+offset]

5.9 Local Labels

NASM gives special treatment to symbols beginning with a period. A label beginning with a single period is treated
as alocal label, which means that it is associated with the previous non-local label. So, for example:

labell ; some code

.loop ; some more code
jne .loop
ret

label2 ; some code

.loop ; some more code
jne .loop
ret

In the above code fragment, eai¥E instruction jumps to the line immediately before it, because the two definitions
of .loop are kept separate by virtue of each being associated with the previous non-local label.

NASM goes one step further, in allowing access to local labels from other parts of the code. This is achieved by means
of defininga local label in terms of the previous non-local label: the first definitiotoop above is really defining

a symbol calledabell.loop , and the second defines a symbol calgti2.loop . So, if you really needed to,

you could write

label3 ; some more code
; and some more
jmp labell.loop

Sometimes it is useful - in a macro, for instance - to be able to define a label which can be referenced from anywhere
but which doesn't interfere with the normal local-label mechanism. Such a label can’t be non-local because it would
interfere with subsequent definitions of, and references to, local labels; and it can't be local because the macro that
defined it wouldn’t know the label’'s full name. NASM therefore introduces a third type of label, which is probably
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only useful in macro definitions: if a label begins with the special prefix, then it does nothing to the local label
mechanism. So you could code

labell: ; a non-local label
Jocal: ; this is really labell.local
..@foo: ; this is a special symbol
label2: ; another non-local label
Jocal: ; this is really label2.local
jmp ..@foo ; this will jump three lines up

NASM has the capacity to define other special symbols beginning with a double period: for exastgpte, is
used to specify the entry point in tlej output format.

5.10 Standard Macros

NASM defines a set of standard macros, which are already defined when it starts to process any source file. If you
really need a program to be assembled with no pre-defined macros, you can tsdethe directive to empty the
preprocessor of everything.

Most user-level assembler directives (S=ztion 5.1} are implemented as macros which invoke primitive directives;
these are described 8ection 5.11The rest of the standard macro set is described here.

5.10.1 NASM_MAJOR_and _ NASM_MINOR_: NASM Version

The single-line macros NASM_MAJOR_and__NASM_MINOR__expand to the major and minor parts of the version
number of NASM being used. So, under NASM 0.96 for exampl®ASM_MAJOR_would be defined to be 0 and
__NASM_MINOR_ would be defined as 96.

5.10.2 FILE__ and __LINE__ : File Name and Line Number

Like the C preprocessor, NASM allows the user to find out the file name and line number containing the current
instruction. The macro FILE__ expands to a string constant giving the name of the current input file (which may
change through the course of assembBiificlude directives are used), and LINE__ expands to a numeric con-

stant giving the current line number in the input file.

These macros could be used, for example, to communicate debugging information to a macro, since invoking
__LINE__ inside a macro definition (either single-line or multi-line) will return the line number of the neadlo

rather thardefinition So to determine where in a piece of code a crash is occurring, for example, one could write a
routinestillhere  , which is passed a line number EaX and outputs something like “line 155: still here”. You
could then write a macro

%macro notdeadyet 0

push eax
mov eax, _ LINE__
call stillhere
pop eax
%endmacro
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and then pepper your code with callstideadyet  until you find the crash point.

5.10.3 STRUCand ENDSTRUCDeclaring Structure Data Types

The core of NASM contains no intrinsic means of defining data structures; instead, the preprocessor is sufficiently
powerful that data structures can be implemented as a set of macros. The SEERuEEANdENDSTRUGre used to
define a structure data type.

STRUCakes one parameter, which is the name of the data type. This name is defined as a symbol with the value zero,
and also has the suffixize appended to it and is then defined a€@tgiving the size of the structure. OnsgRUC

has been issued, you are defining the structure, and should define fields usteggiamily of pseudo-instructions,

and then invok&NDSTRUGD finish the definition.

For example, to define a structure callegtype containing a longword, a word, a byte and a string of bytes, you
might code

struc  mytype

mt_long: resd 1
mt_word: resw 1
mt_byte: resb 1
mt_str: resb 32
endstruc

The above code defines six symbaist long as 0 (the offset from the beginning ofraytype structure to the
longword field),mt_word as 4,mt_byte as 6,mt_str as 7,mytype_size as 39, andnytype itself as zero.

The reason why the structure type name is defined at zero is a side effect of allowing structures to work with the local
label mechanism: if your structure members tend to have the same names in more than one structure, you can define
the above structure like this:

struc  mytype
dong: resd 1
.word: resw 1

.byte: resb 1
.str: resb 32
endstruc

This defines the offsets to the structure fieldsnggype.long , mytype.word , mytype.byte  andmytype.str

NASM, since it has nantrinsic structure support, does not support any form of period notation to refer to
the elements of a structure once you have one (except the above local-label notation), so code rsoch as
ax,[mystruc.mt_word] is not valid.mt_word is a constant just like any other constant, so the correct syntax is
mov ax,[mystruc+mt_word] or mov ax,[mystruc+mytype.word]

5.10.4 ISTRUC, AT and IEND: Declaring Instances of Structures

Having defined a structure type, the next thing you typically want to do is to declare instances of that structure in
your data segment. NASM provides an easy way to do this ildherUC mechanism. To declare a structure of type
mytype in a program, you code something like this:

mystruc: istruc  mytype
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at mt_long, dd 123456

at mt_word, dw 1024

at mt_byte, db X’

at mt_str, db ’hello, world’, 13, 10, 0
iend

The function of theAT macro is to make use of tHeMES prefix to advance the assembly position to the correct point
for the specified structure field, and then to declare the specified data. Therefore the structure fields must be declared
in the same order as they were specified in the structure definition.

If the data to go in a structure field requires more than one source line to specify, the remaining source lines can easily
come after th@T line. For example:

at mt_str, db 123,134,145,156,167,178,189
db 190,100,0

Depending on personal taste, you can also omit the code part Afrtivee completely, and start the structure field on
the next line:

at mt_str
db ’'hello, world’
db 13,10,0

5.10.5 ALIGN and ALIGNB: Data Alignment

The ALIGN andALIGNB macros provides a convenient way to align code or data on a word, longword, paragraph or
other boundary. The syntax of tA€IGN andALIGNB macros is

align 4 ; align on 4-byte boundary
align 16 ; align on 16-byte boundary
align 8,db 0 ; pad with Os rather than NOPs
align 4,resb 1 ; align to 4 in the BSS

alignb 4 ; equivalent to previous line

Both macros require their first argument to be a power of two; they both compute the number of additional bytes
required to bring the length of the current section up to a multiple of that power of two, and then applyEs:
prefix to their second argument to perform the alignment.

If the second argument is not specified, the defaultAidGN is NOP and the default foALIGNB is RESB 1 So if
the second argument is specified, the two macros are equivalent. Normally, you can juisiGén code and data
sections an@LIGNB in BSS sections, and never need the second argument except for special purposes.

ALIGN andALIGNB, being simple macros, perform no error checking: they cannot warn you if their first argument
fails to be a power of two, or if their second argument generates more than one byte of code. In each of these cases
they will silently do the wrong thing.

ALIGNB (or ALIGN with a second argument &ESB 1) can be used within structure definitions:

struc mytype2

mt_byte: resb 1
alignb 2
mt_word: resw 1
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alignb 4
mt_long: resd 1
mt_str: resb 32

endstruc

This will ensure that the structure members are sensibly aligned relative to the base of the structure.

A final caveatALIGN andALIGNB work relative to the beginning of threection not the beginning of the address space

in the final executable. Aligning to a 16-byte boundary when the section you're in is only guaranteed to be aligned
to a 4-byte boundary, for example, is a waste of effort. Again, NASM does not check that the section’s alignment
characteristics are sensible for the usaidfGN or ALIGNB.

5.11 Assembler Directives

NASM'’s directives come in two typesiser-leveldirectives andprimitive directives. Typically, each directive has a
user-level form and a primitive form. In almost all cases, we recommend that users use the user-level forms of the
directives, which are implemented as macros which call the primitive forms.

Primitive directives are enclosed in square brackets; user-level directives are not.

In addition to the universal directives described in this chapter, each object file format can optionally supply extra
directives in order to control particular features of that file format. THesweat-specifiairectives are documented
along with the formats that implement them, in the NASM Manual.

5.11.1 BITS: Specifying Target Processor Mode

TheBITS directive specifies whether NASM should generate code designed to run on a processor operating in 16-bit
mode, or code designed to run on a processor operating in 32-bit mode. The sBik&X 6 or BITS 32.

In most cases, you should not need to BSES explicitly. Theaout , coff , elf andwin32 object formats, which
are designed for use in 32-bit operating systems, all cause NASM to select 32-bit mode by defaoitj. Tigect

format allows you to specify each segment you define as €itBen6 or USE32, and NASM will set its operating
mode accordingly, so the use of tRE'S directive is once again unnecessary.

The most likely reason for using tl8TS directive is to write 32-bit code in a flat binary file; this is becausebthe
output format defaults to 16-bit mode in anticipation of it being used most frequently to write. OQMprograms,
DOS.SYS device drivers and boot loader software.

You donot need to specifBITS 32 merely in order to use 32-bit instructions in a 16-bit DOS program; if you do,
the assembler will generate incorrect code because it will be writing code targeted at a 32-bit platform, to be run on a
16-bit one.

When NASM is inBITS 16 state, instructions which use 32-bit data are prefixed with an 0x66 byte, and those
referring to 32-bit addresses have an 0x67 prefiBIlFs 32 state, the reverse is true: 32-bit instructions require no
prefixes, whereas instructions using 16-bit data need an 0x66 and those working in 16-bit addresses need an 0x67.

TheBITS directive has an exactly equivalent primitive forfB|TS 16] and[BITS 32] . The user-level form is a
macro which has no function other than to call the primitive form.
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5.11.2 USEl16and USE3Z Aliases for BITS

TheUSE16andUSE32directives can be used in placeRffS 16 andBITS 32 for compatibility with other assem-
blers.

5.11.3 SECTIONor SEGMENTChanging and Defining Sections

The SECTIONdirective GEGMENTS an exactly equivalent synonym) changes which section of the output file the code
you write will be assembled into. In some object file formats, the number and names of sections are fixed; in others,
the user may make up as many as they wish. H&E&ETIONmMay sometimes give an error message, or may define a
new section, if you try to switch to a section that does not (yet) exist.

The Unix object formats, and th#n object format, all support the standardised section narags , .data and
.bss for the code, data and uninitialised-data sections.dlieformat, by contrast, does not recognise these section
names as being special, and indeed will strip off the leading period of any section name that has one.

The _ SECT__ Macro

TheSECTIONdirective is unusual in that its user-level form functions differently from its primitive form. The primitive
form, [SECTION xyz] , simply switches the current target section to the one given. The user-level$&cmTjON

xyz , however, first defines the single-line macr6ECT __to be the primitivSECTION] directive which it is about

to issue, and then issues it. So the user-level directive

SECTION .text

expands to the two lines

%define _ SECT__ [SECTION .text]
[SECTION text]

Users may find it useful to make use of this in their own macros. For exampleyitbfile macro defined in the
NASM Manual can be usefully rewritten in the following more sophisticated form:

%macro writefile 2+
[section .data]
%%str:  db %2
%%endstr:
__SECT__
mov dx,%%str
mov cx,%%endstr-%%str
mov bx,%1
mov ah,0x40
int 0x21
%endmacro

This form of the macro, once passed a string to output, first switches temporarily to the data section of the file, using
the primitive form of theSECTIONdirective so as not to modify SECT__. It then declares its string in the data
section, and then invokes SECT__to switch back tovhicheversection the user was previously working in. It thus
avoids the need, in the previous version of the macro, to includéPanstruction to jump over the data, and also does

not fail if, in a complicateddBJ format module, the user could potentially be assembling the code in any of several
separate code sections.
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5.11.4 ABSOLUTEDefining Absolute Labels

The ABSOLUTEdirective can be thought of as an alternative formS&CTION it causes the subsequent code to
be directed at no physical section, but at the hypothetical section starting at the given absolute address. The only
instructions you can use in this mode are RESBfamily.

ABSOLUTHS used as follows:

ABSOLUTE Ox1A

kbuf_chr resw 1
kbuf_free resw 1
kbuf resw 16

This example describes a section of the PC BIOS data area, at segment address 0x40: the above code defines
kbuf_chr to be Ox1Akbuf free to be Ox1C, andtbuf to be OX1E.

The user-level form oABSOLUTEIlike that of SECTION redefines the  SECT___macro when it is invoked.
STRUCandENDSTRUG@re defined as macros which useSOLUTHand also SECT_ ).

ABSOLUTEdoesn’t have to take an absolute constant as an argument: it can take an expression (actually, a critical
expression: se8ection 5.8 and it can be a value in a segment. For example, a TSR can re-use its setup code as
run-time BSS like this:

org 100h ; i's a .COM program
jmp setup ; setup code comes last
; the resident part of the TSR goes here

setup: ; now write the code that installs the TSR here
absolute setup

runtimevarl resw 1

runtimevar2 resd 20

tsr_end:

This defines some variables “on top of” the setup code, so that after the setup has finished running, the space it took
up can be re-used as data storage for the running TSR. The symbol “tsr_end” can be used to calculate the total size of
the part of the TSR that needs to be made resident.

5.11.5 EXTERN Importing Symbols from Other Modules

EXTERNSs similar to the MASM directivéeEXTRNand the C keyworéxtern : it is used to declare a symbol which is
not defined anywhere in the module being assembled, but is assumed to be defined in some other module and needs
to be referred to by this one. Not every object-file format can support external variablest thermat cannot.

The EXTERNdirective takes as many arguments as you like. Each argument is the name of a symbol:

extern _printf
extern _sscanf, _fscanf

Some object-file formats provide extra features toEX@ERNdirective. In all cases, the extra features are used by
suffixing a colon to the symbol name followed by object-format specific text. For examplghjtHermat allows you
to declare that the default segment base of an external should be thedgroup by means of the directive

extern _variable:wrt dgroup
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The primitive form ofEXTERNdiffers from the user-level form only in that it can take only one argument at a time:
the support for multiple arguments is implemented at the preprocessor level.

You can declare the same variableEx'ERNmore than once: NASM will quietly ignore the second and later redec-
larations. You can’t declare a variableBSTERNas well as something else, though.

5.11.6 GLOBAL Exporting Symbols to Other Modules

GLOBALIs the other end 0EXTERN if one module declares a symbol BXTERNand refers to it, then in order to
prevent linker errors, some other module must actuddfinethe symbol and declare it @& OBAL Some assemblers
use the nameuBLIC for this purpose.

The GLOBALdirective applying to a symbol must appéxmaforethe definition of the symbol.

GLOBALuses the same syntax BXTERN except that it must refer to symbols whiate defined in the same module
as theGLOBALdirective. For example:

global _main
_main: ; some code

GLOBAL like EXTERN allows object formats to define private extensions by means of a colorlfThebject format,
for example, lets you specify whether global data items are functions or data:

global hashlookup:function, hashtable:data

Like EXTERNthe primitive form ofGLOBALdiffers from the user-level form only in that it can take only one argument
at a time.

5.11.7 coMMQNDefining Common Data Areas

TheCOMMOdirective is used to declammmmon variablesA common variable is much like a global variable declared
in the uninitialised data section, so that

common intvar 4
is similar in function to

global intvar
section .bss
intvar resd 1

The difference is that if more than one module defines the same common variable, then at link time those variables
will be merged and references tiatvar  in all modules will point at the same piece of memory.

Like GLOBALandEXTERN COMMOSBUpports object-format specific extensions. For examplegiheformat allows
common variables to be NEAR or FAR, and @& format allows you to specify the alignment requirements of a
common variable:

common commvar 4:near ; works in OBJ
common intarray 100:4 ; works in ELF: 4 byte aligned
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Once again, likeEXTERNandGLOBAL the primitive form ofCOMMOUiffers from the user-level form only in that it
can take only one argument at a time.

5.11.8 CPU Defining CPU Dependencies

The CPUdirective restricts assembly to those instructions which are available on the specified CPU. The options are:

CPU 8086

Assemble only 8086 instruction set.

CPU 186

Assemble instructions up to the 80186 instruction set.

CPU 286

Assemble instructions up to the 286 instruction set.

CPU 386

Assemble instructions up to the 386 instruction set.

CPU 486

486 instruction set.

CPU 586

Pentium instruction set.

CPU PENTIUM
Same a£PU 586

CPU 686

P6 instruction set.

CPU PPRO
Same a£PU 686

CPU P2
Same a£PU 686

CPU P3

Pentium Ill and Katmai instruction sets.

CPU KATMAI
Same a£PU P3
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CPU P4

Pentium 4 (Willamette) instruction set.

CPU WILLAMETTE
Same a£PU P4

All options are case insensitive. Instructions will be enabled only if they apply to the selected cpu or lower.
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Chapter 6
Debugging Tools

What does a debugging program do and how is it useful? These questions are better explained by example, but to
give a quick answer, debugging progranallows you to monitor control of a program during program execution.
What does that mean? Well, let s give a quick example. Using the debug program (hereafter we will refer to it as the
“debugger”) you can tell the program to execute until a specific statement is reached; upon reaching this statement the
debugger allows you to look at and change values of different variables in the program and also the registers used by
the PC (of course the debugger will allow you to do much more than that). The usefulness of this ability to watch your
program unfold in great detail will become apparent later on.

Before showing how to use the debugger, a word of encouragement should be offered. In our experience with assembly
language and programmers, we have found two types of programmers who use a debugger: first of all, those who just
naturally like this kind of programming tool and pick it up easily, and second, those who have done a considerable
amount of programming and who have in the process been forced to learn how to use a debugger, and much to their
surprise have found it to be extremely useful. We have tried to write the following debugger “tutorial” to create a third
category of people who use the debugger—those who have not had much experience programming but have had a
good description of how to use a debugger. We hope that you will take the time to learn how to use it, in order to save
time debugging your programs later on. And one more word of encouragement: at first, like most people, you may
shy away from using the debugger. It may seem too complicated and time-consuming to run part of the program and
then to go into memory to try to figure out what state the computer is in (the values of the registers and variables),
and whether it is in the state you want it to be in. But trying to fix your program without the debugger is much like
trying to fix a car without being able to look under the hood! It will take you a few minutes to learn how the debugger
works, but used properly, it will save you hours in the lab. So don t be tentative about “looking inside” the computer
while executing your program; it is not so complicated as you might think. If you have never used a debugger before,
it will be useful to go through a simple program using the debugger before tackling larger programs. The first machine
problem in ECE 291, MPO, will help you learn how to use the debugger.

There are four basic steps in debugging:

1. Discovering the Bugls there one? It is not always obvious that you have a bug. (Why?)
2.Isolating the BugWhere is it? Locate the part(s) of the code that is causing the bug.

3. Finding the BugWhat exactly is wrong with the buggy code fragment?

4. Fixing the Bug How should the buggy fragment be rewritten?

The debugger gives you the tools to help in all these steps. E.g., you can run the code in a step-by-step fashion or
until somebreakpointyou set in the code. In between these execution steps, you can examine memory and CPU state
(variables, registers, flags, and stack).
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6.1 Turbo Debugger (TD)

Turbo Debugger is a window-oriented mouse-driven debugging tool. To start Turbo Debugger (oftentimes referred to
as simply TD), type the following at the DOS prompt:

td [progname[.exe] ]

6.1.1 Mechanics of Using TD

Overview

The main TD window shows a standard (pull-down) menu bar at the top. The menu bar lists the following menus:
File, Edit, View, Run, Breakpoints, Data, Options, Windows, Help. The status bar at the bottom of the TD window
contains helpful information about the current context. For instance, you often see a list of all the functions associated
with the function keyd-1 to F10. For instanceF9 is the “Run” command. That means these functions are available

in the current context.

Windows

Within the Main TD window we can have a variety of (sub)windows. At any moment, several of these windows may
be active. Each active windows is numbered (1,2,3, etc.) and this number is displayed on the upper right hand corner of
window. Below, we will go into some of these windows and discuss how to manage them. Among the active windows,
one of them is the current top window. The top window has a little green rectangle at its upper left corner. You can
close this window by clicking on this little green rectangle. The function k&ycalled “Next") steps through the

active windows, allowing each of them to be “top window” in turn.

Online Help

We already mentioned the Help (pulldown) menu. But there are more “immediate” or context-sensitive help available:

Status Bar

We noted that status bar usually shows the list of functions associated with the 10 function keys. But if you hold
down theAlt key, the status bar will show the functions associated Aitk-Function Keys.

E.g.,ALT -F5 is the “User Screen” Function. Try this! This is useful if you need to see any output from your
executed code. To get back from the User Screen, press any key.

If you hold down theCtrl key, you will see theCtrl +key functions.

E.g.,CTRL -l allows you to inspect the variable that the cursor is currently pointed at.

F1 key

This key opens a help window containing information about the current top window, with further subtopics to
choose from.
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SpeedMenu

This can be invoked with a right mouse click at any time. In most windows, it will display a list of options suitable
for that window.

6.1.2 Some Pulldown Menus

View
The types of windows available are listed under\iew menu. Se&ection 6.1.3or descriptions of the various
types of windows available.

Window

TheWindow menu helps you manage the various windows. This menu is divided into two halves (separated by
a horizontal line): the top half contains commands suchAasm (F5), Next (F6), Next Pane (Tab), etc. The
bottom half is a list of the currently active windows.

Run

Windows are for watching. But for action, you need to execute your code. For thiRuihenenu provides

several modes of execution:

« Run (F9), i.e., until program terminates (or until the next breakpoint,Seetion 6.1.%

- Trace Into (F7), i.e., single stepping, one instruction at a time. What constitutes a single step depends on
which the current “top window”. If the top window is thdodule window or if you use~7, then a single line
of source code is executed. If the top window is@fU window or if you useALT -F7, then a single machine
instruction is executed. If the current source line contains a function call, TD traces into the function (assuming
it was compiled with debug information). Some machine instructions, however, cause multiple instructions to
be executed includeALL, INT, LOOR etc.

. Step Over (F8). This is like “Trace Into” except that when the instruction pointer is at a function call, then
the entire function is executed and you are next placed at the statement following the function call.

- Animate. Similar to run until terminate, except it pauses between machine instructions to allow you to catch
what is happening.

- Restart. Moves the instruction pointer back to the first instruction.

6.1.3 TD Windows

The Regs Window

The Regs window displays the contents of all the processor registers as well as the CPU flags. It is possible to view
either the 16-bit registers or the 32-bit registers. Various options can be accessed by using the SpeedBectin{see
6.1.1.3. As the program is being stepped through, register and flag changes are highlighted in the window.
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The Dump Window

This is a hex display of an area in memory. The leftmost path of each line shows the starting address of the line
(e.g.,DS0000 ). In the default display format (byte format), you see 8 bytes per line, and to the right of these 8 bytes
are their representation in the IBM extended character set (which is an extension of the ASCII set). You can use the
Goto command in the SpeedMenu to examine variables (€gfo Input , assuming you have defined the variable
“Input”).

The Module Window

The Module window displays the program source code if debugging information is availableF8hey steps
through each line of code. TH& key also steps through each line of code, but urifi8git alsotracesinto procedure
calls. F2 sets abreakpointin the code at the line where the cursor is at (Seetion 6.1.Zor more information on
stepping through the program aBdction 6.1.4or more information on breakpoints).

The CPU Window

The CPU window combines théModule, Dump, andRegs windows into a single window. It's also less powerful
and harder to use than the three separate windows, so it's almost always better to use the specific windows rather than
the combinedCPU window.

6.1.4 Breakpoints

Breakpoints are a device to cause the computer to take specific actions at specific points in its execution. The user can
define a breakpoint by specifying three pieces of information:

- Thelocationwhere the breakpoint is set.
- Theconditionwhich allows the breakpoint to activate.
- Theactionthat takes place when the breakpoint is activated.

The simplest kind of breakpoint is one that (a) is associated with a specific instruction in the program, which (b)
is always activated (condition is “always true”) and (c) pauses the program execution (action is “break”). These are
called simple breakpoints. It is the default assumed by TD, and it should suffice for our purposes. Using this, you run
the program at full speed until specific instructions, at which points you can examine the state of the memory and
CPU.

How do you set simple breakpoints? Well, you only need to specify an instruction in the program. The simplest is to
do this from within theModule window, or from the Code pane in ti@&PU window:

- First place the cursor at an executable line of code where a breakpoint is desired. (How do you tell if a line is
executable?) You then left the 2 leftmost columns of line. Instead of left, you can al§@ (see the status line).

Note: If the line already has a breakpoint, then this action removes that breakpoint. Hence this is also called
the toggle action.
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. If you use theBreakpoint— At menu option, you can also place a simple breakpoint at the current cursor posi-
tion. However, since this has a pop-up Breakpoint option dialog box, you can also specify more complex types of
breakpoints.

Breakpointaddressesnust be entered when you use the keyboard to enter breakpoints. (You can see this in the
Breakpoint option dialog box). These are the kinds of addresses you can specify:

« #number — for instance, #68 specifies a breakpoint in line 68 of your source code.

Note: If you have several program modules, you need to preface the line number with the module name. E.qg.
#mp0#68 refers to line 68 in the mp0.asm module.

« Symbolic names—for instance, labels can be specified. If you have have a label called “repeat”, you can use that as
an address.

How do you see all the current breakpoints? In Beakpoints window, which can be activated using the
View—Breakpoints menu option. This window has two panes: the left pane lists all the current breakpoints, the
right pane gives details about the breakpoint that is currently highlighted. The SpeedMenu from the left pane has
options to add or delete breakpoints, etc.

6.2 The Case of the Speckled Bug

By Mike Haney.

“You know, my dear Watson,” he said, pausing to produce another billow of aromatic smoke, “a computer program
can be debugged using the same methods that are applied to solving a mystery.”

“You meanobservatioranddeduction don’t you Holmes?”

“Precisely, Watson. When a program stops unexpectedly or prints out unanticipated messages, the programmer can
safely assume that the program has met with foul play. In other words, it has a bug.”

“But how does one debug a large program? So many things could go wrong. The task of righting all of them seems
insurmountable.”

“It would be impossible indeed if you tried to solve all the problems at once. No, my friend, one should attack the
matter bit by bit. Try to identify the little problems and solve them. Do not search for ‘the magic solution’ that solves
everything. Debugging means careful work. We would do well to remember the French philosopher Voltaire:

‘Le programme ne le raccommode pas,

which means, loosely, ‘PROGRAMS DO NOT DEBUG THEMSELVES.”

“Did Voltaire really say that?”
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“No, but he would have if he had thought of it. But nonetheless, when a program dies, the programmer has immediately
before him or her the single greatest clue to the probtemcharacters on the screeBometimes the program itself
will print out messages of significance to alert the programmer to errors.”

“But that requires the programmer tisink aheadand include someiagnostic messages in the progradoesn't it
Holmes?”

“Of course, Watson. But when no such messages are available, one can still learn quite a bit from the messages (or
lack of them) from DOS.”

“Is that all there is to debugging?”

“Most certainly not. In some cases, the cause of the error can be found by inspection, such as a typographical error or
the use of the wrong addressing mode. But more often, one must use a debugger to determine the circumstances that
led to the error in order to understand the problem.”

“The circumstances, Holmes?”

“Yes, Watson. In particular, theontents of the registetsll a great deal about what the program has been doing. When
subroutines or interrupts are used, one register is extremely helpful.”

“You mean thestack pointer’

“Exactly. But it is not the contents of the stack pointer itself that is of so great importance, but ratkentasts of
the stackaround the offset specified by the stack pointer. There is an old Hungarian saying:

‘Kerek egy kis uveg konyakot,’

which means ‘The stack contains a history of your program, or ‘Bring me a small flask of brandy;’ | can never
remember which. By examining the contents of the stack it is possible to locate previous register contents (saved by
PUSH and return offsets. These return offsets form a path through the program that can be followed.”

“There may not be many return offsets on the stack. How is one to follow the ‘flow’ of the program up to the error?”

“The BREAKPOINT and TRACE operations hold the key to that problem. The judicious choice of breakpoints per-
mits the programmer to isolate a region in which the error may be located. When this suspicious region is isolated, it
is possible to single step through the code and careflierve the changes in the registers and memory varidbles

“Can you be more explicit?” asked Watson, still perplexed.

“There is no method that works all the time, but there are several heuristics,” replied Holmes. “In the CONTRAST
method, the programmer should compare what#iae should b&vith what thevalue is Also, the INPUT/OUTPUT

method can help. Examine the variables upon starting a block of code (the input), and examine them again upon
coming out of the block (the output). The programmer must then ask the following two questions:

1.1s the input correct? If not, a problem lies before this block.
2. Does the output correspond to the input? If not, a problem lies within this block.

If both are true, then the problem lies further on. Using the debugger’s memory window, the programmer can even
force execution of a block of code with specific values in memory variables. There is no mechanical process that will
automatically solve every problem. The programmer nthisk. Remember:

‘Mind is like parachute: works best when open.”™
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“Confucius?”
“No, Charlie Chan. But the point is that the programmer must think about the program in order to debug it.”

“But after one has located the problem, it is so time consuming to re-edit and re-assemble and re-link the program.
Surely there must be a better way to make small changes.”

“There is, Watson. With the debugger one can perform a limited amount of editing of the machine code by assembling
new instructions in place. One can even replace unwanted codsl@ith(null operations). After these small changes,

the programmer can continue to run the program in the debugger. Since these changes are not saved, however, the
programmer must still edit the source code to make the changes permanent.”

“Won't this take a lot of time?”

“You will have all the time you need, if yostart early.”
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Chapter 7
Data Structures

Data used in computer programs needs to be organized for efficient storage and retrieval. Thus, a critical design
decision in the development of any program is the selection of an appropriate data structure and its implementation.
This chapter describes arrays, queues, linked lists, binary trees, and hash tables and their implementations on the PC.
For further study of these data structures as well as more complex structures, consult the references.

A data structurds a collection of dateecordsalong with a mechanism for insertion, retrieval, and deletion of records.
Each record consists of sevefalds including the information fields that contain the actual data. Other fields of a
record may contaitinks, which hold addresses of other records.

7.1 Arrays

The array is a fundamental data structure. Most programming languages provide for arrays as primitive structures. In
alinear array, each record is associated with a single integer callesiittscriptor index The records in a linear array
X of n records are customarily denoted:

X(0),X(1),- -, X(n—1)

For example, the arrayames given below contains 6 recordatice , Bobby, Cindy , David , Ellen , andFrank .

Names (0) Alice
Names (1) Bobby
Names (2) Cindy
Names (3) David
Names (4) Ellen
Names (5) Frank

In a d-dimensional array, each record is associated with a vectar ofteger subscripts. For example, the
2-dimensional arraylias given below has the same set of recordsaass, but they are organized differently:

i= 0 1 2
Alias(0,1i) Alice Cindy Ellen
Alias(1,i) Bobby David Frank

Alias is called a 2 x 3 array, for it has 2 rows and 3 columns.

On the PC, the records of an array are stored in contiguous words to facilitate the computation of the address corre-
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sponding to the subscripts. First consider a linear arsaigh n records, each of which contaihdytes of information.
We reservan*b bytes of memory space farwith the pseudo-opesb :

Y resb n*b

To access this array, an address calculation has to be performgdbkdhe offset of the first byte af With b bytes
per record iry, the address of the first byte ofi) is:

(y +ixb)

Suppose that each record of arragomprises one wordE2). Then to copyr (i) into AX, we use the following:

mov bx, <value of i >
sal bx, 1 ;bx = 2%
mov ax, [Y+bx] ; fetch entry

A similar, but more complex calculation must be made for d-dimensional arrays. First one decides how to allocate
memory for the records. The Fortran convention is to iterate the leftmost subscript first. Thus the elements of the
arrayAlias above would be stored in successive memory words in the following order (memory addresses increase
downwards):

Alias(0,0)
Alias(1,0)
Alias(0,1)
Alias(1,1)
Alias(0,2)
Alias(1,2)

For example, assume that each record af ars arrayz with r rows ands columns ha$ bytes and that is defined
by:

Z resb r*s*p

If z is the offset ofz, then the offset of the first byte of recazdsi, j) is given by:

z24+bx(i4+jxr)

7.2 Queues

A queue is a list of records in which records are inserted at one end of the ligi{tberear of the list), and records
are extracted and deleted from the other end l{treedor front of the list). A queue has the First-In-First-O®FO)
property: records are removed from the list in the same order as they arrive. An insertion of a record isrsgueb tee
it; similarly, deletiondequeues: record.

For example, assume that the namése , Bobby, Cindy , andDavid are enqueued in this order onto an initially
empty queue:

(head/front) Alice
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Bobby
Cindy
(tail/rear) David

If a dequeue operation were performed, tidice would be deleted; iEllen were then enqueued, the queue would
become:

Alice
(head/front) Bobby
Cindy
David

(tail/rear) Ellen

Ifimplemented as a linear array, a queue would crawl through memory as records were added and deleted. Even if the
gueue never held more than two records at any time, the queue might exhaust all the memory allocated for it!

Thecircular queue offers a simple solution to this problem. A circular queue is simply a queue consisting of a finite
number of memory locations together with point&sr andFront, that point to the last character enqueued and
dequeued and “wrap around” from the last to the first memory location assigned to the queue.

For example, suppose the messaffeCULAR QUEUEShas been enqueued onto a queue of leqnéh = 20 bytes
that was initially empty, and that the first 3 characters have been dequeued. The 20 memory locations assigned to the
gueue would then contain:

F O QOBeg O OBeg+QLen-1 1
C|I|R|C|U|LJA|IR QIU|E|U|E|S

!
LGFront LGRear

QBeg: Offset of the first byte in the queue.

Front: Pointer to the last character dequeued.

Rear: Pointer to the last character enqueued.

O 0o o o

@Beg+qLen-1 : Offset of the last byte in the queue.

At this point, additional characters may be dequeued until the queue is empty, and additional characters may be
enqueued until the queue is full. The empty/full conditions may be deduced from the relative positiori-6fithend

Rear pointers: sinc&@ront=Rear May mean either empty or fullear is usually allowed to advance only to just before
Front; thenFront=Rear means emptygear=Front-1 (ModQLen) means full. The maximum usable queue length is
QLen-1 when this method is used. Alternately, the number of characters currently in the queue can be monitored - as
in the example below.

If several identical queues are used, the queue parameters can be specified conveniSTRLiGLae:

QLen equ 512 ; queue length
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STRUC QSpec

.Front resw 1 ; index to last char. dequeued
.Rear  resw 1 ; index to last char. enqueued
.QBeg resw 1 ; pointer to first byte of queue
.Count resw 1 ; # of bytes currently in queue
.NMsgs resw 1 ; # of messages pending
ENDSTRUC

Two queues (e.g., a Transmit Querteand a Receive Quewg) are then specified as follows:

TQBeg resb QLen ; TQ Space
RQBeg resb QLen ; RQ Space
TQ istruc QSpec

at .Front, dw -1

at .Rear, dw -1

at .QBeg, dw TQBeg

at .Count, dw 0

at .NMsgs, dw 0

iend
RQ istruc QSpec

at .Front, dw -1

at .Rear, dw -1

at .QBeg, dw RQBeg

at .Count, dw O

at .NMsgs, dw 0

iend
The use of th&Spec structure simplifies references to the queue parametersT@:gSpec .Front refers to the front
pointer of the Transmit Queue, argkQSpec . NMsgs refers to the number of messages pending in the Receive Queue.

Outlines of subroutines to enqueue and dequeue a character,qusingnd theQSpec defined above, are shown
below:

Subroutine to enqueuethe character in AL at the rear of the queue pointed to byDI :

1. If queue is full, set error flag and return immediately.

2. Ifnot,

a. advanceword [ DI+QSpec.Rear] (moduloQLen)
b. adjustword [ DI+QSpec.Count]
reset error flag
d. enqueue the characterAn atbyte [word [ DI+QSpec.Rear]]

e. return
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Subroutine to dequeudnto AL the character at the front of the queue pointed to byDI :

1. If queue is empty, set error flag and return immediately.

2. Ifnot,

a. advanceword [ DI+QSpec.Front] (moduloQLen)
b. adjustword [ DI+QSpec.Count]
reset error flag
d. dequeue the characterigtte [word [ DI+QSpec.Front]]  into AL

e. return

7.3 Linked Lists

Suppose that we wish to maintain a list of records sorted according to the value of an information field in the records.
We may wish to insert a new record at the appropriate point in the list or to delete some record from the list. What
data structure should we use? Stacks and queues are inappropriate because they allow records to be inserted or deleted
only at the ends of the list. To insert a new record into the middle of a linear array requires a slow, awkward relocation

of all records between the insertion point and the end of the array.

An appropriate solution to this problem is theked list which, at some cost in memory space, permits lists to be
constructed and modified easily. In a linked list, each record contains a link field which holds the address of the next
record in the list. The sequencing from one record of the list to the next thus involves accessing the link field of each
record, rather than stepping along in linear address space. In this fashion, insertions and deletions of records involve
merely resetting of links. Because records may now be located anywhere in the memory space allocated for storage,
linked lists are appropriate whenever dynamic storage allocation is needed. Linked lists are not needed for storage of
static data (e.qg., tables of constants) nor in cases where data arrives in orderly fashion (e.g., data buffers).

To illustrate, consider the list of names given belawce is at offset aBobby is at b,Cindy is at ¢, andDavid is
at d. Each cell now has two fields: info and link:

Address Info Link
a: Alice b
b: Bobby c
C: Cindy d
d David 00

The link field in the last record)avid , has a special value ‘00’ to mark the end of the list. We draw this list with an
arrow from each link field to the record whose address is stored in this link.

Alice |b P Bobby | c F Cindy | d F»{ David |00
(head) (tail)

To delete the recorBobby, simply change the link field in the recordice : (the space used f@obby is actually
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saved in another list; see below)

Alicel|c J Bobby | - |-> Cindy |d P David [00

The list now has only three records:

Alice|c P Ccindy |d P David |00

To insert a new recorBanny at address g betweelindy andDavid , merely set the link o€indy to the address of
Danny and the link ofDanny to the address dbavid :

Alice|c P Cindy|g P Danny |d P David |00

On the PC each link field holds a one-word offset in the Data Segment. Thus if the information fields lodotipg,
then the length of each recordhs-2 bytes. Assume that the link field is locatiedytes from the beginning of the
record; let us define the constamtk :

LINK equ b

SupposeBX holds the offset of (the first byte of) a record in a linked list. Tiex+LINK] specifies the link field of
this record. To changeXto point to the next record in the list:

mov bx, [bx+LINK]

To insert a record whose offset issh immediately following the record whose offset isBiX, we do the following:

mov ax, [bx+LINK] ; Copy link
mov [bx+LINK], si
mov [si+LINK], ax
Before:
a: b:
BX P> Cindy |b Pl David]| -
c
SI P Danny | -
After:
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BX P Cindy|c David]| -

SI P Danny | b

When a record is deleted from a linked list, it is prudent to recover the memory allocated to the record, rather than
simply disconnecting all links to it. We can organize a linked list of unused records, called the Free Storage List
(FSL). To allocate space for a new record, we take a record from the FSL, set up the information fields, and link the
new record into the data structure. Let the word variabtetr hold the offset of the record at the head of the FSL.

Deletions and insertions on the FSL always occur at its head; since the FSL has the LIFO property, it is really a stack.

Suppose we wish to delete a record R from a linked list. Assumeathedntains the offset of the record immediately
preceding R in the list. To delete R, we unlink it from the list and link it onto the head of the FSL:

mov si, [bx+LINK] ;S| = offset of R

mov ax, [si+LINK] ; Delete R from list

mov [bx+LINK], ax

mov dx, [FSLPtr] ; Insert R onto FSL

mov [FSLPtr], si ; as the new head record
mov [si+LINK], dx

To allocate space for a new record, we simply unlink the head record of the FSL:

mov bx, [FSLPtr] ; BX = offset of new record
mov ax, [bx+LINK] ; Update FSLPTR
mov [FSLPtr], ax

The use of linked lists arose early (1962) in the development of artificial intelligence research. The linked list is a
fundamental data structure of the LISP language, which is heavily used for artificial intelligence programming. Many
variations on the idea of linked cells have been subsequently introduced. For example, a doubly linked list has both
forward and backward links to facilitate searching in the list. The binary trees discussed below also use more than one
link per record.

7.4 Binary Trees

To locate a record with a particular information field in a linked list, one starts at the head of the list and traces through
successive records, one at a time. This process can take a long time, even with sorted lists. to reduce the time, we
would like to avoid inspecting many records. Thieary treedata structure permits faster searches than linked lists,

but requires more space because it has more link fields in each record.

In a binary tree, each record is stored inae For each node X, at most one node Y is lisfé child of X and at most
one node Z is theight child of X. In other words, any node X may have 0, 1, or 2 children. X is the compaoent
of nodes Y and Z. There is one node in the tree with no parent; it is calledohef the tree.

In the following tree, each record has a link that points to its left child and a link that points to its right child. (For
some applications the implementation of the binary tree could include a pointer from each node to its patsieynt.)

is the left child ofDavid , andEllen is the right child ofDavid . David is the parent of botiBobby andEllen .

Frank is the root of the tree.
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h Frank ﬁ

F David 1 Janet 1
Bobby Ellen I Laura I

Notice the arrangement of names in this tree. All names in the left subtree of any node are lexicographically less
than the name at that node; that is, they would occur earlier in an alphabetic sort. All names in the right subtree are
lexicographically greater. For instance, the left subtre€rafik is the tree rooted david , and all names in this
subtree are lexicographically less tharank . Thus the location of a record in the tree expresses its relationship to
other records.

This arrangement of names permits rapid insertion of new records. Starting at the root of the tree, compare the new
name with the name at the current node. If the new name is “smaller,” then proceed to the left child; if the new name is
“larger,” then proceed to the right child. For example, to insiarty into the tree, inspedtrank , Janet , andGarth

in that order and then makdarry the right child ofGarth . In similar fashion one can search the tree for a specific
name.

If a tree with n records is well balanced, then the maximum number of records inspected during an insertion is
approximately logn. In contrast, for linear lists this maximum number would be n. The references describe techniques
for keeping trees well balanced after both insertions and deletions.

7.5 Hash Tables

In their quest for ever faster searching methods, several IBM engineers and scientists discovered hashing in the 1950’s.
The idea is to transform the information itself into a subscript in a linear array. Let the array that holds the data be
T(0), ..., T(n-1). The array T is calledrash table A hash functiorh transforms the information x into an integer h(x)

such that:

0<h(z)<n-1

The information x is then stored at T(h(x)), together with any additional information fields associated with x. If the
record T(h(x)) is already in use, thencallision occurs, and x must be stored elsewhere. A good hashing scheme
minimizes the frequency of collisions by scattering information into random locations in the hash table. The choice
of hash functions and the resolution of collisions are discussed below.

The choice of n affects the performance of a hashing scheme. If n is much larger than the number of records to be
stored, then collisions are infrequent, but space is wasted.

7.5.1 Hash Functions

Perhaps the simplest hash function maps x, interpreted as a positive integer, to its remainder when divided by n:

h(z) = x mod n

72



Chapter 7 Data Structures

If x consists of more than one word, then one can compress x into one word by forming the exclusive-or of the words
X,, ..., % that constitute x:

h(z) = (x1 XOR -+ XOR ) mod n

This method of compression generally works well in practice, for every bit of x participates in the computation. For
example, suppose the naméige , Bobby, Cindy , David , andEllen are inserted into a hash table with n =7. On
the PC with this compression method we obtain the following taktes:

Names (0)

Names (1) Bobby
Names (2) Ellen
Names (3) Cindy
Names (4) Alice
Names (5)

Names (6) David

7.5.2 Collision Resolution

The two fundamental collision resolution schemeslarear probingand separate chainingMany other collision
resolution schemes have been devised. They are described in the references.

In linear probing, when a collision occurs during insertion at T(i), one probes sequentially among T(i+1), T(i+1), ...,
T(n-1), T(0), T(1), etc. For example, in the hash tablges above, an attempt to insdftank causes a collision with
David atNames(6). With linear probingFrank would be stored atames (0). An attempt to inserGarth into Names
causes a collision witkllen atNames(2). With linear probing, sincBames (3) andNames(4) are already occupied,
Garth must be stored imames (5) . Although linear probing permits very rapid insertions, deletions are difficult.

In separate chaining, each table entry T(i) is a pointer to the head of a separate linked list. All records that are
mapped to the same subscript are stored in the same list. With separate chaining both insertions and deletions are
straightforward. In essence, separate chaining partitions a list into n pieces. Thus an insertion into a hash table with
separate chaining could be n times faster than insertion into a sorted linked list.
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Chapter 8
C Programming

8.1 Introduction to the C Programming Language

C is ahigh-level languagemeaning its statements are oftentimes far-removed from the final machine encoding of
the program. C statements provide a more intuitive means of communicating a programmer’s wishes to the machine,
in contrast to assembly—law-level languagewhere the programmer must spell out to the machine even the most
minute detail of a program. This chapter will serve as a brief introduction to the C programming language; a primer
for those who know very little or none, and a reference for those who are familiar. However, this is not meant as
an extensive introduction, as there are numerous books devoted to the C programming language. This chapter also
attempts to illustrate the similarities between assembly and C, as well as demonstrating techniques of mixing the two
languages together.

There are two forms of the C calling convention described in this chapter: 16-bit and 32-bit. As the only C compiler
available on the lab machines is the 32-bit GNU C Compiler, this chapter will mainly focus on the 32-bit C calling
convention. HoweveiSection 8.3%ontains a brief discussion of the 16-bit C calling convention in comparison to the
32-hit calling convention described in this chapter.

8.1.1 GNU C Compiler

Most of this discussion assumes the use of the GNU C compiler version 2.95, which is similar to compilers offered
from other major sources, but does contain some unique features and syntaxes.

Just as the NASM assembler generates machine code from assembly statements, the GNU C compiler generates
machine code from C statements. To compile a program using GNU C, use the following command at the DOS
prompt:

gcc [-c] {filename }

Compiling with the-c option creates an object file only, which must be linked usinggttee utility without the -c
option to the appropriate libraries or other object files to create the final executable. This will be necessary when
creating mixed-language programs such as those with both assembly and C.

As the GNU C compiler generates 32-bit machine code, the assembly code linked with its object files needs to use
32-bit registers and instructions. The final executable will be a 32-bit protected mode program (see the protected mode
tutorial for more details on protected mode and how it's used in ECE 291).
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8.2 Mixing Assembly and C

Often it is a good idea to link assembly language programs or routines with high-level programs which may contain
resources unavailable to you through direct assembly programming—such as using C’s built in graphics library func-
tions or string-processing functions. Conversely, it is often necessary to include short assembly routines in a compiled
high-level program to take advantage of the speed of machine language.

All high-level languages have specific calling conventions which allow one language to communicate to the other;
i.e., to send variables, values, etc. The assembly-language program that is written in conjunction with the high-level
language must also reflect these conventions if the two are to be successfully integrated. Usually high-level languages
pass parameters to subroutines by utilizing the stack. This is also the case for C.

8.2.1 Using Assembly Procedures in C Functions

Procedure Setup

In order to ensure that the assembly language procedure and the C program will combine and be compatible, the
following steps should be followed:

- Declare the procedure label global by using@BALdirective. In addition, also declare global any data that will
be used.

- Use theEXTERNdirective to declare global data and procedures as external. It is best to pl&etrRNstatement
outside the segment definitions and to place near data inside the data segment.

« Follow the C naming conventions—i.e., precede all names (both procedures and data) with underscores.

Stack Setup

Whenever entering a procedure, it is necessary to set up a stack frame on which to pass parameters. Of course, if the
procedure doesn'’t use the stack, then it is not necessary. To accomplish the stack setup, include the following code in
the procedure:

push ebp
mov ebp, esp

EBPallows us to use this pointer as an index into the stack, and should not be altered throughout the procedure unless
caution is taken. Each parameter passed to the procedure can now be accessed as an @&etftosis commonly
known as a “standard stack frame.”

Preserving Registers

It is necessary that the procedure preserve the contents of the regStersSDI, EBP, and all segment registers.
If these registers are corrupted, it is possible that the computer will produce errors when returning to the calling C
program.
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Passing Parameters in C to the Procedure

C passes arguments to procedures on the stack. For example, consider the following statements from a C main pro-
gram:

extern int Sum();

int al, a2, x;

X = Sum(al, a2);

When C executes the function call$am it pushes the input arguments onto the staaleirerseorder, then executes
a call tosum Upon enteringsum the stack would contain the following:

ESP P EIP | Return address toCcale
al
a2

Values d al and a2

Since al and a2 are declared as int variables, each takes up one word on the stack. The above method of passing input
arguments is callegassing by valueThe code forSum which outputs the sum of the input arguments via register
EAX might look like the following:

_Sum
push ebp ; create stack frame
mov ebp, esp
mov eax, [ebp+8] ; grab the first argument
mov ecx, [ebp+12] ; grab the second argument
add eax, ecx ; sum the arguments
pop ebp ; restore the base pointer

ret

Itis interesting to note several things. First, the assembly code returns the value of the result to the C program through
EAXimplicitly. Second, a simpl®&ETstatement is all that is necessary when returning from the procedure. This is due
to the fact that C takes care of removing the passed parameters from the stack.

Unfortunately, passing by value has the drawback that we can only return one output value. S¥hanhiist output

several values, or isummust modify one of the input variables? To accomplish this, we must pass arguments by
reference. In this method of argument transmission, the addresses of the arguments are passed, not their values. The
address may be just an offset, or both an offset and a segment. For example, stipp@gshes to modify a2
directly—perhaps storing the result in a2 such that a2 = al + a2. The following function call from C could be used:

Sum(al, &a2);

The first argument is still passed by value (i.e., only its value is placed on the stack), but the second argument is passed
by reference (itaddresss placed on the stack). The “&” prefix means “address of.” We say that &a2 is a “pointer”
to the variable a2. Using the above statement, the stack would contain the following upon ehering
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ESP P»{ EIP | Return addresstoC cale

al | Valued al
&a2 | Addresd a2

Note that the address of a2 is pushed on the stack, not its value. With this infornsatiocan access the variable a2
directly. (Hint: use an index register to hold the offset, then use a memory access to access the variable).

Returning a Value from the Procedure

Assembly can return values to the C calling program using onlEtheregister. If the returned value is only four
bytes or less, the result is returned in regigai If the item is larger than four bytes, a pointer is returne@Ax
which points to the item. Here is a short table of the C variable types and how they are returned by the assembly code:

Data Type Register
char AL
short AX

int, long, pointer (*) EAX

Allocating Local Data Space on the Stack

Temporary storage space for local variables or data can be created by decreasing the caeg@tsbafter setting
up a stack frame at the beginning of the procedure. It is important to restore the stack space at the end of the procedure.
The following code fragment illustrates the basic idea:

push
mov
sub

push
push
pop
pop
mov

pop
ret

ebp
ebp, esp
esp, 4

esi
edi

edi
esi
esp, ebp
ebp

; Save caller's stack frame
; Establish new stack frame
; Allocate local data space of
4 bytes
; Save critical registers

; Restore critical registers
: Restore the stack

; Restore the frame
; Return to caller

8.2.2 Using C Functions in Assembly Procedures

In most cases, calling C library routines or functions from an assembly program is more complex than calling assembly
programs from C. An example of how to call théntf  library function from within an assembly program is shown
next, followed by comments on how it actually works.

global _main
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extern _printf
section .data

text db "291 is the best!", 10, O
strformat db "%s", 0

section .code

__main
push dword text
push dword strformat
call _printf
add esp, 8

ret

Notice that the procedure is declared global, and its name mustdie , which is the starting point of all C code.

Since C pushes its arguments onto the stack in reverse order, the offset of the string is pushed first, followed by the
offset of the format string. The C function can then be called, but care must be taken to restore the stack once it has
completed.

When linking the assembly code, include the standard C library (or the library containing the functions you use) in the
link. For a more detailed (and perhaps more accurate) description of the procedures involved in calling C functions,
refer to another text on the subject.

8.3 16-bit C Programming

While the lab machines do not have a 16-bit C compiler, the 16-bit C calling convention is still very useful when
writing 16-bit assembly programs for passing arguments via the stack. While passing arguments in registers may
appear to be significantly easier at first glance, as the complexity and number of function arguments increases, the
stack is a much better choice for passing arguments. Using the stack also makes procedures easier to write as more
registers are free for general use.

Most of the above discussion on the 32-bit C calling convention can be easily translated into 16-bits by using 16-bit
registers instead of 32-bit and adjusting offsets accordingly. For exasmésmdBP should be used insteadB$Pand
EBPrespectively inSection 8.2.1.2and the first and second argumentSection 8.2.1.4wre aff BP+4] and[ BP+6] .

However, in a multi-segment 16-bit program, addresses and references are still 32-bit: a 16-bit segment and a 16-
bit offset. When multiple code segments are ugetkR CALLmust be used instead @fALL, which offsets stack
parameters by an additional 2 bytes becauseSlbeing pushed on the stack (al®RETF must be used instead of

RET).

While 8-bit and 16-bit values are still returnedAn andAXin the 16-bit C calling convention, 32-bit values must be
split into two 16-bit chunks. The high-order portion is returne®xand the low-order portion is returned Ax.
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Chapter 9
Libraries

This chapter describes the use of libraries in developing programs, as well as the details of the LIB291 library used in
ECE 291.

9.1 The LIB291 Library of Subroutines

A number of useful routines reside in the LIB291 library file. You are encouraged to use these routines whenever
convenient to save programming time. At the end of this section is a detailed explanation of each routine. Following
that, the code for two of the routinelsifasc andaschin ) has been included to show you how they work.

kbdin
Read in one ASCII character from the keyboard.

kbdine

Read in one ASCII character from the keyboard and echo it to the screen.

dspout
Type out on the display screen one ASCII character.
dspmsg
Type out on the display screen a byte string of ASCII characters.

dosxit

Exit from your program back to DOS.

aschin

Convert an ASCII string to an equivalent binary integer.

binasc

Convert a binary integer to an equivalent ASCII string.

Note: For some of the Machine Problems, special library files will be provided. These will contain major parts of
the Machine Problems which you can use to help develop your code. If you need to use these libraries in order to
demonstrate a working program you may; however, there will be penalties for doing so.
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9.1.1 Segment Assumptions

Note Carefully: LIB291 is written with the assumption of a single code/data segment which is GLOBALand hamed
CSEG The subroutines also assume that registers DS SS, and SP have been properly set up before they are called.
It is the user’s responsibility to set up the code/data segment as CSEGand to properly establish DSat CSEGand to
have a usable stack segment pointed to by SSand SP upon entry.

9.1.2 Using the Library Subroutines

To use the subroutines available in the library file, LIB291, you must do two things:
1. Declare the library subroutine(s) you wish to us&Z3ERNN your own program:
EXTERN dosxit

2.Include the file name LIB291 in yotrLINK command:

TheTLINK program will then search through the file LIB291.LIB and bring in the appropriate subroutines called for
by your program.

9.1.3 LIB291 Subroutine Descriptions

kbdin

This routine awaits a single character typed in from the keyboard. The ASCII code for that character is returned in
registerAL. Note:kbdin does not echo the character back to the display screen.

Exits with:

AL = the ASCII code of the character typed in.

kbdine

This subroutine is the same ksdin  except that in addition it echoes the received character onto the display screen
before returning to the calling program.

Exits with:

AL = the ASCII code of the character typed in.
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dspout

This routine types out on the display screen the ASCII-coded charadber iy typewriter-like format is followed,
i.e., successive characters are typed along a line until the end.

Call with:

DL = ASCII code of character to be typed on the display.

dspmsg

This routine prints a string of ASCII-coded characters on the display screen. The string must be terminated by an
ASCII dollar sign (“$"). The starting offset of the string is to be given as an inpn

Call with:
DX = Offset address of first byte of the ASCII string to be typed.

Example 9-1. Use ofispmsg to type out the string tstmsg on the display

tstmsg db 'TEST_MSG$’ ; (byte string in data
; segment)

mov dx, tstmsg
call dspmsg ; type it out

dosxit

This routine should be called as the last executed statement to clean up and return control to the DOS system, e.g.,

Example 9-2. Use oflosxit

done: call dosxit

dosxit has no arguments.

aschin

This routine scans a string of characters (ASCII-coded digits) in successive bytes of memory, and generates a 16 bit
binary integer which is the value of that string.

Call with:

BX = Offset address of first character of the ASCII string.
Exits with:
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AX = Signed 16-bit integer having value of the ASCII string.
BX = Offset address of the first non-convertible character in the string (e.g., any ASCII character not a decimal
digit).
DL = Status byte giving result of the conversion:
0 if no conversion errors
1 if string had no valid digits
2 if string had too many digits
3 if overflow
4 if underflow (value too negative)

binasc

This routine converts a 16 bit binary integer into a string of decimal characters (ASCII-coded digits), writing them as
a byte string into memory. Following conversion, the character string may be moved from memory to the display.

Call with:

AX=The 16-bit, signed integer to be converted.
BX = Starting offset address for a 7-byte buffer to hold the byte string generated.
Exits with:

BX = The offset address of the first non-blank character of the string (this may be a minus sign, if the input number
was negative). The string will be right-justified within the 7-byte buffer (padded with blanks to the left), and will
have a “$” delimiter character after the last digit.

CL = Number of non-blank characters generated in the string (including the sign if given). Hxree for the
number -78, and€L = 2 for the number 78.

9.2 Code Examples of binasc and aschin

Example 9-3.binasc code example

; binasc

; By M. C. Loui, 31 Dec 1991

; Converted to NASM by Peter Johnson, Nov 2000
GLOBAL hinasc

SEGMENT code

;. Subroutine binasc

; Converts from binary to ASCII string ending in '$
; Inputs:  AX = 16-bit signed integer to be converted
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BX = Starting offset for a 7-byte buffer to hold the result

; Outputs: BX = Offset of first nonblank character of the string

saveax dw
ten dw

binasc:
push
push
mov

mov
mov

IpO:
mov
dec
ige
mov

add
cmp
ige

neg

pl:
mov
div
add
mov
inc

cmp
je

dec
jmp

(may be a minus sign)

0
10

Si
dx
[cs:saveax], ax

si, 5

byte [bx+si], '’
si
.Ip0
byte [bx+6], '$’

bx, 5
ax, 0

Ipl

ax

dx, 0
word [cs:ten]
dl, 30h
[bx], dlI

cl

ax, 0
.check
bx
pl

; Check for negative number

.check:
cmp
ige
dec
mov
add

.done:
pop
pop
mov
ret

word [cs:saveax], 0
.done

bx

byte [bx], -’

cl, 1

dx
Si
ax, [cs:saveax]

CL = Number of nonblank characters generated

; To save original input number AX

; Save registers

; Initialize count to 0
; For S| from 5 downto O do
; Initialize output string

; End for
; End of string

; Set BX to point to last char
If AX < 0 then

Replace by absolute value

; Prepare for double word division
; Divide by 10
; Convert remainder to ASCII
; Another digit

; AX has quotient

; If negative, then add minus sign

; Restore registers

Chapter 9 Libraries
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Example 9-4.ascbin code example

; aschin
; By M. C. Loui, 31 Dec 1991
; Converted to NASM by Peter Johnson, Nov 2000

GLOBAL aschin
SEGMENT code

; Subroutine aschin

; Converts from ASCII string to binary

; Inputs:  BX = Starting offset of first char of ASCIl string
; Outputs: AX = Signed 16-bit number having value of ASCII string
BX = Offset of first non-convertible character
DL = Status of this call

; 0 if no conversion errors

if string had no valid digits

if string had too many digits
overflow

if underflow (too negative)

A OWN PR
=

; Revised: 12/17/92 by Tom Maciukenas (ECE291 TA)

ten dw 10
minus  db 0 ; 1 if input is negative
digits db 0 ; Counts number of digits
status db 0
aschin:
push Si ; Save registers
push dx
;. Initialize
mov ax, 0
mov byte [cs:minus], O ; Assume nonnegative
mov byte [cs:digits], O

; Skip leading spaces

.spaces:
cmp byte [bx], '’
jne .signs
inc bx
jmp .spaces
; Check for leading '+ or '~
.signs:
cmp byte [bx], '+ ; If '+ skip it
je .incbx
cmp byte [bx], '~ ; If ’-’, set minus flag
jne .scan ; else scan the number
mov byte [cs:minus], 1 ; Remember minus sign
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.incbx:

.scan:

.endl:

.case:

.endok:

.errorl:

.error2:

.error34:

Chapter 9 Libraries

inc bx

; Scan string

mov dl, [bx] ; Check for valid digit
cmp dl, o

jb .endl

cmp dl, '9’

ja .endl

jmp .case ; Valid digit -- process it
cmp byte [cs:digits], O ; Check for no digits

jz .errorl

jmp .endok

inc byte [cs:digits] ; Keep track of number of digits
cmp byte [cs:digits], 5 ; Check for too many digits
ig .error2

mov dh, 0 ; Convert ASCII digit to number
sub dx, '0’

mov si, dx

imul word [cs:ten] ; Multiply AX by 10

jo .error34

add ax, Si ; At this point SI = 0, ..., or 9
jo .error34

inc bx ; Go to next digit

jmp .scan

mov byte [cs:status], O ; Normal end

cmp byte [cs:minus], 1 ; Negate if necessary

jne .done

neg ax

jmp .done

mov byte [cs:status], 1

jmp .done

mov byte [cs:status], 2

jmp .done

cmp byte [cs:minus], 1 ; Overflow or underflow?

je .ck216

mov byte [cs:status], 3

jmp .done

; Check for -2"16 before

declaring underflow (error type 4)
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.ck216:
cmp ax, 8000h
jne .errord
cmp byte [bx+1], 'O’ ;
jb .0k216
cmp byte [bx+1], '9’
ja .0k216
jmp .error4
.0k216:
mov byte [cs:status], O
jmp .done
.error4:
mov byte [cs:status], 4
.done:
pop dx
pop si
mov dl, [cs:status]
ret
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Chapter 10
/O Devices

10.1 Keyboard

10.1.1 Keyboard Interface Hardware

The keyboard unit contains an Intel 8048 microcontroller that is programmed to scan the keyboard for key presses
and releases (each counts as an individual keystroke), debounce the keystrokes, implement the “typematic” (hold-to-
repeat) feature, maintain a 16-keystroke buffer, and transmit each keystroke serially to the PC’s system unit. There are
two bidirectional data lines in the cable connecting the keyboard unit to the system unit: KBD DATA carries either
the serial keystroke data from the keyboard or a “clear-and-reenable” handshaking signal from the system unit; KBD
CLK carries either the baud rate clock from the keyboard unit or a “clock disable” control signal from the system unit.
(Note that when the keyboard clock is disabled, the keyboard does not even res@ariRiLteALT -DEL .

Keystroke data are transmitted serially at 10,000 baud over the KBD DATA line together with the baud rate clock
on the KBD CLK line. Each character transmitted consists of 2 start bits and 8 data bits; there are no stop bits. The
line is O (low) when idle, the start bits are 1 (high). The data bits are transmitted LSB first; bits 0-6 are the “scan
code” which uniquely identifies the key by its position on the keyboard, bit 7 (MSB) is O for key press and 1 for key
release. Holding a key down for more than half a second invokes the “typematic” action: key press scan codes are sent
repeatedly at the rate of 10 per second without intervening key release scan codes, until the key is released.

In the system unit the character received on the KBD DATA line is reconverted to parallel format, gated is@hport

and a interrupt is sent dRQL1 to the Interrupt Controller. Since the baud rate clock is transmitted along with the data,
the circuit needed to deserialize the data is significantly simpler than a UART; it is essentially a serial-in, parallel-out
shift register. The Interrupt Controller triggers interrupt 9iRQ1.

The interrupt 9 handler must send an End-of-Interrupt signal to the Interrupt Controller, and on the original IBM PC
also needs to acknowledge the reception of the character by sending a clear-and-reenable handshaking signal to the
keyboard unit over the KBD DATA line. This is done by setting bit 7 of @it to 1 and back to 0. (The other bits of

port61h should be left unchanged since they control other functions. E.g., bits 0 and 1 enable the built-in speaker, and
bit 6 disables the keyboard clock.) On more recent machines, this acknowledgment is unnecessary but not harmful.

The use of scan codes together with the key press/release information makes it easy to assign arbitrary meanings
to the keys, e.g., to convert the standard QWERTY keyboard layout to the Dvorak layout; to discriminate between
different keys having the same labels such as the number keys in the main keyboard and the numeric keypad, the
left and rightSHIFT keys, etc.; to handle special key combinations for “hot key” applications; and to identify the
sequence in which certain keys have been pressed and released. For normal typing and character entry, on the other
hand, keystrokes should simply be converted to ASCII codes; this is done by the default interrupt 9 handler in the
system BIOS, described below.
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10.1.2 Keyboard Interrupt 9 Handler

KBD_INT, the name given to the default BIOS Keyboard Interrupt 9 Handler, reads the scan code fréompsends
the clear-and-reenable handshaking signal to the keyboard unit, processes the scan code, sends an End-of-Interrupt
signal to the Interrupt Controller (co@®h to port20h), and returns from the interrupt.

The scan code processing performed in the KBD_INT routine in BIOS consists of the following tasks:

1. Intercept the following special key combinations:
« CTRL-ALT -DEL (invokes a system reset)

« CTRL-BREAK (invokes interruptiBh. By default an immediat¢éRET is performed unless the user has
installed an interruptBh handler)

« CTRL-NUM LOCK (enters a SUSPEND state, i.e. waits in a loop within KBD_INT until any key other than
NUM LOCK is pressed)

« SHIFT-PRTSC (invokes interrupb)

2. Maintain a record of the state of ti#HIFT, CTRL, ALT , CAPS LOCK, NUM LOCK , SCROLL LOCK , and
INSERT keys. This invokes monitoring key presses as well as releases, and suppressing the typematic action of
the LOCK andNSERT keys to get toggle action.

3. Convert the scan code for any other key press (antiNSEERT) into a two-byte “extended ASCII” code repre-
sentation and store it in a 16-word circular “type-ahead” buffer KB_BUFFER (or sound a beep if the buffer is
full)

4.“Compose” an ASCII code for digits typed on the numeric keypad wAl& is held down. The code is the
number (modulo 256).

Shift Status Bytes

Task 2 maintains two “shift mode status” bytes, locate@bdn:0017h and0040:0018h
indicating the following:

in IBM-compatible BIOS,

Table 10-1. Meaning of Shift Status Byte ab040:0017h

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
INSERT CAPSLK NUMLK SCRLK ALT CTRL LSHIFT RSHIFT
state active | state active| state active| state active| keydown | keydown | keydown | keydown
Table 10-2. Meaning of Shift Status Byte ab040:0018h
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
INSERT CAPSLK NUMLK SCRLK SUSPEND 0 0 0
key down | keydown | keydown | keydown | state active

KB_BUFFER, the type-ahead buffer maintained by Task 3, is independent of the 16-keystroke buffer maintained
within the keyboard unit. For every keypress other than shift mode keys (but inclINIBEERT) an entry is made in
KB_BUFFER, modified as appropriate by the status of the various shift mode keys. No@AR&tLOCK affects
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only the letter keysNUM LOCK only the number keys in the numeric keypad, and that the effect of either key is
reversed whesSHIFT is also pressed. Note further that wh&dl , CTRL, andSHIFT are pressed in combination
(other than th&€TRL -ALT -DEL “system reset” case) their precedenc@ld first, CTRL secondSHIFT last.

User-defined Interrupt 9 Handlers

Writing your own interrupt 9 keyboard handler is relatively straightforward since the hardware does most of the work
for you. If you use your own interrupt 9 handler, none of the above functions will happen, but you can check for things
the normal handler won't check for.

Your interrupt handler will be a normal interrupt service routine. The only special requirement is that it acknowledges
reception of the keyboard event by toggling bit 7 of port 61h to 1 and back to 0. The other bits of port 61h must
not be modified, since they control other hardware. This is only required for full original IBM PC compatibility. The
following code example is a skeleton of an interrupt 9 handler:

Example 10-1. Interrupt 9 (Keyboard) Handler

Kbdint
push ax ; Save registers
push ds ;
mov ax, cs : Make sure DS = CS
mov ds, ax ;
in al, 60h ; Get scan code

I

1

i ; Process event
I .

1

in al, 61h ; Send acknowledgment without

or al, 10000000b ; modifying the other bits.
out 61h, al ;

and al, 01111111b ;

out 61h, al ;

mov al, 20h ; Send End-of-Interrupt signal
out 20h, al ;

pop ds ; Restore registers

pop ax ;

iret ; End of handler

The procedure for installing an interrupt 9 handler is exactly the same as that for installing an interrupt 1Ch timer
interrupt routine, except that the interrupt 9 vector is located at adde@90024 (segment addres®00, offset
0024h ). Remember to save the old vector and restore it before your program exits.
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10.1.3 Library Procedures for Keyboard Input

Keyboard routines in LIB291

kbdine
This routine waits for a character to become available, echoes the character to the display, and then returns with
the character stored L.

kbdin
This routine is the same as KBDINE except the character is not echoed.

One thing to note about the above routines is that they will wait indefinitely until a key is typed. If this is not desired,
one should check to see if a key is available before cakintine or kbdin . For this you call interrupt 16h with
AH=1, which returns with the zero flagfF=1 if no character has been typed,z5%=0 if a character is available. An
example of how to use this interrupt is shown below:

Example 10-2. Using Interrupt 16h with AH=1

mov ah, 1 ; Get the status of keyboard
; buffer

int 16h ; ZF=1 if buffer is empty

jz .nochar ; Do something else if buffer is
; empty

call kbdine ; Get the character
1

10.1.4 BIOS Function Calls
Several useful BIOS routines for the keyboard can be accessed byiINSingsh with AH=0, 1, or 2.

Subfunction 0 (i.eAH=0) walits, if necessary, until an entry is present in the BIOS type-ahead buffer KB_BUFFER,
then removes the entry from KB_BUFFER into regist&r The scan code (or second code) i\and the ASCII
code (or 00h) is imAL.

Subfunction 1 returns with the entry at the tail of KB_ BUFFER copied AXdbut not removed from the buffer) and
the zero flag set/reset if the buffer is/isn't empty. l.eZFEL, a new entry is not available, and the entry copied into
AXwas typed 16 entries ago;F=0, AX contains the new entry (subfunction O must be used to actually remove the
entry from KB_BUFFER). Subfunction 1 may be used to “preview” a character suGiTR& -C before it is acted
upon.

Subfunction 2 copies the first “shift status” byte (Sedle 10-) into AL.

Subfunction 0 and 1 recognif£TRL -BREAK and invoke interrupt 1Bh. The default interrupt 1Bh handler in BIOS

is anIRET. A user-written interrupt 1Bh handler may be installed, but care must be taken to issue End-of-Interrupt
commands for all hardware interrupts that happen to be in service @&k -BREAK was pressed, and to reset
those hardware devices.

Here is a short table summarizing thhed 16h functions above:
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INT 16h Function Description
AH=0 Checks (and waits) for a keypress. Removes it from
buffer.
AL < ASCII code
AH+« scan (or second) code

AH=1 Checks (but doesn't wait) for a keypress. Leaves it in
buffer.

ZF — 0 if an entry is present. 1 if the buffer is empty.
If an entry is present, it is copied (not removed) just as
above.

AH=2 Copies the first shift status byte Ad.

10.1.5 DOS Function Calls

In addition to the BIOS calls, there are several DOS function calls which also provide keyboard services. The calls are
performed usingNT 21h with AH=01h, 06h, 07h, 0Ah, 0Bh, and OCh. These DOS function calls use the BIOS calls
described above. Some functions recogi@ddrL -BREAK andSHIFT-PRTSC; note thatCTRL -BREAK from a

DOS function invokes interrupt 23h.

DOS functions 01h, 07h, or 08h wait (if necessary), read a new buffer entry, and return the ASCII code in register
AL; an ASCII code of 00h indicates that a second DOS function call is needed to get the “second code” into
Function 01h also echoes the character to the display, functions 07h and 08h don't. Functions 01h and 08h recognize
CTRL-BREAK andSHIFT-PRTSC; function 07h ignores them.

DOS function 06h, when used for input by settibg= -1, is similar to function 07h but does not wait for an entry:
if no entry is ready the function returns with the zero flag set, otherwise the zero flag is reset and the ASCII code is
returned inAL.

DOS function 0Ah allows input of an entire input string. The characters are echoed to the display as they are entered;
the string is terminated witENTER. Keys requiring a “second code” are ignored. If the allowed maximum length of

the string (including the terminatingNTER) is N characters, an (N+2)-byte input buffer pointed todsybx must

be set up, with byte 0 set to N. When the complete string has been input, byte 1 of the buffer will be set to the actual
character countpt including the terminatindENTER); the characters of the string, including tBAITER, start in

byte 2. A beep sounds if the string is too long, i.e., if the Nth character IENGER.

DOS function OBh returns 0/-1 in registat if KB_BUFFER is/isn't empty. This function recognizé3TRL -
BREAK.

DOS function OCh, witlAL = 01h, 06h, 07h, 08h, or OAh, first clears KB_ BUFFER and then invokes the DOS function
specified inAL

Here is a short table summarizing tihd 21h functions above:

INT 21h Function Description
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INT 21h Function Description
Checks (and waits) for a keypress. Removes it from

AH=01h buffer.

AH=07h AL «— ASCII code

AH=08h Function 01h also echoes the character.

Checks (but doesn't wait) for a keypress. Leaves it in

AH=06h buffer.

(DL=-1) ZF «— 0 if an entry is present. 1 if the buffer is empty.

If an entry is present, it is copied (not removed) just as
above.

AH=0AhN Inputs an entire string. Characters are echoed as they are
typed. ENTER terminates the entry. (See above for more
information).

AH=0Bh AL < 0 if the buffer is empty, -1 if it isn't empty.

AH=0Ch With AL=01h,06h,07h,08h,0Ah, performs the same
functions as above (function is &L) but first clears the
buffer.

10.1.6 Extended ASCII Codes

Scan Codes

The KB_BUFFER entries are “extended ASCII” codes consisting of two bytes. For letter, number, and punctuation
keys (combined with the status 8HIFT, CAPS LOCK, NUM LOCK , or CTRL ) the extended ASCII code consists

of the key’s scan code in the high byte (with MSB = 0 for a key press) and the corresponding ASCII code in the low
byte. Scan codes for the standard and the AT keyboards ae shown below. Key releases are indicated by the scan code

MSB = 1 and the low 7 bits set to the scan code.

Table 10-3. Scan Codes Assigned to Keys on the Standard or AT Keyboard

Key Scan Code
ESCape 1
1234567890-= 2-13
Backspace 14
Tab 15
QWERTYUIOPI] 16-27
ENTER 28
CTRL 29
ASDFGHJKL;" 30-41
SHIFT (left) 42

\ 43
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Key Scan Code
ZXCVBNM,./ 44-53
SHIFT (right) 54
Print Screen 55
ALT (left) 56
SPACEBAR 57
CAPS LOCK 58
F1to F10 59-68
NUM LOCK 69
SCROLL LOCK 70

7 8 9 (Numeric keypad) 71-73
gray - 74

45 6 (Numeric keypad) 75-77
gray + 78

12 3 (Numeric keypad) 79-81
0 (Numeric keypad) 82
DELETE 83
SYSTEM REQUEST 84

ASCII codes composed on the numeric keypad witfi held down return a 00h scancode.

Second Codes

Keys which have no standard ASCII representatieh, PageUp Insert, etc.) are stored with an ASCII code of 00h
in the low byte and a “second code” (usually, but not always, the scan code) in the high byte, as shakla t0-4
Key combinations not shown are ignored.

Table 10-4. “Second Codes” for ASCIlI Code 00h Key Combinations

Key Scan Code
NUL character 3
SHIFT-TAB 15
ALT-Q,W,E,R,T,Y,U,1,O,P 16-25
ALT-A,S,D,F,.G,H,J,K,L 30-38
ALT-Z,X,C,V,B,N,M 44-50
F1to F10 59-68
HOME 71

UP ARROW 72
PAGE UP 73
LEFT ARROW 75
RIGHT ARROW 77
END 79

97



Chapter 10 I/O Devices

Key Scan Code
DOWN ARROW 80

PAGE DOWN 81
INSERT 82
DELETE 83
SHIFT-F1 to F10 84-93
CTRL-F1 to F10 94-103
ALT-F1to F10 104-113
CTRL-PRINT SCREEN 114
CTRL-LEFT ARROW 115
CTRL-RIGHT ARROW 116
CTRL-END 117
CTRL-PAGE DOWN 118
CTRL-HOME 119
ALT-1,2,3,4,5,6,7,8,9,0,-,= 120-131
CTRL-PAGE UP 132

F11, F12 133,134

10.1.7 Applications

Monitoring How Long a Key is Pressed

When the keyboard is to be used for real-time control of a simple sound synthesizer, or the motors in a robot, etc., it
may be necessary to monitor not only key presses but also key releases, possibly for several keys at once. Of course,
the KBD_INT interrupt 9 handler in BIOS does exactly that for the shift keys, but not for other, arbitrary keys. A
substitute interrupt 9 handler would differ from KBD_INT only in the way the scan codes sent from the keyboard
unit are processed. It would most likely maintain a “status word” in which individual bits are set or reset according to
whether the corresponding keys are pressed or released. This status word can then be monitored by the main program.

“Hot Keys”

A hot keyis a key combination that activates a resident program, temporarily suspends whatever application program
is running, performs a specific task, and then returns control to the application program. A hot key thus acts like an
interrupt, as iIrSHIFT -PRTSC. E.g., a hot key combination might be used to display the time in the right hand upper
corner of the screen for a few seconds.

Key combinations that are unlikely to be used normally are candidates for this purpose, particularly key combinations
that are ignored by KBD_INT, such #d T andgray + (key #78). A solution which is simple, elegant, and does not
interfere with the normal operation of KBD_INT, is to write a “preprocessor” for interrupt 9 which intercepts and
processeALT and key #78 scan codes, ignores all others, and then exits to the original KBD_INT routine to send the
acknowledge signal to the keyboard, process the scan codes, send E-o-I to the Interrupt Controller, and return from
the interrupt. The preprocessor either maintains a flag bit which is set/resefAl/eis pressed/released, or tests the
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KBD_INT Shift Status byte ad040:0017h , and invokes the desired hot-key action whenAlh& mode is active
andkey #78 is pressed.

Shown below is the outline of a hot-key routine that displays the current time on the screen for a few seconds whenever
ALT & key #78 is pressed. Because hot key routines, like interrupts, may be invoked at any time (in particular, during
execution of a DOS function), and DOS is not a reentrant operating system, DOS functions cannot be used in hot-key
routines. Hence, BIOS call 1Ah is used to get the Time-of-Day value, rather that the much simpler DOS function 2Ch.

Display subroutine

Get Time-of-Day (BIOS call 1Ah) irtx DX

Convert to HH:MM:SS format

Save contents of upper right hand corner of screen
Display the current time there

Delay about 2 seconds

Restore original screen contents

No o s~ e Dd e

Return

Preprocessor (invoked when an interrupt 9 occurs)

Enable interrupts

Save working registers

Maintain/checkALT mode flag

If key #78 andALT -mode, call Display subroutine

Restore working registers

2 L

Exit to old type-9 interrupt vector

The program to install the hot-key routine must “chain” interrupt 9 and then exit to DOS, but leave the preprocessor and
all routines required for the hot-key action resident. The old interrupt 9 vector should be saved in a doubleword so the
preprocessor can exit to it with a JIMP dword [oldvect] before the interrupt 9 vector is set to point to the preprocessor.
DOS function 31h is used to “terminate-but-stay-resident” by setix¢p the number of 16-byte paragraphs to be

kept resident (including 16 paragraphs for PSP, the Program Segment Prefixl. &mdn exit code that can be
examined by batch commands.

10.2 Mouse

The mouse is controlled using the mouse functions at interrupt 33h. There are many functions, but this section will
only cover the basic set required to get things going. For more information, see the references on the web page.

In order to use the mouse, you must first call Function 0000h (Reset Driver and Read Status). This initializes the drivers
and hardware. The mouse cursor will initially be hidden, so you must use Function 0001h (Show Mouse Cursor) to
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make it visible. From then on, just call Function 0003h (Return Position and Button Status) to get the position and
button status whenever your program needs it. Make sure you hide the mouse cursor before your program exits.

10.2.1 Mouse Interrupts (INT 33h)

Function 0000h: RESET DRIVER and READ STATUS

This function initializes the hardware and software so the mouse is ready to be used. The mouse will initially be
hidden.

Inputs

AX=0000h

Outputs

AX = Status
0000h : Error. Hardware/software not installed.
FFFFh : OK. Hardware/software installed.

BX = Number of buttons
FFFFh : Two buttons.
0000h : Other than two buttons.
0003h : Three buttons.

Function 0001h: SHOW MOUSE CURSOR

This function makes the mouse cursor visible on the screen. If you are programming text or graphics by writing
directly to the video memory, you should hide the mouse cursor before doing so to stop the mouse from leaving
graphic junk on the screen.

Inputs

AX=0001h

Outputs

(None)
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Function 0002h: HIDE MOUSE CURSOR

This function makes the mouse cursor invisible. Multiple calls to this function require multiple calls to Function
0001h (Show Mouse Cursor) before the mouse cursor will appear again, because the mouse driver keeps a count of
the number of times the mouse has been hidden.

Inputs

AX=0002h

Outputs

(None)

Function 0003h: RETURN POSITION AND BUTTON STATUS

This function returns the current mouse cursor position and button status. Position is measured in pixels, with the
origin (0,0) at the upper left corner of the screen. In text mode, each character is assumed by the mouse driver to
correspond to eight pixels horizontally and eight pixels vertically. Thus, to get the row and column position of the
mouse cursor in text mode, divide the value€ikandDXby eight.

Inputs

AX=0003h

Outputs

BX = Button status (1 = corresponding button pressed)

Bit O : Left mouse button.

Bit 1 : Right mouse button.

Bit 2 : Middle mouse button (if present).
Bits 3-15 : Cleared to 0.

CX= Pixel column position.
DX= Pixel row position.
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Function 0004h: POSITION MOUSE CURSOR

This function will position the mouse cursor on the screen. As in function 0003h, position is measured in pixels, with
the origin (0,0) at the upper left corner of the screen. See the description of function 0003h for more information.

Inputs

AX=0004h
CX= Column position
DX= Row position

Outputs

(None)

Function 0007h: DEFINE HORIZONTAL CURSOR RANGE

This function will limit the horizontal position of the mouse cursor to a defined section on the screen. The column
positions are given in pixels.

Inputs

AX=0007h
CX= Leftmost column boundary
DX= Rightmost column boundary

Outputs

(None)

Function 0008h: DEFINE VERTICAL CURSOR RANGE

This function will limit the vertical position of the mouse cursor to a defined section on the screen. The row positions
are given in pixels.

Inputs

AX=0008h
CX= Upper row boundary
DX= Lower row boundary
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Outputs

(None)

10.2.2 Changing the Mouse Cursor

When the mouse cursor is enabled, the actual appearance of the cursor is dependent on the current video mode. If the
video mode is text, then the cursor defaults to a character-sized block of color. If the video mode is a graphics mode,
then the cursor appears as an arrow. Oftentimes you will want to change the appearance of the mouse cursor to better
facilitate the application in which you are using it. For example, if the application is a paint program, you may want

to the mouse cursor to appear as a paint brush perhaps. In a video game, you may want the mouse cursor to appear as
a crosshair for targeting enemy space ships.

There are two basic ways in which this can be accomplished. First, you could manually create your own mouse
“cursor” by simply reading the position of the mouse and manually drawing and erasing whatever graphic image you
desire. However, you would necessarily have to be sure to restore the contents of the screen under which the mouse
cursor is moving as the mouse is repositioned.

The second method is to use functions 0009h and 000AkTf33h to redefine the appearance of the mouse cursor.

This method is more attractive because you do not need to concern yourself with restoring the screen contents under
the mouse cursor as it moves this would be done automatically as it normally is. Function 0009h is used more often
than 000Ah, so it is the only one discussed below.

Function 0009h:

This function will redefine the appearance of the mouse cursor when the screergigphacsmode.

Inputs

AX=0009h

BX = Column of cursor hot spot in bitmap (-16 to 16)
CX= Row of cursor hot spot in bitmap (-16 to 16)
ES: DX= Pointer to cursor bitmap

Outputs

(None)

Thehot spotis a term given to the pixel location within the mouse cursor image whose coordinate on the screen is the
same as the position of the mouse cursor. Essentially, this hot spot allows us to know where the entire image is located
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on the screen relative to the mouse position (returned in function 0003h, for instance). Initially, the hot spot is in the
upper-left corner of the default mouse cursor (the arrow).

Thecursor bitmapcan be a 16x16 pixel image which is defined in memory as follows:

Offset Size Description
00h 16 words Screen Mask
20h 16 words Cursor Mask

Each word defines the sixteen pixels of a row, with the rightmost pixel being the least significant bit. The image is
defined beginning with the top row of pixels in the image.

The image is formed on the screen by first ANDing the pixels on the screen with the Screen Mask image, then XORing
the pixels on the screen with the Cursor Mask image.

10.3 8253 Timer Chip

The 8253 Timer contains 3 independent channels. Each channel consists of a 16-bit downcounter with a CLOCK input,

a GATE input for enabling/triggering the count, and a counter output (OUT), a 16-bit COUNT register for holding

the count value, and a CONTROL register for controlling the operation of the counter and the loading/reading of the
COUNT register. Each channel may count in one of six modes (interrupt on terminal count, hardware retriggerable
one-shot, rate generator, square wave generator, software triggered strobe, and hardware triggered strobe) and may
count in BCD or binary. The output is formed by copying the contents of the channel’s COUNT register to the
channel’s counter and starting the downcount. Depending on the mode selected, the GATE input may act as an enable
input, or as a trigger to start the downcount; similarly, the downcounter may automatically reload the COUNT and
repeat, or require a reload/retrigger (one-shot operation). Consult the Intel 8253-5 Programmable Interval Timer data
sheet for more details.

The CONTROL register of a channel is loaded by writing a control byte to I/0O port 43h. The interpretation of the
control byte is shown iffable 10-5 note that bits 7 and 6 determine which channel is affected.

Table 10-5. Interpretation of the Timer Control Byte

Bits 7,6: Channel ID (11 is illegal)

Bits 5,4: Read/load mode for two-byte count value:
00 — latch count for reading
01 — read/load high byte only
10 — read/load low byte only
11 — read/load low byte then high byte

Bits 3,2,1: Count mode selection (000 to 101)
Bit O: 0/1: Count in binary/BCD

The 16-bit COUNT registers of channels 0, 1, and 2 are located at I/O ports 40h, 41h, and 43h, resp. Each COUNT

register must be loaded according to the mode selected in the CONTROL byte for that channel; single-byte loads leave
the other byte 0. The COUNT register may be read “on the fly” by latching the current count from the downcounter

104



Chapter 10 I/O Devices

into the COUNT register while the downcounter continues counting.

In the PC all three channels use a 1.19318 MHz signal as clock input. GATEO and GATE1 are permanently tied
to 1, so the outputs of Channels 0 and 1 are continuous. The channels are programmed during the BIOS power-up
initialization sequence as follows:

The CONTROL byte for Channel 0 is 00110110b Channel 0, 2-byte count value, mode 3 (continuous symmetrical
square wave), count in binary. The COUNT value for Channel 0 is 0000h, i.e., 65536 counts, so the frequency of
OUTO s 1.1931817 Mhz/65536 18.2 Hz. Channel O’s output is connected to the IRQO Interrupt Request line of the
8259 Interrupt Controller; hence an interrupt 08h will occur at a 18.2 Hz rate, or once every 55 msec. The interrupt
08h handler maintains the PC’s time-of-day clock and performs other internal timing functions. To simplify the use of
the timer interrupt for user applications (and to minimize interactions with the internal timing functions), the interrupt
08h handler issues a software interrupt 1Ch which is vectored during initialization to the “default interrupt handler”
(anIRET).

The CONTROL byte for Channel 1is 01010100b Channel 1, 1-byte (LSB) count value, mode 2 (rate generator), count
in binary. The COUNT value for Channel 1 is (00)12h = 18, so the frequency of OUT1 is 1.1931817 Mh5d.8
kHz. Channel 1 controls the refresh timing of the memory.

The CONTROL byte for Channel 2 is 10110110b Channel 2, 2-byte count value, mode 3 (symmetrical square wave,
continuous provided OUT2 = 1), count in binary. The COUNT value for Channel 2 is 0533h = 1331, so the frequency
of OUT2 is 1.1931817 MHz/1334 896 Hz. Channel 2 is used to produce a beep from the built-in speaker. More
details on controlling the speaker are given below.

10.4 Internal Speaker

10.4.1 The Speaker Interface

The PC has an internal speaker which is capable of generating beeps of different frequencies. You control the speaker
by providing a frequency number which determines the pitch of the beep, then turning the speaker on for the duration
of the beep.

The frequency number you provide is actually a counter value. The PC uses it to determine how long to wait between
sending pulses to the speaker. A smaller frequency number will cause the pulses to be sent quicker, resulting in a higher
pitch. The PC uses a base rate of 1,193,180 Hz (this frequency is generated by an oscillator chip). The frequency
number tells the PC how many of these cycles to wait before sending another pulse. Thus, you can calculate the
frequency number required to generate a specific frequency by the following formula:

frequency number = 1,193,180 / frequency

The frequency number is a word value, so it can take values between 0 and 65,535 inclusive. This means you can
generate any frequency between 18.21 Hz (frequency number = 65,535) and 1,193,180 Hz (frequency number = 1).

Figure 10-1is a diagram of the hardware for driving the built-in speaker. OUT2 is the output of Channel 2 of the
8253-5 timer chip, GATE2 (= bit 1 of port 61h) is the enable/trigger control for the Channel 2 counter, and SPEAKER
DATA (= bit 0 of port 61h) is a line that may be used independently to modulate the output waveform, e.g., to control
the speaker volume.
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Figure 10-1. Built-in speaker hardware
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The count and load modes selected for Channel 2 during BIOS initialization are probably the best to use for tone
production. In Mode 3, the counter output is a continuous symmetrical square wave as long as the GATE line of the
channel is enabled; the other modes either produce outputs that are too asymmetrical or require retriggering for each
count cycle.

The frequency count is loaded into the Channel 2 COUNT register at 1/0 port 42h. GATE2 (bit 1 of /0 port 61h) must
be set to 1 to get an output on OUT2; the SPEAKER DATA line (bit 0 of I/O port 61h) must also be set to 1 to produce
a tone. Note that the remaining bits of port 61h must not be changed since they control RAM enable, keyboard clock,
etc. To silence the speaker, bits 1 or 0 of port 61h are set to 0 (without disturbing the remaining bits of port 61h).

10.4.2 Generating Sounds

You can communicate with the speaker controller using IN and OUT instructions. The following lists the steps in
generating a beep:

1. Send the value 182 to port 43h. This sets up the speaker.

2. Send the frequency number to port 42h. Since this is an 8-bit port, you must uggJmigstructions to do this.
Send the least significant byte first, then the most significant byte.

3. To start the beep, bits 1 and 0 of port 61h must be set to 1. Since the other bits of port 61h have other uses, they
must not be modified. Therefore, you must uséNannstruction first to get the value from the port, then do an
OR to set the two bits, then use @Tinstruction to send the new value to the port.

4. Pause for the duration of the beep.
Turn off the beep by resetting bits 1 and 0 of port 61h to 0. Remember that since the other bits of this port must
not be modified, you must read the value, set just bits 1 and 0 to 0, then output the new value.

The following code fragment generates a beep with a frequency of 261.63 Hz (middle C on a piano keyboard) and a
duration of approximately one second:

mov al, 182 ; Prepare the speaker for the

out 43h, al ;  note.

mov ax, 4560 ; Frequency number (in decimal)
for middle C.

out 42h, al ; Output low byte.

mov al, ah ; Output high byte.
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out 42h, al
in al, 61h ; Turn on note (get value from
port 61h).
or al, 00000011b ; Set bits 1 and 0.
out 61h, al ; Send new value.
mov bx, 25 ; Pause for duration of note.
.pausel:
mov cx, 65535
.pause2:
dec cX
jne .pause2
dec bx
jne .pausel
in al, 61h ; Turn off note (get value from
;  port 61h).
and al, 11111100b ; Reset bits 1 and O.
out 61h, al ; Send new value.

Another way to control the length of beeps is to use the timer interrupt. This gives you better control over the duration
of the note and it also allows your program to perform other tasks while the note is playing.

10.4.3 Frequency Table

The following table lists frequencies and frequency numbers for the three octaves around middle C on a piano key-
board.

Note Frequency Frequency #
C 130.81 9121
C# 138.59 8609
D 146.83 8126
D# 155.56 7670
E 164.81 7239
F 174.61 6833
F# 185.00 6449
G 196.00 6087
G# 207.65 5746
A 220.00 5423
A# 233.08 5119
B 246.94 4831
Middle C 261.63 4560
C# 277.18 4304
D 293.66 4063
D# 311.13 3834
E 329.63 3619
F 349.23 3416
F# 369.99 3224
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Note Frequency Frequency #
G 391.00 3043
G# 415.30 2873
A 440.00 2711
A# 466.16 2559
B 493.88 2415
C 523.25 2280
C# 554.37 2152
D 587.33 2031
D# 622.25 1917
E 659.26 1809
F 698.46 1715
F# 739.99 1612
G 783.99 1521
G# 830.61 1436
A 880.00 1355
A# 923.33 1292
B 987.77 1207
C 1046.50 1140
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This chapter describes the various common graphics modes and how to use them in assembly language, as well as
how to implement various algorithms for drawing lines and other images on the graphics screen.

11.1 Text Mode

11.1.1 Displaying Text on the Screen

INT 10h Functions

One way to display text on the screen quickly is to use the BIOS interrupt 10h functions. See the INT 10h function
list elsewhere for a complete description of these functions. A brief list of the more useful functions is given here:

Function 0 Set Video Mode

Function 2 Set Cursor Position

Function 6 Scroll Active Page Up

Function 9 Write Attribute/character at Current Cursor Position

Library Routines

In addition to these interrupts, the following subroutines for displaying characters are available through the LIB291
library file:

dspout

This subroutine prints the character foundinto the screen, at the current cursor position. The character must
be in ASCII. The contents ddL are preserved upon return. The cursor is advanced after the write.

dspmsg

This subroutine will print to the screen, starting at the current cursor position, a string of ASCII charaxgters.
must contain an offset frordSto the location of the first character to be printed. In addition, the string must
end with an ASCII dollar sign ($), and hence may not contain one. (The dollar sign is the text delimiter). The
contents obXare preserved upon return.
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Direct Writes to Video Memory

A third method for displaying text involves accessing the video memory directly. The contents of the text screen are
stored in memory beginning at address B8000h. Each character on the text display comprises one word in memory,
the meaning of which is shown in the following figure:

High Byte Low Byte

Attribute Byte | Character Byte

The attribute byte gives information about the color of that particular character on the screen (discussed in the follow-
ing section). The character byte is simply the 8-bit ASCII code for the character at that position.

The screen is divided into rows and columns, with the upper-left character position usually referred to as row 0 and
column 0. The first row of the screen is stored first beginning with the first column (row 0, column 0), then the next
row, and so on. Thus, an 80x25 text screen requires

80 columnsx 25 rowsx 2 bytes per charactet 4000 bytes

to store the entire screen.

The following code fragment illustrates an example of how to access the video memory. This code fragment will
change the top row of characters to yellow “A”s on a blue background. Note the use of segment ESjizi@ccess
the memory at absolute address B8000h.

mov bx, 0 ; Begin pointer at row 0 and column 0

mov ax, 0B800h ; Set up ES to point to video segment

mov es, ax

mov cx, 80 ; Counter for number of columns in top row
p:

mov [es:bx], 1E41h ; Yellow 'A’ on blue background

add bx, 2 ; Update pointer to next character position

loop p ; Do 80 characters

11.1.2 Attributes

The Attribute Byte

The attribute byte specifies the colors for the character and its background. The table below describes the format for
the attribute byte. You can write a character and its attribute to the display using Interrupt 10h, Function 09h (see
Section 11.3.8 or by writing directly to video memory. The structure of the attribute is shown in the following figure:

7161514(3(2|1|0

Blink Background Foreground
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Blink 1 =blink on, 0 = off.
Background Selects a color from the first eight colors in the palette.
Foreground Selects one of the 16 colors in the palette.

Color Palette

0 — Black 8 — Dark Gray

1 —Blue 9 — Light Blue

2 — Green 10 — Light Green

3 —Cyan 11 — Light Cyan

4 — Red 12 — Light Red
5—Magenta 13 — Light Magenta
6 — Brown 14 — Yellow

7 — Light Gray 15 — White

After power up the attributes for the entire screen are set to (00000111b), the attribute for a light gray character and a
black background, with no blinking.

11.2 VGA Mode 13h Graphics

11.2.1 Overview

Mode 13h is a standard VGA graphics mode. While it may seem somewhat limited in resolution and colors when
compared to SVGA modes, it is supported on nearly every computer available today. There are 320 pixels over and
200 pixels down the screen, each of which may have one of 256 colors. Mode 13h is unique from other higher-
resolution, but only 16-color, VGA graphics modes because the memory for the video screen is arranged linearly,
where one byte corresponds to one pixel on the screen. As a result, Mode 13h is very easy to program in since it's not
necessary to deal with bit planes.

The first step to making a Mode 13h program is to call a BIOS interrupt to enter it. Do this by:

mov ax, 0013h
int 10h

To return back to text at the end of the program, use:

mov ax, 0003h
int 10h

Once in Mode 13h, each pixel can be set to any color from a palette of 256 colors. There are two methods to do
this by—using BIOS interrupts or direct writes. Direct writes are the best choice here due to the simplicity of Mode
13h (the bit planes used in other VGA modes can make BIOS interrupts the best choice). Since each pixel directly
corresponds to one byte, just set the byte to the color (0 - 255). Use the following formula to determine the address
and move a byte into it:
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offset=320*« Y + X
The following code fragment illustrates how to set a pixel:

; Before drawing graphics
mov ax, 0A000h ; Set ES to graphics screen segment
mov es, ax
I
(set X and Y and DL to the color)

mul di, [Y], 320 ; Multiply Y by 320 and store in DI

add di, [X] ; Add the X coordinate

mov [es:di], dI ; Set the pixel to the color specified
; by DL

This method can be much faster than BIOS, because for most things, only a few MUL instructions should be needed
and the majority of pixels can be set by moving relative to the original address. For example, to move left or right,
simply subtract or add 1 from the address, and to move up and down, subtract or add 320, respectively. Use this
method along with string operations to set entire ranges, draw straight horizontal and vertical lines, and draw boxes.
For more information about string operations, refeBtxtion 4.6

11.2.2 Using Extra Segments

One of the most aggravating thing about creating animated images is the flicker and delays seen by the user while
the image is being drawn. Because of Mode 13h’s memory scheme and usage, it is possible to draw the graphics on
another segment in memory instead of the graphics screen, and when an individual frame is finished being created,
to copy that segment directly onto the VGA screen memory. The easiest and fastest way to do this is to use string
operations.

To create a blank segment in the program that graphics instructions can be “redirected” to, do the following:

SEGMENT ScratchSeg
ScratchPad resb 64000

This should be included at the beginning of the program along with other segment definitions. Then, instead of setting
ESto point to the VGA memory segment, hais point to the ScratchSeg segment when plotting pixels.

Once an entire frame has been drawn on the scratch segment, it is very simple to copy it to the VGA screen:

mov ax, ScratchSeg ; from scratch segment

mov ds, ax

mov ax, 0A000h ; to graphics screen

mov es, ax

cld ; set direction flag forward
mov esi, ScratchPad ; set the source offset

xor edi, edi ; dest. offset will always be 0
mov ecx, 320*200/4 ; 320*200, copying doublewords
rep movsd

This will issue amOVvcommand 16,000 times, each time moving a DWORD (4 pixels) from the ScratchSeg segment
to the VGA screen.
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Note: Each segment declared in this fashion occupies 64k = 64000 bytes of memory. Real mode only allows 640k
of total memory, so only declare at most 2 or 3 scratch segments.

11.3 Interrupt 10h Video Reference

To use one of these funtions, first place the function numbetrthen set the other input registers, then call the
function with INT 10h. Registers not used by the function as inputs or outputs are not affected.

Note: The text functions work in all modes, including graphics modes.

11.3.1 Function 00h: Set Video Mode

Sets the video mode. This function will clear the screen unless bit 7 @flthegister is set.

Inputs

AH=00h
AL = Video Mode (add 128 to not clear the screen). This is an very incomplete list of modes; see another
interrupt reference for full details of all modes supported.

01h: 40x25 Text, 16 colors, 8 pages

03h: 80x25 Text, 16 colors, 8 pages

13h: 320x200 Graphics, 256 colors, 1 page

Outputs

(None)

11.3.2 Function 01h: Define Cursor Appearance

Sets the starting and ending lines of the screen cursor, and can also be used to make the cursor invisible. In some
modes, the characters are not exactly 8 lines high in these cases the graphics hardware will adapt the input values to
the current character size.
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Inputs

AH=01h
CH= Starting line of cursor (0-7). Add 20h to make the cursor invisible.
CL = Ending line of cursor (0-7).

Outputs

(None)

11.3.3 Function 02h: Set Cursor Position

Moves the cursor to the specified position on the screen. The video hardware maintains a separate cursor for each
display page, and the cursor will move only if the page number giveBHiis the current display page. Giving a
position that is off the screen will cause the cursor to disappear from the screen.

Inputs

AH= 02h

BH= Display page (valid only in text modes—use 00h for graphics modes).
DH= Row (00h is top row).

DL = Column (00h is leftmost column).

Outputs

(None)

11.3.4 Function 05h: Set Current Display Page

Sets the display page which will appear on the screen.

Inputs

AH= 05h
AL = Display page (the range of valid values depends on the current video modé&ursemn 00h
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Outputs

(None)

11.3.5 Function 06h: Scroll Text Lines Up

Scrolls part or all of the current display page up by one or more text lines. This function can also be used to clear part
or all of the screen.

Inputs

AH=06h

AL = Number of lines to be scrolled upl( = 00h will clear the window).

BH = Color attribute for blank lines. In text mode, this corresponds to the attribute byte. In VGA graphics
modes, this is the color number to which all the pixels in the blank lines will be set.

CH= Top row of window to be scrolled up.

CL = Leftmost column of window.

DH= Bottom row of window.

DL = Rightmost column of window.

Outputs

(None)

11.3.6 Function 07h: Scroll Text Lines Down

Inputs

AH=07h
AL = Number of lines to be scrolled dowal( = 00h will clear the window).
BH, CH CL, DH DL : Same a$unction 06h

Outputs

(None)
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11.3.7 Function 08h: Read Character and Attribute at Current Cursor
Position

Inputs

AH= 08h
BH= Display page.

Outputs

AL = ASCII code of character. If the current video mode is a graphics mode and no match is found, 00h is
returned.

AH= Color attribute.

11.3.8 Function 09h: Write Character and Attribute at Current Cursor
Position

Writes the specified character with the specified color attribute at the current cursor position in the specified display
page. The cursor is NOT moved to the next screen position. Special control codes are not recognized, and are printed
as normal ASCII characters (e.g., writing a carriage return will not cause the cursor to move to the beginning of the
line).

Inputs

AH=0%h

AL = ASCII code.

CX= Repeat factor. The character will be written this many times. In graphics mode, all the characters must fit
on the same screen line.

BH= Display page.

BL = Color attribute. In text mode, this corresponds to the attribute byte. In graphics mode, this is the fore-

ground color (the background color will be 0). In graphics mode, if bit 7 is set, the character will be XORed
with the current bitmap.

Outputs

(None)
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11.3.9 Function OAh: Write Character Only at Current Cursor
Position

This function is identical td-unction 09hexcept that in text modes, the attribute byte currently in video memory is
not modified BL is ignored). In graphics modes, this function is exactly identical to Function 09h. See the comments
for Function 09h.

Inputs

AH= 0Ah
AL, CX BH BL : Same a$unction 09h

Outputs

(None)

11.3.10 Function 0Ch: Write Graphics Pixel

Sets the color number of the specified pixel in graphics mode. Valid in all graphics modes.

Inputs

AH=0Ch

BH= Display page.

DX= Screen line (0 is top).

CX= Screen column (0 is leftmost).
AL = Color number.

Outputs

(None)

11.3.11 Function ODh: Read Graphics Pixel

Returns the color number of the specified pixel in graphics mode. Valid in all graphics modes.
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Inputs

AH= 0Dh

BH= Display page.

DX= Screen line (0 is top).

CX= Screen column (0 is leftmost).

Outputs

AL = Color number.

11.3.12 Function OEh: Write Character

Writes the specified character to the current cursor position in the current display page. In text modes, the attribute
byte is not modified. The cursor is moved to the next screen position, and the screen is scrolled up if necessary.
Special ASCII characters, like carriage return and backspace, are interpreted as control codes and will modify the
cursor position accordingly.

Inputs

AH=0Eh
AL = ASCII code.
BL = Foreground color (valid only in graphics modes).

Outputs

(None)

11.3.13 Function 10h: VGA Color Functions

Color in VGA modes is quite complicated because it is based on a palette of colors. There are 256 DAC (Digital-to-
Analog Converter) registers. Each of these 18-bit registers contains an RGB (Red, Green, Blue) color value. These
registers define the basic color palette used in 256-color modes. register. Each palette register corresponds to one color
number in video memory. For example, if the bitmap contains color number 17 for a certain pixel, then DAC register
#17 determines what color will be generated for the pixel.

It is possible to set the DAC registers by using either Interrupt 10h functions (listed below) or by directly accessing
the VGA card using port I/0. Sdexample 11-Xor code that sets the palette using port I/O. For more information on
VGA graphics, se&ection 11.2
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Subfunction 00h: Set Border (Overscan) Color

Sets the color of the border around the screen.

Inputs

AX=1001h
BH= DAC register number (0-255).

Outputs

(None)

Subfunction 10h: Set Individual DAC Register
Sets the RGB (Red, Green, Blue) values for one of the DAC (Digital-to-Analog Converter) registers.

Inputs

AX=1010h

BX= DAC register number (0-255).
DH= Red value (0-63).

CH= Green value (0-63).

CL = Blue value (0-63).

Outputs

(None)

11.4 PCX Graphic File Format

The PCX format is a relatively simple format that provides a minimum of compression using Run Length Encoding
(RLE). RLE means that the file can be read from start to finish in one pass and encoded or decoded without any
holistic information (i.e., in order to figure out what the next encoded byte is, you only have to know what preceded
it, not anything after it.) The PCX format is especially useful for 320x200x256 VGA mode 13h (where each pixel is
stored as a byte). The PCX format was originally used by PC Paintbrush.
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11.4.1 RLE Encoding

The following discussion assumes 320x200x256 VGA mode 13h, as descriSedtion 11.2

Two types of bytes are stored in the data image portion of a PCX file. One tyderigtfy and the other isolor. A

length byte is specified by the two upper bits being set. This limits the length specified by a length byte to 64. The
other type is a color byte, and specifies a value for the byte from the palette table (the palette holds the actual RGB
values of the color, and the color byte is an index into this table). This is the same method used in mode 13h. The first
byte from the data is read. If the two upper bits are set, then it is a length byte, and the next byte is the color which
will be replicated as many times as stated by the length byte, from left to right on the screen, ending at the end of a
line (see BYTES_PER_LINE below). If the two bits are not set, then it is a color byte, and it goes onto the screen in
the next location (left to right) as is.

Note: Any color greater than or equal to 192 cannot be stored as a single color byte, and must be a given a length
first. For instance, if you have a single byte of color 192, then it must be represented by two bytes of 193 (length
byte of 1) and 192 (color byte 192).

11.4.2 PCX File Format

The PCX file itself contains two parts—the first part is calleditbader which contains information about the image;
the second part is thenage datawhich contains actual image data and color information. Rather than explain each
field of the header in detail, a structure is shown below which gives a brief glance at the purpose of each field.

STRUC PCX_Header

.Manufacturer  resb 1 ; should always be OAh
.Version resb 1 ; a

.Encoding resb 1 ; should always be 01h
.BitsPerPixel resb 1 ; O

XMin resw 1 ; image width = XMax-XMin
.YMin resw 1 ; image height = YMax-YMin
XMax resw 1

.YMax resw 1

VertDPI resw 1 ; O

Palette resb 48 ; O

.Reserved resb 1

.ColorPlanes resb 1 ; O

.BytesPerLine resw 1 ; O

.PaletteType resw 1

.HScrSize resw 1 ; only supported by
.VScrSize resw 1 ; PC Paintbrush IV or higher
.Filler resb 56

ENDSTRUC

0 PCX version number. It corresponds to the following PC Paintbrush versions and/or features:
0 — Version 2.5 _
2 — \ersion 2.8, palette included

3 — Version 2.8, use default palette
5 — Version 3.0 or better
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O Number of bits of color used for each pixel.

1 — Monochrome

4 — 16 colors

8 — 256 colors

24 — 16.7 million colors

Vertical resolution, in DPI (dots per inch).
If 16 colors or less, contains the color palette.

Number of color planes:

4 — 16 colors .
3 — 24 bit color (16.7 million colors)

O Number of bytes per line (the width of the image in bytes). For 320x200, 256-color images, this is 320 bytes per
line.

In a PCX file containing 16 colors of less, the palette is contained inRalkettesection of the header. In a PCX file
containing 256 colors, the palette is at the end of the file, and takes up the last 768 bytes (256 * 3 bytes per color
RGB). If the last 768 bytes is a palette, there is a padding byte preceding it in the file (whose value is 12).

Example 11-1. Displaying a PCX File

EXTERN kbdin, dosxit ; LIB291 functions

SEGMENT ScratchSeg
ScratchPad resb 65535

SEGMENT stkseg STACK
resb 64*8
stacktop:
resb 0

SEGMENT code

PCX1 db 'my_pcx1.pcx’, 0 ; Filenames
PCX2 db 'my_pcx2.pex’, 0 ; (Must end with 0 byte)
..Start:
mov ax, Ccs ; Set up data and stack segments
mov ds, ax
mov ax, stkseg
mov ss, ax
mov sp, stacktop
MAIN:
; Sets up mode 13h and clears screen
mov ax, 0013h
int 10h
mov dx, pexl ; Filename to display
call ShowPCX ; Display PCX file to screen

; Wait for keypress
call kbdin
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; Go back to text mode
mov ax, 0003h
int 10h

; Return to DOS
call dosxit

; ShowPCX procedure by Brandon Long,

; modified by Eric Meidel and Nathan Jachimiec,

; converted to NASM, cleaned up, and better commented by Peter Johnson
; Inputs: DX has the offset of PCX filename to show.

; Output: PCX file displayed (all registers unchanged)
; Notes: Assumes PCX file is 320x200x256.

; Uses ScratchSeg for temporary storage.

The PCX file must be in the same directory as this executable.

’

ShowPCX

push ax ; Save registers

push bx

push cX

push Si

push di

push es

mov ax, 3D00h

int 21h ; Open file

ic .error ; Exit if open failed

mov bx, ax ; File handle

mov cx, 65535 ; Number of bytes to read

mov ax, ScratchSeg ; DS:DX -> buffer for data

mov ds, ax

mov dx, ScratchPad

mov si, dx

mov ah, 3Fh

int 21h ; Read from file

mov ax, 0A000h ; Start writing to upper-left corner

mov es, ax ; of graphics display

xor di, di

add si, 128 ; Skip header information

xor ch, ch ; Clear high part of CX for string copies
.nextbyte:

mov cl, [si] ; Get next byte

cmp cl, 0COh ; Is it a length byte?

jb .normal ; No, just copy it

and cl, 3Fh ; Strip upper two bits from length byte

inc Si ; Advance to next byte - color byte

lodsb ; Get color byte into AL from [SI]
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st

.palette:

.close:

.error:
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rep stosb ; Store to [ES:DI] and inc DI, CX times
jmp short .tst

movsb ; Copy color value from [SI] to [ES:DI]
cmp di, 320*200 ; End of file? (written 320x200 bytes)

jb .nextbyte

mov cl, [si]

cmp cl, OCh ; Palette available?

jne .close

; Set palette using port I/O

mov dx, 3C8h

mov al, 0

out dx, al

inc dx ; Port 3C9h

mov cx, 256*3 ; Copy 256 entries, 3 bytes (RGB) apiece
inc Si ; Skip past padding byte
lodsb

shr al, 1 : PCX stores color values as 0-255
shr al, 1 ;  but VGA DAC is only 0-63
out dx, al

dec CX

jnz .palette

mov ah, 3Eh

int 21h ; Close file

pop es ; Restore registers

pop di

pop si

pop cX

pop bx

pop ax

ret
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Chapter 12
Serial Communication

12.1 Serial Data Communication

Within a processor character data are generally transferred, stored, or processed as bytes, i.e., as 8 bits in parallel.
Parallel transmission of character data to a peripheral device requires a bundle of lines that includes one line for each
bit of the character, a strobe or clock line, and possibly some other control and status signals. For long distances,
parallel transmission becomes unattractive due to the increased cost of the multiple wires as well as the increased
difficulty of avoiding crosstalk and skew between the bundled signals. The alternative, serial transmission, requires
only one line over which the bits that represent a character are sent one after the other. Serial transmission is also
used for data communication via the commercial voice-grade telephone network, where the serial bit stream is used
to modulate an analog tone frequency signal appropriate for transmission over the telephone network.

Data communication is usuallyidirectional alternately in either directiorh&lf-dupley or simultaneously in both
directions {ull-dupleX. Half-duplex operation permits the use of the same line (and of the same telephone line signals)
for transmission as well as reception; the special character EOT (End-of-Transmission) is used to trigger the turn-
around. Full-duplex operations requires separate transmit and receive lines (and two distinct sets of telephone line
signals).

Figure 12-1. Typical Connection between and another Device via the Telephone Network

(parallel) (serial) Telephone line
to another modem

1 data, 2 trol li
Asynchronous 7 oo mes> Modem
CPU ¢ > Communications >
Adapter (DCE)
8 data & cqntrol (DTE) <
& status lines 1 data, 4 status lines
TTL Levels: RS -232C Levels:
"1": 3.5v MARK="1"=function OFF: -3vto -15v
"0": Ov S PACE="0"=function ON: +3vto +15v

Figure 12-1shows one side of a full-duplex connection between a CPU and another device via the telephone network.
The Asynchronous Communication Adapter, located on a card that plugs into an 1/O slot of the PC, performs the
parallel-to-serial conversion of transmitted data and the serial-to-parallel conversion of received data; the “Modem”
(Modulator/Demodulator), also called “Data Set,” performs the conversion between discrete voltage levels and analog
tone signal representations, and vice versa. The interface between the Asynchronous Communications Adapter and
the modem should follow the standards set by the Electronic Industries Association (EIA), e.g., EIA RS-232C, or the
similar international standards set by the Comite Consultatif International Telephonique et Telegraphique (CCITT),
e.g., CCITT v.24.
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12.2 Modems, Bauds, and Bits per Second

A voice-grade telephone line has a useful frequency range of 300-3000 Hz but modems typically use tones restricted
to the range 300-2400 Hz, primarily to avoid a 2600 Hz signaling tone that causes call disconnect. Various modulation
schemes are used to convert the representation of information from the RS-232C discrete voltage levels to amplitude,
phase, or frequency shift keyed analog signals, and vice versa for demodulation; each analog symbol may represent
one or more bits. The number of symbols per second sent over a communication line called BAUD (after J.M.E.
Baudot, 1845-1903, a French inventor who studied telegraph codes.)

Simple modulation techniques carry one bit per symbol. For example, in a “type 103" 300 baud modem each bit
is translated to one of two tone frequencies using FSK (Frequency Shift Keying). Two sets of frequencies are used
to provide full-duplex operation; each set is used for either transmit or receive, depending on whether the modem
originated or answered the call. Details are giveRigure 12-2

Figure 12-2. 300 Baud Asynchronous Full-Duplex U.S. Frequency Assignments

Modem Modem
(Origimte mode) (Amswer mode)
Tramsmit lire FSK Modulator: FSK I2modulator: |Receiwe lire
MARK = 2225 Hz Telefhore Certer Frequercy
(RS-232C levels) | SPACE = 2025 Hz <« = 2125 Hz (RS-232C levels)
FSK I#modulator: FSK Modulator:
< Certer Frequercy MARK = 1270 Hz |[€———
Receiwe lire =1170 Hz SPACE = 1070 Hz Tramsmit lire

Complex modulation schemes such as CCITT V.22his carry 4 bits per symbol, using a combination of amplitude and
phase shift keying, to achieve a data transfer rate of 2400 bits/sec. This rate is usually called “2400 baud” in reference
to the 2400 levels/sec on the RS-232C line; the symbol rate on the telephone line is 600 baud.

12.3 Interface Standards

One of the earliest standards for interfacing digital devices and modems is the EIA RS-232 standard, called “Interface
between Data Terminal Equipment and Data Circuit- Terminating Equipment Employing Serial Binary Interface.”
RS-232C is the latest version (CCITT V.24 is virtually identical). It lists the electrical and mechanical interface
characteristics, describes the function of signals, and lists subsets of signals for specific interface types. A computer,
printer, etc., is Data Terminal Equipment (DTE), a modem or data set is Data Circuit-Terminating (or Communication)
Equipment (DCE). As its name indicates the standard is intended for DTE-DCE connections.

Table 12-1shows the most commonly used RS-232C signals and their pin numbers on the standard 25-pin D-shell
connector. Signal names are given with DTE as reference. A male D-shell connector is used on DTE, a female one
on DCE; a straight female-male cable connects DTE to DCE. The standard defines a total of 21 signals, including
“secondary” signals and signals that allow data rate selection. Most applications use a subset of these signals; some
use a 9-pin D-shell connector instead of the 25-pin connector.

Table 12-2shows the RS-232C electrical specifications. The voltage levels specified for the RS-232C driver outputs
provide zero crossing and better noise immunity than the levels used in standard TTL or MOS technologies but require
either power supply voltages (usually +12v/-12v) that are not available, or needed, in the rest of the DTE circuitry,
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or the use of chips that derive a negative supply voltage on-chip from the standard +5v supply, e.g., the MAXIM
MAX232, a 3 driver/3 receiver chip.

Table 12-1. Most Commonly Used RS-232C Signals

25-Pin # [9-Pin] Signal Name Source

1 Protective (Earth) Ground

7 [5] Signal Ground

2[3] Transmitted Data (TxD) DTE

417] Request to Send (RTS)

20 [4] Data Terminal Ready (DTR)

3[2] Received Data (RxD) DCE

5[8] Clear to Send (CTS)

6 [6] Data Set Ready (DSR)

22[9] Ring Indicator (RI)

8[1] Received Line Signal Detect / Carrier
Detect (RLSD/CD)

Table 12-2. RS-232C Electrical Specifications

Mode of operation single-ended (unbalanced)

Cable length 50 feet max.

Data rate 20 kb/s max.

Driver output +5v to +15v for “0”, -5v to -15v for “1”
\oltage applied to driver output +25v max.

Driver load 3kQto 7 kQ

Output slew rate 30 v/us max.

Receiver input range +15v

Receiver sensitivity +3v

Receiver input resistance 3kQto 7 kQ

Neither the 50’ maximum cable length nor the maximum data rate of the RS-232C standard should be a serious
limitation in the DTE-DCE application for which the standard is written. The DTE and the modem are usually located
near each other, and reliable communication over the switched telephone network at more than about 2400 bit/sec is
very difficult at present. Surprisingly, the RS-232C specifications do not recognize the usefulness of such a standard
in applications other than local DTE-DCE connections, nor do they specify any distance vs. rate tradeoffs; in practice,
twisted pair cable can be used successfully up to 3000’ at rates up to 1200 bits/sec, and up to 250’ at up to 9600
bits/sec.

The major difficulty with using RS-232C over long distances is that the Signal Ground is usually connected to earth at
both ends so that ground current through the cable causes offsets in the voltages sensed. Newer standards for single-
ended systems, e.g. EIA RS-423A, specify a common return path for all signals and ground the return path only at the
transmitter; this standard also relates maximum data rate and maximum distance: 100 kbit/sec at 30’, 10 kbit/sec at
300, or 1 kbit/sec at 4000'. Even higher data rates over longer distances are possible with systems using differential
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signal transmission: e.g., EIA RS-422A specifies 10 Mbit/sec at 40", 1 Mbit/sec at 400’, or 100 kbit/sec at 4000'.

12.4 Connections, Compatibility, and Null Modems

RS-232C interfaces are frequently used in applications for which the standard was not originally intended, specifically
DTE-DTE connections. Computers, terminals, printers, plotters, and other DTEs often have serial interfaces labeled
“RS-232C compatible.” Generally this means that the signals that are implemented do not violate the standard but that
not all of the standard’s signals are implemented, that the device will therefore not interface properly with a modem,
and is in fact designed for direct DTE-DTE connection. E.g., data can be sent from a computer to a serial printer
using only the Transmitted Data and Signal Ground lines, if the software takes care of the delays needed to let the
printer perform carriage return, form feed, etc.; if the printer uses the XON/XOFF protocol the Received Data line is
also needed so that the printer can send the XON/XOFF characters back to the computer, and if it uses a busy/wait
protocol a handshaking line (typically Data Set Ready) is needed instead. In any case, the Transmitted Data line
from the computer (pin 2 of its DTE connector) must be wired to the Received Data line of the printer (pin 3 of its
DTE connector), and other lines may have to be similarly crossed to imitate the use of modems. Examples of such
“null-modem” cables are shown igure 12-3the typical null-modem cable has female connectors at each end.

Figure 12-3. Typical Null-Modem Cables

withat handshaking dunmy handshaking ful handshaking
TxD (2) (2) TXD TxD (2) (2) TxD TxD (2) (2) TxD
RxD (3)x(3) RxD RxD (3)x(3) RxD  RxD (3)x(3) RxD

SG (7)y——(7) SG SG (7)y——(7) SG SG (7)y——(7) SG

RTS (4) (4) RTS RTS (4) (4) RTS
CTS (5):I |:(5) CTS CTS (S)DC(S) CTS
DTR (20) (20) DTR DTR (20) (20) DTR
DSR (6)3 E(6) DSR DSR (6)%(6) DSR
CD (8) (8) CD CD (8) (8) CD

The printer of other DTE device may deviate from the standard even further by using a female D-shell connector
wired in such a way that a straight-through extension cable rather than a null-modem cable is used for the DTE-
DTE connection. Also, a 9-pin connector may be used instead of the standard 25-pin connector. Furthermore, exactly
which signals are used for handshaking depends on the device as well as the software used to drive it. Thus, the direct
connection of two “RS-232C compatible” DTE devices may require some experimentation and preparation of a cable
specific to that application. An arsenal of “breakout boxes” (preferably with bicolor LEDs showing which lines are

active), null-modem boxes, 25-to-9 pin converters, and male-male and female-female “gender changers” may make
this task easier.

Deviations from the standard may also occur with respect to signal levels. TTL inverters are sometimes used rather
than RS-232C line drivers or receivers which may require a negative voltage supply. There are several potential
problems with this approach:

« The Ov output of a TTL driver may not be recognized by an RS-232C line receiver as a valid input. Line receivers
generally use hysteresis to improve noise immunity, i.e., as long as the input level stays between the lower and
upper thresholds the output will maintain the previous value; these thresholds usually are adjustable via a control
pin. E.g., the SN75154 Quadruple Line Receiver may operate in either the “normal” mode (control pin connected
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to +5v) with a -1.1v to +2.2v hysteresis, or the “fail-safe” mode (control pin open) with a +1.4v to 2.2v hysteresis.
Thus, a grounded or open input is valid in the fail-safe mode, but not in the normal mode. (75154s are used in the
IBM Asynchronous Communication Adapter, set for normal mode.)

« TTL circuits used as drivers may not tolerate line-to-line shorts which RS-232C drivers are designed to withstand.

- TTL circuits used as receivers may not toleratet#&v input voltage range which RS-232C receivers are designed
to withstand.

12.5 Parallel/Serial Conversion

The serial data communication scheme used here is called asynchronous because the time between transmitted char-
acters is not fixed, and the transmitting and receiving devices are not synchronized to the same clock, although the
individual bits of each character are transmitted at a known baud rate. The line is held at the MARK level when idle;

for each character, the receiver must recognize when the character starts and synchronize itself to the transmitter to
read the individual bits of the character. This is accomplished by sending each character in a “frame” consisting of a
START BIT (a SPACE for one bit period), the bits of the character (least significant bit first), and a least one STOP
BIT (a MARK for a least one bit period).

Characters are represented by from 5 to 8 information bits, with 8 bits most common. The 8 bits may represent the
extended-ASCII codes, or the standard ASCII codes followed by a parity bit to allow the detection of single-bit errors.
The STOP bit is essentially an enforced IDLE before the next START bit; it gives the receiver time to complete
processing of the received character (e.g., compute and check the parity of the received character) and allows for
slight differences between the transmit and receive clocks.

Common baud rates for 8-bit (or 7-bit and parity) characters with 1 start and 1 stop bit are 300, 1200, 2400, 4800, 9600,
and 19200 baud, corresponding to 30, 120, etc. characters per second (since the start and stop bits must be included in
the bit count); old-fashioned mechanical teletypes ran at 75 baud using characters with 1 start, 5 (Baudot code) data,
and 1.5 stop bits, or at 110 baud using characters with 1 start, 8 data, and 2 stop bits, i.e., at 10 characters/sec.

Receivers typically use an internal clock that is 16 times the baud rate. Reception of a character starts when the
receiver detects a 1-t0-0 (IDLE-to-START) transition. The receiver then waits for 8 block periods (.5 bit period) and
tests the line again: if the signal is now 1 this is considered a false start and the receiver goes back to looking for
another 1-to-0 transition; if the signal is still 0 it was a valid start and the remaining bits will be sensed every 16 block
periods (1 bit period) thereafter. This approach synchronizes the receiver to the transmitter to within 1/16 of a bit
period at the beginning of each character, and tends to place the times at which the signal is sampled at the middle of
each bit period, thus maximizing the tolerance for differences between the receiver’s and transmitter’s internal clocks.
The receiver will indicate a “framing error” if the signal is not at the 1 level at the middle of the stop bit period. The
next START transition may occur immediately thereafter.

12.6 Serial Data Communication using BIOS calls

The PC supports up to four Communications Adapters, COM1-COM4, identifidaikb§, 1, 2, or 3 respectively.
BIOS interrupt 14h calls witlbx=0, 1, 2, or 3 andAH=0, 1, 2, or 3 may be used to initialize the adapter to the
character format and the baud rate giverin to transmit the character i, to put the received character ini,

or to read the modem status irma. In all cases, the port status is returned\ih BIOS interrupt 14h calls witth\H=4

or 5 provide extended initialization and modem port control.
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BIOS call 14h withAH=0 is used to select standard character formats and baud rates by settm@BBPPSLL,
where:

BBB = 000, 001, 010, 011, 100, 101, 110, 111 for 110, 150, 300, 600, 1200, 2400, 4800, 9600 baud
PP = x0 for no parity, 01 for odd parity, and 11 for even parity

S =0 for 1 stop bit, 1 for 2 (1.5 if 5 info. bits) stop bits

LL =00 for 5, 01 for 6, 10 for 7, 11 for 8 info. bits

In addition, all interrupts from the Adapter are disabled, the port status is returaethimd the modem status AL,
according torable 12-3andTable 12-4below.

BIOS call 14h withAH=1 waits for Transmit Holding Register Empty (THRE) and transmits the charactey; iit
returns with the port statu3#ble 12-3 in AH with bit 7 set if a timeout occurred.

BIOS call 14h withAH=2 waits for Received Data Available (RDA) and returns with the received charagterand
the port statusTable 12-3 in AH, with bit 7 set if a timeout occurred.

BIOS call 14h withaH=3 returns the port statu3dble 12-3 in AHand the modem statu$gble 12-4 in AL.

BIOS call 14h withAH=4 can be used as an alternativetg=0 to select higher baud rates or more specific serial port
parity. Various settings are BH, BL, CH andCL.

BH= 0 for no parity, 1 for odd parity, 2 for even parity, 3 for “stick” odd parity, and 4 for “stick” even parity
BL =0 for 1 stop bit, 1 for 2 (1.5 if 5 info. bits) stop bits
CH=0for 5, 1 for 6, 2 for 7, 3 for 8 info. bits

CL = 00h to 08h for 110, 150, 300, 600, 1200, 2400, 4800, 9600, and 19200 baud if ComShare is not installed.
If ComShare is installed, 00h to 0Bh map to 19200, 38400, 300, 14400, 1200, 2400, 28800, 9600, 19200, 38400,
57600, and 115200 baud.

Note that the BIOS calls withH=1 or 2 are not fast enough for sustained operation at 1200 baud or more. Note also
that BIOS calls cannot be used to control or sense the modem control/device handshaking signals, or to use interrupts.

Table 12-3. BIOS Serial Port Status, Returned imAH

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
| Transmit Transmit Received
Erlz/::ioonu-r, Shift Reg. | Holding Break Framing Parity Error Overrun Data
failed Empty Reg. Empty | Detected Error y Error Available
(TSRE) (THRE) (RDA)

Table 12-4. BIOS Modem Port Status, Returned imPAL

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Received .
Line Signal :Twlgigcator gz;a:jSet Clearto Change in | Trailing Changein |Change in
Detect R (DSR§/ Send (CTS) |RLSD Edge RI DSR CTS
(RLSD)
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12.7 Serial Data Communication using IN and OUT

A more detailed knowledge of the Asynchronous Communication Adapter is needed touse it directly via OUT and IN
instructions. A simplified logic diagram of the Adapter is showifrigure 12-4

The National Semiconductor INS8250 chip is an Asynchronous Communication Element (ACE), also called a Uni-
versal Asynchronous Receiver-Transmitter (UART), a “smart peripheral” chip that can be programmed to perform
full-duplex conversion of character data between parallel and serial formats at various baud rates, for different char-
acter formats, including the insertion and removal of start, stop, and parity bits, control of modem functions, and
monitoring of modem status signals. Machines today use a different UART chip than the INS8250, but it is compati-
ble with the 8250, so the following discussions are still valid.

In the PC, I/O ports 3F8h to 3FEh and interrupt request line IRQ4 are assigned to the primary (COM1) adapter, 1/O
ports 2F8h to 2FEh and interrupt request line IRQ3 to the secondary (COM2) adapter; a jumper on the Adapter card
is used to configure it as COM1 or COM2. COM1 and COM3 share IRQ4, and COM2 and COM4 share IRQ3, but
each COM port uses a different set of I/O ports.

The internal registers of the 8250 ACE that are accessible via I/O port addresses are shaioa ir2-5 All registers
are 8 bits wide. The TRANSMIT HOLDING and RECEIVE BUFFER Registers are padded with Os on the left for
characters with fewer than 8 information bits.

Figure 12-4. Simplified logic diagram of the Asynchronous Communications Adapter

COM/COM Select
Gumer) ] —— INS8250 ACE RS232C
ng L4 .cs2 SOUT —P» — TxD
r Logic SIN |— .. — RxD
Address Bus A2,A1LA0  ~RTS ——pp Drivrs L_pp. RTS
~IOR ~DISTR ~CTS|¢———— aod |[€— CTS
~IOW ~DOSTR  ~DTR P Receiers [~ DTR
DaaBus D7 to DO ~DSR DSR
~RLSD RLSD
[1.8432 MEoscillaor | XTALI1 ~RI RI
IRQ4/IRQ3 | INTRPT  ~OUT2 n

Table 12-5. Accessible registers in the IN8250 ACE

Register Address

Divisor Latch (Low Byte) ComBase+0 and DLAB=1
Divisor Latch (High Byte) ComBase+1 and DLAB=1
Transmit Holding Register ComBase+0 and DLAB=0 anduT
Receive Buffer Register ComBase+0 and DLAB=0 andl
Interrupt Enable Register ComBase+1 and DLAB=0
Interrupt ID Register ComBase+2

Line Control Register ComBase+3

Modem Control Register ComBase+4

Line Status Register ComBase+5

131



Chapter 12 Serial Communication

Register Address
Modem Status Register ComBase+6
DLAB=bit 7 of Line Control Register

ComBase=port 03F8h for COM1, port 02F8h for COM2

12.7.1 Selecting Baud Rate and Character Format

Before the 8250 ACE can be used, it must be programmed with baud rate, character format, and interrupt source selec-
tions. For standard baud rates and character formats and polled operation the BIOS initialization function described in

a previous section is preferable. Otherwise, the 8250 ACE must be programmed by setting the control registers shown
in Section 12.7.5

The baud rate is selected by writing a two-byte divisor value into the DIVISOR LATCHES. An internal clock signal
equal to 16 times the baud rate is obtained by dividing this divisor into the oscillator frequency. Several divisor values
are shown below for an oscillator frequency of 1.8432 MHz:

Desired Baud Rate Decimal Divisor Hexadecimal Divisor
50 2304 0900
300 384 0180
1200 96 0060
9600 12 00oC

The Divisor Latches are accessed by first setting DLAB, the Divisor Latch Access Bit (bit 7 of the Line Control
Register); after the divisor bytes are loaded, DLAB must be cleared for normal register addressing. E.g., to select 50
baud, write 80h to the Line Control Register to set DLAB, write 09h to the high-byte Divisor Latch, and 00h to the
low-byte Divisor Latch. If the character format is programmed next, DLAB can be cleared then.

The character format is selected by programming the LINE CONTROL Register. E.g., to specify character having 7
information bits, a parity bit forced to 0, and 1 stop bit, write 00111010 to the Line Control Register.

12.7.2 Modem Control and Device Handshaking

The RS-232C interface signals Data Terminal Ready (DTR) and Request to Send (RTS) may be controlled via bits 0
and 1 of the MODEM CONTROL Register; Clear to Send (CTS), Data Set Ready (DSR), Ring Indicator (RI), and
Received Line Signal Detect (RLSD)—also Carrier Detect (CD)—may be sensed as bits 4, 5, 6, and 7 of the MODEM
STATUS register, and changes in CTS, DSR, RI, and RLSD since the last time the Modem Status Register was read
as bits 0, 1, 2, and 3.

12.7.3 Transmit and Receive in the 8250 ACE

The 8250's transmitter uses a Transmit Shift Register (TSR), not accessible to the programmer, together with the
Transmit Holding Register (THR) for double-buffered operation: a new character may be written into the THR while

the previous character is being shifted out of the TSR on the Serial Out (SOUT) line. The character in THR (and the
computed parity bit, if used) is automatically moved to TSR as soon as TSR is empty and serial transmission of the
information bits preceded by a start bit and followed by the selected number of stop bits is started. The THR Empty
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(THRE) Flag indicates when THR can be loaded again; the TSR Empty (TSRE) Flag indicates similarly that TSR is
empty (and that a character sent to THR would be immediately moved to TSR, so that a second character may be sent
to THR without checking for THRE). The THRE and TSRE flags are found in the LINE STATUS Register; they are

set initially by Master Reset. THRE is cleared when a character is loaded into THR.

The 8250's receiver similarly uses a Receive Shift Register (RSR), not accessible to the programmer, together with
the Receive Buffer Register (RBR) for double-buffered operation: a character is held in RBR while the bits of the next
character frame are being shifted into RSR on the Serial In (SIN) line. When the complete frame has been received,
the start and stop bits are deleted, the parity check, if used, is computed, the character is automatically moved from
RSR to RBR, and the Received Data Available (RDA) Flag is set. Also the Parity Error Flag is set if the parity check
was used but failed, the Framing Error Flag is set if the line was not at the MARK level when the first stop bit was
expected, and the Overrun Error Flag is set if the previous character in RBR had not been removed and was overwritten
when the new character was moved into RBR from RSR. In addition, the Break Detected Flag is set if the line was
in the SPACE condition for more than a character frame time (“long space”). These five flags are found in the LINE
STATUS Register; they are cleared initially by Master Reset. RDA is also cleared whenever a character is read from
RBR.

12.7.4 Input/Output without Interrupts

If no interrupts are used the INTERRUPT ENABLE Register should be cleared (initialization via BIOS does that) and
OUT2 (bit 3 of the MODEM CONTROL Register) should be cleared. The polling routine should check THRE (bit 5

of the Line Status Register) and RDA (bit O of the Line Status Register); a new character can be sent to the Transmit
Holding Register when THRE = 1; a new character can be read from the Receive Buffer Register when RDA = 1.

12.7.5 Bit Interpretation of Control and Status Registers

Table 12-6. Serial Interrupt Enable Register (@ ComBase+1, with DLAB=0)

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Enable Enable . Enable
Enable Transmit .
Modem . . Received
Status Receive Holding Data
0 0 0 0 .. | Line Status | Register .
Change (bitg , . Available
(bits 1-4) Empty
0-3) (RDA)
Interrupt (THRE)
Interrupt Interrupt
Interrupt
Table 12-7. Serial Line Control Register (@ ComBase+3)
Bit 7 Bit 6 Bits | Bit4 | Bit3 | Bit2 |[Bits1,0
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Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bits 1, 0
# Stop bits: | # Info bits:
Divisor SetBreak | Stick Parity . . 0: 1 stop bit| 00: 5 !nfo b!ts
Latch SOUT— 0; | (force parit Even parity | Parity 1: 2 stop 01: 6 info bits
Access Bit Long S ac’e 0 -bit3) Y select Enable bits (1.5 if | 10: 7 info bits
(DLAB) g=p 3 info) 11: 8 info bits

Table 12-8. Modem Control Register (@ ComBase+4)

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Loop (for ouT2 Request to ?gr?]inal
0 0 0 diagnostics) i(r?tr::)ulefs) OUTL (n.c) Send (RTS) | Ready
P (DTR)
Table 12-9. Serial Line Status Register (@ ComBase+5)
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Received
Break Framing . Overrun Data
0 TSR Empty | THR Empty Detected Error Parity Error Error Available
(RDA)
write to Read Line Status Register Read RBR
THR
Table 12-10. Modem Status Register (@ ComBase+6)
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Received .
Line Signal Elgi?:ator gz;adSet Clear to Change in | Trailing Changein |Change in
Detected y Send (CTS) |RLSD EdgeRl  |DSR CTS
(RLSD) (R (DSR)

12.7.6 Interrupt-Driven Input/Output
The following steps are necessary to allow interrupt-driven operation of the 8250 ACE (the discussion assumes the
use of COM1):

1. Select the 8250 ACE interrupt sources by programming the INTERRUPT ENABLE Register

2. Set OUT2 in the MODEM CONTROL Register so that the interrupt signal from the 8250 ACE is passed to the
IRQ4 Interrupt Request Line
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3. Unmask IRQ4 at the 8259 Programmable Interrupt Controller by clearing bit 4 of the 8259’s Mask Register (at
port address 21h)

4. Enable interrupts in the CPU, 8250 ACE interrupts will cause an interrupt OCh in the CPU.

The interrupt OCh service routine can determine the source of the interrupt by examining the INTERRUPT ID Register
and take the appropriate action. The interrupt condition in the 8250 ACE is typically reset automatically, as indicated
in the description of the Interrupt ID Register. However, the 8259 Interrupt Controller must also be reset, by sending
an End-of-Interrupt command byte (20h) to port 20h before returning from the interrupt service routine.

Unfortunately, the behavior of some versions of the UART is less than ideal. The following anomalies were described
in an obscure application note:

« In the 8250-B, used in many 8088-based PCs:

- Enabling THRE interrupts by writing a “1” to bit 1 of the Interrupt Enable Register triggers a THRE interrupt
even when the Transmit Holding Register (THR) is not empty. Thus, any character that happens to be waiting in
THR will be lost. The recommended software fix for this anomaly is to enable THRE interrupts only when THR
is empty, i.e., only when the THRE flag is true.

- A random character may occasionally be transmitted at power-on. The recommended fix for the receiver is to
discard any character that may be waiting in the Receive Buffer Register at initialization.

- If the UART is never disabled, the Modem Status and Line Status Registers are never updated, the current error
status indications cannot be read, and the character in THR will be transmitted repeatedly.

« There are miscellaneous timing problems.

+ In the 8250A (for 8086 CPUs) and the 16450 (for 80286 and later CPUs), the anomalies listed above have been
eliminated, but a new anomaly has appeared:

- A pending THRE interrupt may be lost if a high-priority (RDA, or Receive Line Status) interrupt occurs before
the THRE interrupt is serviced. The following software fix is suggested: Before leaving the interrupt service
routine for the high-priority interrupt, either disable and then re-enable THRE interrupts, or check the THRE flag
and, if true, service the THRE condition immediately.

12.8 Creating a Null-Modem

Often during testing of software which utilizes the serial port, it is useful to have your machine “talk to itself.” In
other words, the receive and send lines on the serial port are in some fashion connected to one another. This means
that whatever your computer sends out will be immediately received again—although for all intents and purposes,
your computer does not know that the received data originated from itself. One quick way to accomplish this task is to
use a so-called turnaround plug on the serial port (the shop often carries these under the part # DE 9S). When viewed
from the front, the plug’s pins will look like the following:
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4
°

o v

o 1 2
o o o
e o6 o o
5 6 7 8

Also shown are the numbers assigned to each of the nine pins. Pins 2 and 3 must be connected together (a little solder
and a short piece of wire will do the trick) as follows:

0 1 2 3 4
o o g o
o o o o
5 6 7 8

This is the most rudimentary form of a null-modem. It may not operate correctly for some applications which utilize
more of the pins, but will work for any course MP’s assigned.
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13.1 Printer Adapter Hardware

The parallel interface provides the signals and hardware to transfer data one character at a time (8 bits in parallel)
between the CPU and a device, usually a printer. The signals consist of 8 data lines and 9 handshaking (status and
control) lines. The hardware (latches and buffers for the data, status and control signals, and logic to connect them to
the internal data bus and to address them as 1/0 ports via the address bus) is located on a printer adapter card that plugs
into an 1/O slot. The signals to and from the printer, showiable 13-1 are available on a 25-pin female D-shell
connector on the printer adapter. Up to 3 printer adapters may be installed; the addresses available for the data, status,
and control ports of an adapter are showrTable 13-2 BIOS determines (during the restart initialization) which
addresses have printer adapters instatbed; 0 to 2 is then used within BIOS to refer to the printer adapters that were
found to be present.

Table 13-1. Signals on 25-pin Printer Connector (pin numbers)

Data Signals [to device] Status Signals [from device] Control Signals [to device]

Data 0-7 (2-9)| ~Acknowledge (10) ~Strobe Q)

Ground (18-25)| Busy (11) | ~Auto Feed (14)
Out of Paper (12) ~Initialize (16)
Selected (13) ~Select an
~Error (15)

Table 13-2. I/O Port Addresses (in hexadecimal) for Printer Adapter Buffer Registers

Data Port Status Port Control Port
Monochrome Display / Printer Adapter 03BC 03BD 03BE
Primary Adapter 0378 0379 037A
Secondary Adapter 0278 0279 027A

The printer is assumed to use the “Centronics” protocol, showigare 13-1 The printer sets BUSY high while it
is processing a character; BUSY may also be high because the printer is disconnected, off-line, or in an error state.
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Figure 13-1. Timing Diagram for the Centronics Protocol

DATA
(to device) X

~STROBE
(to device) I_l
BUSY
(from device) | |_

~ACKNOWLEDGE
(from device) |_|

In thepolledmode of printing, the character bits are put on the DATA lines, BUSY is tested repeatedly until it is found

to be low, then the ~STROBE pulse is sent. The printer sets BUSY high when the character data have been latched
and sets it low again when the character has been processed. (The Centronics protocol specifies that the DATA lines
be stable from at least 500 ns before to at least 500 ns after the ~STROBE pulse, and the ~STROBE pulse be at least
500 ns long. These times may of course be shortened for a specific printer, at the risk of loss of generality.) Programs
using the polled mode should include a “timeout” counter to guard against a permanent BUSY condition. BIOS calls
and DOS functions use this mode for printing.

In the interrupt-drivenmode of printing, the positive-going edge of the ~ACKNOWLEDGE signal is used to cause

an interrupt OFh via the IRQ7 line to the Interrupt Controller; the Interrupt Handler can send a new character to the
printer whenever it is invoked, since ACKNOWLEDGE indicates that the previous character has been processed. The
DOS commandPRINT uses this mode to spool and print files.

13.2 BIOS and DOS Function Calls

BIOS call INT 17h has three subfunctions, selected with AH set to 0-2. Subfunctions aBsusmgrinter number
(0-2); they return withAH= printer status byte (see below). The subfunctions are:

AH= 0: Print character specified &L. If BUSY does not go low within about 16 seconds, a “timeout” is declared
and BIOS returns with bit 0 of the statues byte set (and the characteriglost).

AH= 1: Initialize (set ~SELECT low, pulse ~INITIALIZE low, set ~AUTO FEED high, and disable IRQ7 interrupts
from ~ACKNOWLEDGE). IBM- or EPSON-compatible printers respond to the INITIALIZE pulse by performing
a carriage return and establishing the current line as top-of-page.

AH= 2: Get printer status byte intsH The meaning (some of the signals have been inverted on the way from the
connector) is:

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Out of Pape

~Busy Ack Selected I/O Error unused unused Timeout

DOS function call INT 21h withAH= 5 prints the contents @fL interpreted as an ASCII character.
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13.3 Machine Language Control of Printer Adapter

BIOS calls or DOS functions are most likely adequate for the control of a printer in the polled mode. Direct machine-
language control is necessary, however, in situations such as the following:

- Interrupt-driven operation of the printer.

- Polled operation with features which, e.g., permit taking the printer offline for adding paper without incurring the
automatic 16-second timeout and the consequent loss of a character.

« READING parallel data INTO the CPU from a device.

Figure 13-2. Simplified Logic Diagram of the Printer Adapter

Data bits 0-7 bits 0-7 — , ,
Bus D Q bits 0-7 bits 0-7
Data
INOT |_ LK Out |' OF | pataIn
Direction Latch Buffer
Control (Data Port) O' (Data Port) IN
25-pin D bits 3-7 bits 3-7
connector e |_ OF | status In
Buffer
(Status Port) IN
bits 0-5 bits 0-3 _D bits 0-3 bits 0-4
1ts O- i its O-
Control Out D Q |- . OE Control In
Latch |— CLK bit 4 Buffer
IRQ Enable
(Control Port) O (Control Port) IN
IRQ7
? ~ ~Acknowledge

Machine-language control usedTinstructions to transfer a byte from registdr of the CPU to the adapter’s Out
latches, ofN instructions to transfer data from the In buffers to regigterA simplified logic diagram is shown in
Figure 13-2 Machine language control is straightforward but several peculiarities of the adapter logic must be noted:

- Data is sent to the printer bguUTputting a byte from registeaL to the Data Out Latch. This latch has tri-state
outputs which are always enabled. Thus, the printer's Data lines CANNOT be used for input; the Data In Buffer
can only be used to read back to data in the Data Out Latch.

. Status signals from the printer di¢put into registeAL via the Status In Buffer (bits 3-7 onlyJable 13-3shows

the meaning assigned to the various bits. Note that some signals are complemented between the connector and the

In Buffer. (The status byte returned by BIOS call 17h regigtehas a timeout indicator added in bit 0 and, for
some reason, has bits 3 and 6 complemented by software.)

Table 13-3. RegistelAL Bit Assignments for Printer Status Signals

Pin 11 Pin 10 Pin 12 Pin 13 Pin 15
Busy ~Ack Out of Paper Selected ~/O Error
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Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Out of Pape

~Busy ~Ack Selected ~I/O Error |n.c. n.c. n.c.

- Control signals are sent to the printer®yTputting registeAL (bits 0-5 only) to the Control Out Latcfiable 13-4
shows the meaning assigned to the various bits. Note that some signals are complemented between the latch output
and the connector. Bit 4 (IRQ ENABLE) is not available at the connector; it is used to enable the ORing of the
ACKNOWLEDGE status signal to the IRQ7 input to the 8259 Interrupt Controller (which will cause an interrupt
OFh if not masked). Bit 5 is latched but not used further (see, however, the following section).

The control signals at the connector may be read back into regisfgits 0-4 only) via the Control In Buffer. There

are corresponding complementations between the connector and the In buffer (and bit 4 is simply a copy of the Out
latch bit 4) so thafTable 13-4can be used in reverse for input. Note that since the Control Out Latch outputs are
buffered, the control signal pins corresponding to control bitsc@+8e used for input.

Table 13-4. RegistelAL Bit Assignments for Printer Control Signals

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
n.c. n.c. n.c. IRQ Enable | Select ~Initialize | Auto Feed | Strobe

Pin 17 Pin 16 Pin 14 Pin 1

~Select ~Initialize | ~Autofeed |~Strobe

To illustrate machine language control, a program fragment corresponding to subfunction 0 ("print the character in
registerAL") of BIOS call 17h is shown below:

sti ; allow higher-priority interrupt
mov si, dx ; printer number
mov bl, [PrintTimeout+si]
; load timeout parameter byte (=10 for PC)
shl si, 1
mov dx, [PrinterBase+si]

; Data port address of printer in DX

OR AH, AH

JZ .B2
.B2: ; subfunction 0
push ax
out dx, al ; send character to Data Out latch
inc dx ; point to Status port
.B3: ; loop while BUSY until timeout
sub cX, cx ; outer loop
.B3_1: ; inner loop
in al, dx ; read printer status
test al, 80h ; test the BUSY status bit
jnz .B4 ; not busy
loop B3 1 ; busy: repeat inner loop
dec bl ; decr. outer loop counter
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jnz .B3 ; repeat outer loop
or ah, 1 ; set timeout flag
and ah, OF9h; clear unused bits
jmp ; go to return with error flag set
.B4: : NOT BUSY: send ~STROBE
inc dx ; point to Control port
mov al, ODh ; set bit 0 (=STROBE) high -- also sets

IRQ ENABLE low, SELECT high,
~INITIALIZE high, and AUTO FEED low

’

out dx, al ; send character to Control port
mov al, OCh ; set STROBE low again

out dx, al

pop ax

; go to read the status into AH
iret

13.4 Use of the Printer Adapter for Data Input

If 5 bits are sufficient for input, BIOS call 17h, subfunction 2, can be used to read the printer status lines into bits
3-7 of registeinH—seeSection 13.2Note that the signals appearing in bits 7, 6, and 3 will have been complemented
either by the printer adapter hardware or BIOS software, bits 2 and 1 will be low, and bit 0 will be set to the timeout
flag value.

Either the 5 status lines or the 4 control lines can be read into registeith machine language instructions—see
Table 13-3andTable 13-4for the bit assignments and signal complementations. The control lines can safely be used
for input since the Control Out Latch outputs are buffered properly. Unconnected lines will float high.

If 8-bit parallel input via the printer DATA lines is desired the adapter hardware must be modified so that the ~OE
(OUTPUT ENABLE) input to the Data Out Latch is under program control. Bit 5 of the Control Out Latch can be used
for this purpose; in fact, since bit 5 of the control byte is held low by the present version of BIOS this modification
would not interfere with normal BIOS use. An improved adapter design would allow bit 5 of the Control Out Latch to
be read back via the Control In Buffer.
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V. Protected Mode

This part of the lab manual serves as a tutorial for programming in assembly in the 32-bit protected mode available
on 32-bit x86 processors.






Chapter 14
Introduction to Protected Mode

14.1 How to Do this Tutorial

Instead of having a huge reference section, and then a huge code description section, this tutorial introduces protected
mode a little bit at a time. “Here’s how this works. Now here’s how the code needs to be written. Now write the code,
and explore a little.” It's probably not worth reading over the whole thing before starting. Just sit down at a computer
and go through it step by step. It will take some time to complete this tutorial, but you'll learn everything the right
way with no “black boxes” or mysterious files. If a file does seem mysterious, type it in instead of blindly pasting it

in. Look at the references. Ask questions in the class newsgroup if something is puzzling. This tutorial covers more
than just 32-bit protected mode itself; it also explains a little about how assemblers, compilers, and linkers work, a
little about Makefiles, and a little about graphics. So let’s begin where every good tutorial should begin—at the end.

14.2 The Goal

The Goal is to learn the basics of protected mode to prepare you for later MPs in ECE 291, where you'll be using the
tools and concepts you learn in this tutorial. By the end of the tutorial, you should be familiar with the following:

The differences between real and protected mode on the x86 architecture.

« The purpose of DPMI, and how to use it from protected mode.

How to write a protected mode program in assembler with the help of DIJGPP.

- How to use the PModelLib functions, and how some of them work internally.

14.3 Protected Mode and the Final Project

Advantages:

+ Better memory management
- Can allocate huge (multimegabyte) buffers for high color, high resolution images and other data.

- Don't have to deal with 64K segment limitations.
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« Better instructions
. Take full advantage of advanced instructions.

- Reference memory withnyregister or some combinations of registers.

« High color, high resolution graphics
- Final projects lookmuchnicer.

- No need to manage or match palettes of only 16 or 256 colors.

- PModeLib

- A big library with source code that provides memory allocation, sound, graphics, and networking functions.

Disadvantages:

« It’s less familiar and more complex than real mode (hopefully this tutorial will make it more familiar).
«+ Doing hardware stuff will be slightly more difficult.

- Debugging will bemuchmore difficult (the debugger is significantly harder to use than Turbo Debugger, and doesn’t
provide source-level debugging).
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DJGPP Development
Environment

The development environment used for this tutorial and for the protected mode MPs in ECE 291 is different from the
one used for all of the other MPs. For this tutorial (and in the protected mode MPs and probably your final project),
you will be using the DIJGPP compiler system. The entire environment is installedwnde&291\d;jgpp\. It's also
available for download atttp://courses.ece.uiuc.edu/ece291/resources/djgpp.zip for those that want

to install it at home.

15.1 About DJGPP

DJGPP fittp://www.delorie.com/djgpp/ ) is a complete 32-bit C/C++ development system for Intel 80386 (and
higher) PCs running DOS (or any version of Windows). It includes many of the standard GNU development utilities
(gcc, g++, gdb, etc) that are the de facto standard tools available on most UNIXes, including Linux. The development
tools require a 80386 or newer computer to run, as do the programs they produce. In almost all cases, the programs it
produces can be sold commercially without license or royalties.

15.2 About DPMI

DPMI is the DOS Protected Mode Interface. The programs produced by DJGPP run in 32-bit protected mode. The
transition from real-mode to protected-mode is provided by the DJGPP real-mode stub, which calls DPMI. DPMI is
also used by DJGPP programs to allocate memory, set interrupt vectors, and perform protected-mode to real-mode
(and vice-versa) interrupt call translations.

Why is DPMI necessary? Multitasking operating systems such as Windows 2000 run DOS programs within a “virtual
8086” environment, provided by 80386 and higher processors, that isolates the operating system from program errors.
However, this processor mode also restricts access to certain features of the processor, such as the ability to switch
between real and protected mode. DPMI is a standardized interface that provides interrupt-level functions for things
such as switching between real and protected mode, allocating memory, and setting interrupt vectors.

If we were writing programs under a non-multitasking operating system such as DOS, our programs would have
complete control of the machine, as we wouldn'’t be limited by the virtual 8086 mode. However, DPMI isn't available;
we’d have to implement all of its functionality by manipulating control registers on the processor and building various
data structures by hand. While this would be an interesting (yet difficult) exercise, fortunately Charles Sandmann has
already done it for us by writing the CWSDPMI utility, a full DPMI provider that runs on DOS.

As we’llassume DPMI is the lowest level protected mode interface available for our programs’ use, we will learn about
protected mode by first using these functions directly. Later, we’ll combine these low-level functions into higher-level,
easier-to-use library functions.
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Chapter 15 DIJGPP Development Environment

15.3 Setting Up DJGPP

Normally setting up DJGPP requires the downloading of numerous (20+) ZIP files and some minor configuration.
However, a fully installed and configured version of DJGPP is available on the lab machines. It should already be set
up and ready to use for this tutorial.

If you want to develop at home, everything you need istinp: //courses.ece.uiuc.edu/ece291/resources/
djgpp-zip. There are some environment variables that need to be set properly in order for the tools to work correctly:

SET PATH=C:\djgpp\bin;%PATH
SET TMP=C:\temp
SET TEMP=C:\temp
SET DJGPP=C:\djgpp\djgpp.env

A batch file,djgpp.bat , is included indjgpp.zip that sets these environment variables. It is necessary to edit this
file (to change the directory locations if necessary) and run it in every DOS box you intend to use the DJGPP tools
in. If this gets tiring, you might try setting these variables in the Environment Settings dialog box, accessed from the
System Control Panel, Advanced tab (in Windows 2000).
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Chapter 16
Starting Protected Mode

16.1 Our First Protected Mode Program

1. Make an emptytutorial folder. Make arvasic.asm file. Type this code into theasic.asm file:

BITS 32 ; Tell NASM we're using 32-bit instructions by default.
GLOBAL _main ; Tells the linker about the label called _main
SECTION .text ; Says that this is the start of the code section.
_main: ; Code execution will start at the label called _main
mov eax, 42 ; The simplest program you’ll write in this class.
ret ; Return to DJGPP’s crtO library startup code
2.Go into the directory and typeasm -f coff basic.asm -l basic.Ist . A quick run ofnasm -hf shows

that this assembles thhasic.asm file and createsasic.o in the form of a COFF object file. (This is the format

that the DJGPP linker can read). The object file contains the assembled code and data and information about the
variable and label names so that the linker can link the object file with other object files and the system libraries.
NASM also creates a list file calleghsic.1st which contains the compiled code with line numbers, addresses,

and data tacked on to it. Look at this file. What is the opcode for ret? How many bytes were the two opcodes in
the _main function? Note how large the constant “42” is.

3. Typeobjdump --disassemble-all basic.o to disassemble the object file that NASM created and print its
contents to the screen. (This step doesn'’t actually do anything, it's just to see how NASM works.) Look at the
objdump output. This is the information that’s in an object file. Question 3: How much of the mov opcode was
actually opcode and how much data? Hint: find the hex value of your data in the opcode.

4.Typegcc -o basic basic.o which runs gcc, which runs the linker to take th&ic.o file and link it with
the DJGPP startup code to make it an executable.

A linker takes a bunch of assembled object files and sticks them all into one big object (probably executable)
file. Object files can call routines or access variables in other object files as long as they are dactaadn

one object file andEXTERNIN the others. When something is declaredza®BAL NASM will put its name and
address into the object file it creates. Other object files, BXMERNreferences to a routine or variable, will be
assembled into object files with unresolved links. The linker takes these object files, matches up the names, and
puts the the address of ti@.OBALroutine or variable into the code instead of just an unresolved name. This is
how the LIB291 library code has been matched up with the MP code since the beginning of the class.

5. Type "objdump --disassemble-all basic > out.txt" and look at out.txt (which is now huge) to see the dump of the
object file it created with all the libraries. Find gsort >. Find <start > and<exit >. <start > is where
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protected mode execution actually starts. It eventually calls yourain >. When<_main > returns, execution
passes into theexit > code which calls thez_exit > code which calls thez__exit > code, which finally
leaves protected mode. This is how C works. Be afraid. Be very afraid.

6. Typebasic to run the example program. Nothing happened? Good. Awe at the fact that there’s only one line
of assembly, yet twenty million things had to go on to get into and out of protected mode, to load the code, to
interact with the operating system, to toggle the bits in the microprocessor, to manipulate the quantum state of
billions and billions of electrons, etc, etc...

If it seems like an excessive amount of work for one line of code, it is. It's possible to do the exact same thing
this “basic” program did in real mode. Keep in mind that this is only the beginning, and it's good to start simple.

7.Typecv32 basic to actually see what's going on. This is the best protected mode debugger available in ECE
291 at the moment. HE8 a few times to step through. (Go slow, or it's easy to miss the one line of cAtteH
brings up a help screeAlt-X exits. CV32 will become more useful as the programs get more complex.

16.2 Going Behind the Scenes

The startup of a protected-mode program is far more complex than a real-mode program. First, DOS reads in the
real-mode stub and executes it. This real-mode stub checks to see if DPMI is available, and then uses it to switch
to protected mode. After switching to protected mode, it then asks the operating system to allocate memory for the
program’s code and data segments, loads the protected mode image from disk, and then directs processor execution
into the DJGPP library startup code. This startup code does some dirty work such as reading the command line and
initializing the standard library, and then (finally) runsain .
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Differences Between Real Mode
and Protected Mode

17.1 Source Differences

Up to this point in ECE 291, the MP’s have been written in real mode, with a source design that reflects real mode
assumptions. When writing code for protected mode, the source organization will change, but only slightly. The
primary differences are:

17.1.1 SEGMENTs Now SECTION

In protected modesSEGMENWould be a bit of a misnomer, as while segment registers are still used to address memory,
they hold selectors instead of segments Geetion 17.2.3or more information about this). In NASMSEGMENaNd
SECTIONare treated identically internally, so this is just a semantic change, not a functional one.

17.1.2 No STACKSegment

Unlike the real mode MPs, the DJGPP platform used for writing protected mode code in ECE 291 provides a stack,
so there’s no need for the assembly source to provide one.

17.1.3 Execution starts at _main, not at ..start

As the assembly program is linked to the DJGPP startup code also means the program execution doesn’t begin at the
.start  label as it did in real mode, but at the C-style functiomain .

Tip: _main is called in exactly the same was as how it's called for C programs. Those that are already familiar with
C may know about the two arguments passed (on the stack, using the C calling convention) to this function: int
argc and char *argv[] , which can be used to retrieve the command-line arguments passed to the program. See
a C reference for information on the meanings of these two parameters and how to use them to read command-Iline
arguments.
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17.1.4 Don’'t Set DS=CS

As Section 17.2.3.3hows,DSandCSactually do point to the same memory space in protected mode, just as they did
in real mode, bu€cSandDSdo not hold the same numerical value.

Caution: As CSis set up to be read-only, if the program code does set DS=CSat the beginning of the program, the
data segment becomes read only!

17.1.5 The Uninitialized Data Section: .bss

This change is a conceptually major one: the addition ofiainitialized data segment. What does this mean? All

data variables declared in tivgtialized data section take up space in the executable image on disk. This data is then
copied into memory when the program is run, along with the program code. Data placed in the uninitialized section,
on the other hand, does not take up space on disk. When the program is run, extra space is tacked onto the end of the
data segment (accessed with) and initialized to 0.

There are uninitialized equivalents to tite, dw, etc. family of data declarations that start withs' ” (reserve) instead
of “d” (declare), e.gresb , resw , etc. These “reserve” equivalents just take a single number: the number of data items
of this size to reserve space for. Within tihhes section, these equivalents must be used instedt ahd the like.

Use thebss section instead of thelata section for variables that can be 0 at program startup. Remember that the
“res " family takes thenumberof items, so:

SECTION .data

adb O

b dw 0,0,0
c dd 0,0
Becomes:

SECTION .bss

a resb 1
b resw 3
c resd 2

17.1.6 CODHs now .text , DATAIS now .data

The code segment is now callaext and the data segment is calledta . The segments changed names to match
the segment names used by DJGPP. These names are also considered standard on the UNIX platform.

Why is the uninitialized section calletiss and the code section callegxt ? Both names have a long history
in UNIX, but the history of.bss is perhaps the most interestingtfp://compilers.iecc.com/comparch/
article/98-01-015).
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17.2 Memory Differences

17.2.1 Address are 32-bit

The address space is one, big, flat 32-bit space. When accessing memory, it needs to be accessed with 32-bit addresses.

[DI] is as meaningless §®L] was in real mode.

Caution: NASM will accept [ DI] as a memory address without warning about its use! This can work, but only if the
address fits in DI (eg, is in the first 64k). As this is not usually the case (especially when doing operations with large
buffers), this doesn’t usually work. Make sure to use the full 32-bit registers when doing address computations!

17.2.2 Any Register Can be Used to Access Memory

You can access memory like this [segment : any_32-bit_register + any_other_32-bit_register*(1/2/4/8) + constant]
This means that this is all legal:

mov al, [eax+4*ebx+12] ; ds is the assumed segment
mov ax, [gs:ecx-99] ; ds, es, fs, and gs are ALL segment registers.
mov edx, [myarray + ebx*4] ; Locally multiply by four before to access array.

17.2.3 Segments are Completely Different

If you have a picture in your head of how segments work in real mode, great. If you know about how to calculate a
linear address by multiplying the segment by 16 and adding the offset, great. You'll need this for the exam. You won't
need this for protected mode. The segment registers in protected mode are now the selector registecsorfs

an index into a descriptor table. In the case of a single application program, it's an index into the Local Descriptor
Table (LDT). The LDT is a table of (not suprisinglgscriptors Descriptors hold information about a sub-region of

the 4 Gigabyte 32-bit physical address space. The reason we need this table is because in protected mode, not every
segment is the same size. Enough of theory; time to look at how this actually works, in the debugger.

Using the Debugger to examine the LDT

1. Open some program in cv32 (like thasic program covered iSection 16.1
2.The help ALT -H) says that to look at the Local Descriptor Table, tydd -L, so do so.

3.Look at the Code SelectoC§). Remember that the number here represents the Local Descriptor Table offset.
Scroll down to this offset in the Local Descriptor Table window.

4.1t should say that it is a code selector that is read only. It probably starts at some huge linear starting address
(0x837e5000) and is pretty big (Ox0001ffff).

5. Now look at the Default/Data Selecta®) and its LDT entry.

6. Looking at the LDT entry foDS, it should be 32-bit data which is both readable and writeable. It starts at the
same address and is the same size as the Code Selector, strangely enough. Of course in the past MPs in ECE
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291, we've seDSto point to the same place &S Note that the same thing is true here even though the selector
registers themselves have different values.

How the Processor Handles Memory Accesses

To get the linear address forov EAX dword [ DS EBX , the processor looks in the Local Descriptor Tablefgs
linear starting address. It then adds the offset (in this case the valiiBjrio get the linear address.

While the processor is doing this, it checks the offset against the segment length in the LDT. If the offset is “out
of range” when it preforms the check, the processor causes a General Protection Fault and calls interrupt 13h. This
interrupt goes to the operating system which promptly terminates the program for trying to access memory that it
doesn’t own. (This is one of the ways memory is protected in protected mode). “So why can'’t the program just go into
the Local Descriptor Table and give the segment a huge length?” Programs are never allowed to deal with the Local
Descriptor Table directly. They must request additional memory from the OS, and the OS changes the descriptor table.
The OS also keeps track of what programs have what memory and shuts down misbehaving programs.

Tip: General Protection Faults are the primary cause of program crashes when programming in protected mode.
When a fault occurs outside of a debugger, the program is terminated and information is printed to the screen that
shows all the registers, the segments and their limits, and a stack trace. In a debugger, the debugger halts the
program, highlighting the line that caused the error.

Once the processor has the linear address and has verified the offset is correct, it looks in the processor’s Virtual
Memory Page Table to get the physical address, which is what actually gets sent out on the bus. If the Page table says
that the particular page required is not in physical memory, the processor causes a “Page Fault” and the operating
system (in this case, Windows) will have to load it off of disk. (This procedure is often called swapping). Note that
there are a few more levels of abstraction here than there were in real mode. ECE 291 doesn't cover Virtual Memory
or swapping, so this paragraph really isn’t that important to programming in ECE 291, except for the following:

Important: It's possible for memory areas accessible to the program to not actually be in memory at the time. This
will be particularly important when writing interrupt handlers (also called interrupt service routines). The details
surrounding ISRs in protected mode, using PModelL.ib, are covered in Section 18.7.

17.3 Using Interrupts in Protected Mode

Suprisingly enough, calling interrupts in protected mode under DPMI is very similar to calling interrupts in real mode.
Even though this isn’'t 16-bit DOS and DOS interrupt handlers are 16-bit code, most interrupt calls get mirrored
automatically by DPMI from protected to real mode. However, there are many situations for which this automatic
translation doesn’t work. Keep reading for details!
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17.3.1 The Interrupt Descriptor Table

Unlike in real mode, where the interrupt vector table is always at address 00000h, in protected mode, the Interrupt
Descriptor Table can be anywhere in memory and is protected by the processor and the OS. Also unlike the real-mode
interrupt vector table, the IDT stores additional information about the various handlers, but it is essentially still a
“jump table” indexed on the interrupt number.

17.3.2 Calling Interrupts under DPMI

Under DPMI, the entries in the IDT point to DPMI’s own interrupt service routines. For most of these, DPMI is kind
enough to just drop into real mode, call the corresponding real-mode interrupt, and return to protected mode before
returning to the calling program. Pretty complicated, but DPMI handles all these extra steps automatically.

For interrupts that don't use segment registers, this automatic translation works extremely well. Interrupts that have
inputs or outputs in segment registers, however, need to be called using a special DPMI function, because the segment
registers change when switching from protected to real mode and back. Also, even if the segment registers didn'’t
change, in protected mode setting a segment register to a real-mode segment value will (usually) cause a General
Protection Fault, because the segment registers must hold a valid selector value while in protected mode. DPMI
function 0300h, “Simulate Real Mode Interrupt,” allows the program t@Betgisters that can be read by the real-

mode interrupt handler. After the interrupt returns, the values of all the registers set by the real-mode interrupt handler
can be read back by the protected mode program.

17.3.3 Giving Data to Real Mode Interrupts

However, there’s a more fundamental problem here! Most interrupts that take segment registers as inputs use them to
point to data, and they use the segment registers in real-mode fashion (not as selectors). How can a protected mode
program give a real-mode interrupt data if this is the case?

Unfortunately, the program can't just call a magic function that translates a selector into a segment. This is impossible
unless the selector is located in the 20-bit address space of real mode and is less than 64k in length. Even if it were
possible, the offset would still be limited to 64k. Fortunately, DPMI provides an alternative solution: providing a way
for a protected mode program to allocate a segment of memory that's guaranteed to be accessible in real mode. DPMI
function 0100h, “Allocate DOS Memory Block,” allocates space in the low 1 MB of RAM (the 20-bit address space
visible to real-mode programs), and retubtth a selector that can be used to access this memory from protected
mode and a segment that can be used to access this memory from real mode.

Armed with the selector and segment values, a protected mode program can copy the data it wants to give the real-
mode interrupt into this memory and give the real-mode segment to the interrupt. The real-mode interrupt then reads
the data, and everything works great!

Naturally, the same process can work in reverse: the real-mode interrupt writing into the memory and the protected
mode program reading out of it after the interrupt returns.

So how does this DPMI function actually work internally? How does it ensure the memory allocation is in the low
1 MB of RAM? DPMI function 0100h, “Allocate DOS Memory Block,” has to go through a number of steps to
accomplish this:

1. Switch to real-mode.

2. Perform a DOS interrupt call to allocate the memaory the DOS is in charge of (below 1 MB).
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3. Calculate the physical address of the memory DOS allocated (by shifting the segment left by 4 and adding the
offset).

4. Allocate an LDT descriptor, and set its base address to the calculated physical address and the length to the size
of the allocated memory.

5. Return the index of this LDT entry iDX

Actually, all of these steps can be accomplished without too much trouble by normal protected mode code. However,
it's far easier just to use the DPMI interrupt.

Before exiting, DPMI function 0101h, “Free DOS Memory Block,” should be used to free the memory allocated by
DPMI function 0100h.

17.3.4 Examples

Now that the basics have been covered on how to call interrupts from protected mode, it’s time to look at some example
code!

Getting the Time

The first example program takes advantage of the automatic mirroring of interrupts into real mode by DPMI. It gets
the current time using DOS interrupt 21h, function 2@ht(p: //www.ctyme.com/intr/rb-2703.htm ).

Example 17-1. Getting the Time in Protected Mode

BITS 32
GLOBAL _main

_main:
mov ah, 2Ch ; Function 2Ch
int 21h ; Call DOS interrupt.
7 (Automatically mirrored by DPMI)
; At this point all the return values should be in the protected mode
; registers (CH, CL, DH, DL).

ret ; Return to DOS

Build this example program the same way “basic” was builSegction 16.1Run it under CV32 and look at the
registers after the interrupt call to make sure it did actually return the correct time.

Output a String to the Screen

This example is going to perform a much more complex task than the first. Essentially it’s the old Ld§284g
in protected mode. Alispmsg did internally was call DOS interrupt 21h, function 0fv¢{p: //www. ctyme. com/
intr/rb-2562.htm).

The first thing to notice about function 09h is that one of the inputs uses a segment r&@gstéhis should imme-
diately bring the discussion iBection 17.3.20 mind: we’ll need to use DPMI function 0300h to make the interrupt
call, as we can’t sadSwithout using it.

156


http://www.ctyme.com/intr/rb-2703.htm
http://www.ctyme.com/intr/rb-2562.htm
http://www.ctyme.com/intr/rb-2562.htm

Chapter 17 Differences Between Real Mode and Protected Mode

The second thing to notice is that the input takes a pointer to data that the protected mode program needs to provide.
This means the program will need to use the procedure detail®ddtion 17.3.30 put the string someplace where
DOS can gettoiit.

Example 17-2. Protected Mode “dspmsg” Program

BITS 32

GLOBAL _main

DOS_BUFFER_LEN equ 128 ; DOS buffer length, in bytes
SECTION .bss

; DPMI Registers structure used by INT 31h, function 0300h

DPMI_Regs

DPMI_EDI resd 1
DPMI_ESI resd 1
DPMI_EBP resd 1
DPMI_RESO resd 1
DPMI_EBX resd 1
DPMI_EDX resd 1
DPMI_ECX resd 1
DPMI_EAX resd 1
DPMI_FLAGS resw 1
DPMI_ES resw 1
DPMI_DS resw 1
DPMI_FS resw 1
DPMI_GS resw 1
DPMI_IP resw 1
DPMI_CS resw 1
DPMI_SP resw 1
DPMI_SS resw 1

; These variables will hold the selector and segment of the DOS
; memory block allocated by DPMI.

_Transfer_Buf  resw 1

_Transfer_Buf _Seg resw 1

SECTION .data

; String to print to screen
str db 'Hello, World!",13,10,'$’

SECTION .text
_main

; Allocate DOS Memory Block using DPMI
; Note that BX=# of paragraphs, so must divide by 16.

mov ax, 0100h
mov bx, DOS_BUFFER_LEN/16
int 31h
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; Save the return info in the Transfer_Buf_* variables.
mov [_Transfer_Buf], dx
mov [_Transfer_Buf_Seg], ax

; When debugging this program, look at the LDT for the
; selector in dx here. It should be labeled as 16-bit

; data, the starting address should = ax << 4, and its
; length should be DOS_BUFFER_LEN-1.

; Now that the memory has been allocated in DOS space,
; copy the string into it. Note that while a loop is

; used here, for larger amounts data (or data of fixed

; size), it would probably make more sense to use a

; string instruction such as rep movsd here.

push es
mov es, dx ; Put the selector into es.
xor ebx, ebx ; Offset into string
.loop:
mov al, [str+ebx] ; Copy from string
mov [es:ebx], al ; Into DOS memory area, starting at offset 0
cmp al, '$ ; Stop at the '$ marker.
jne .loop
pop es

; Set up the input registers for the DOS interrupt in the
;  DPMI_Regs structure above.
mov word [DPMI_EAX], 0900h ; Neat trick: even though DPMI_EAX
; Is a dword, thanks to little
; endian storing just a word works.
; Note that AH=09h, not AL.
; mov byte [DPMI_EAX+1], 09h would
;  have worked here too. Why? :)
mov word [DPMI_EDX], 0 ; Again, only care about the low 16
; bits (DX). Set to 0 because that's
;  where the string was copied to!

mov ax, [_Transfer_Buf_Seg] ; Put the real mode segment into
mov word [DPMI_DS], ax ;  the DS variable the DOS interrupt
;  sees.

; Now simulate the interrupt using DPMI function 0300h.

mov ax, 0300h ; DPMI function 0300h
mov bl, 21h ; Real mode interrupt number (DOS interrupt)
mov bh, 0 ; No need to set any flags
mov cx, 0 ; Don't copy any stack, not necessary
mov dx, ds ; Point ES:EDI at DPMI_Regs
mov es, dx ;. ES=our DS
mov edi, DPMI_Regs ; EDI=offset to DPMI_Regs
int 31h ; Call DPMI, which calls DOS, which prints
;  the string!

; Free the DOS memory block before exiting.
mov ax, 0101h
mov dx, [_Transfer_Buf] . It needs the selector
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int 31h

; We're done, exit back to DOS.
ret

Assemble and run the above code. Run it under cv32, and look at the LDT entry of the selector returned by DPMI
function 0100h. Play with the code some (until it breaks, and then figure out what's wrong with it)! We'll come back
to this code later (irBection 18.% and rewrite it so it uses PModeLib functions.
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Chapter 18
Introduction to PModeLlib

18.1 What is PModeLib?

PModeLib is the standard protected mode library for ECE 291. It provides a much larger set of functions than the real
mode library to make programming in protected mode easier. Almost 100 functions cover memory handling, file 1/0O,
graphics files, interrupts and callbacks, text mode, graphics mode, networking, sound, and DMA in addition to some
other general purpose functiodgpendix Acontains a full reference to all of the functions included in PModeLib.

18.2 The proc and invoke Macros

PModeLib uses the 32-hit C calling convention. See the first page of the PModeLib Refefgpandix A for a
quick overview, oiChapter &or a more detailed look at how this calling convention works.

Because some of the functions in PModeLib can take many parameters, a set of macros which implement the C calling
convention has been provided to make it easier to both write and use these functions.

18.2.1 Using invoke

We highly recommend using tlievoke macro to call the library functions, &«ample 18-ldemonstrates.

Example 18-1. Using theénvoke macro

invoke _FindGraphicsMode , word 640, word 480, word 32, dword 1
invoke _SetGraphicsMode , ax
invoke _CopyToScreen , dword Image, dword 320*4, dword O, \
dword 0, dword 320, dword 240, dword 160, dword 120
invoke _UnsetGraphicsMode

18.2.2 Writing Functions using  proc

Usinginvoke makescalling functions using the C calling convention a lot easier, but what about the other side: what
facility makeswriting functions that use the C calling convention easier? The answegods (and its companion
endproc ). PModeLib itself uses thproc andendproc macros, so its source code (located in ¢he directory in
V:\ece291\pmodelib) contains many examples of the use of these two macros.

Tip: Look at the PModeLib source as a guide on writing code in protected mode, as well as a guide on how to
write functions using the C calling convention!
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Let's examine a very simple function that takes two parameters. We’ll examine three versions: one uses registers to
pass in the parameters, one uses the C calling convention but doesn’t ygecthmacro, and the last uses the C
calling convention along with theroc andendproc macros.

Diff with Register Inputs

GLOBAL _main

SECTION .text

_main:
mov eax, 5
mov ebx, 3
call Diff
; Result in eax (should be 2)
ret

; Purpose: Subtracts ebx from eax.
; Inputs:  eax, number to be subtracted from
; ebx, amount to subtract
; Outputs: eax, result of subtraction
Diff
sub eax, ebx
ret

Diff with C Calling Convention (but without  proc )

Suppose for a moment thaiff was a much more complex function with more arguments. Or that it needs to be
called from some C source code. Or that it just needs to use the C calling convention because every other function
in the program uses the C calling convention. No matter the reason, let’s r@iffiteso that it uses the C calling
convention instead of registers to get its parameters. Let's assume for the moment that we don't bawe tre

invoke macros, and see what the code looks like.

GLOBAL _main
SECTION .text

_main:
; Parameters pushed in reverse order
push dword 3
push dword 5

call _Diff

add esp, 8 ; Throw away parameters (still on stack)
; Result in eax (should be 2)

ret

; int Diff(int a, b);
; Purpose: Subtracts b from a.
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; Inputs: &, number to be subtracted from
; b, amount to subtract
; Outputs: Returns a-b.

_Diff ; Prepended underscore to function name
push ebp ; Save caller's stack frame
mov ebp, esp ;. Establish new stack frame
mov eax, [ebp+8] ; Get the first parameter
sub eax, [ebp+12] ; Subtract the second parameter
pop ebp ; Restore the base pointer
ret ; Return to caller, with result in eax

Diff Using proc

Whew! That's quite a mess of code, and there’s a lot for us to keep track of and remember, even for a function that
just takes two parameters: the arguments have to be passed in reverse order, 8 needs to beaddéertthe call,
EBPneeds to be played with inside the function (pushed, modified, and popped), and the “magic” constants 8 and 12
need to be used to get the parameters off the stack! Let’s ugedtie endproc , andinvoke macros to clean this

code up, and make it easier to read, maintain, and write correctly in the first place!

%include "lib291.inc" ; Defines proc, endproc, invoke
GLOBAL _main
SECTION .text

__main:
invoke _Diff, dword 5, dword 3
; Result in eax (should be 2)
ret

; int Diff(int a, b);

; Purpose: Subtracts b from a.

; Inputs: a, number to be subtracted from
; b, amount to subtract

; Outputs: Returns a-b.

proc _Diff ; "proc" followed by name prepended with underscore
.a arg 4 ; First parameter, dword (4 bytes)
.b arg 4 ; Second parameter, dword (4 bytes)
mov eax, [ebp+.a] ; Get the first parameter
sub eax, [ebp+.b] ; Subtract the second parameter
ret ; Return to caller, with result in eax
endproc
_Diff_arglen equ 8 ; Sum of all parameter sizes

Thatis a lot easier to read! Comparing it to the nprec version, it's easy to see exactly whabc , endproc , and
invoke do, and to a certain extent how they work. For examplejrtteke macro knows how much to add EsP

after the call by looking for Diff_arglen , which is why it must be present and be equal to the sum of all parameter
sizes.
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18.2.3 Pointer Parameters

Several of the PModeLib functions takeinter parameters. A pointer paramter is simply a parameter that takes the
addresoof a value rather than the value itself. Let’s rewibi# one more time, with a few changes:

. It subtracts two 16-bit integers, not two 32-bit integers (in C parlance that means they're “short” instead of “int”).
- The two parameters are passed as pointers.
« The output is also passed as a pointer.

Wait a second! Theutputis passed as a pointer!? Yes, and in fact this is a common way for a function to return
multiple values, or return a value as well as an error code. As a pointer (or address) of the output is passed, the
function knowswhereto store the result, and thus just stores the result to that address before returning. Let’s take a
look at the nevDiff !

%include "lib291.inc" ; Defines proc, endproc, invoke
GLOBAL _main
SECTION .data

; As we're passing addresses, the values (and result) have to be in memory.

vall dw 5
val2 dw 3
SECTION .bss
result resw 1 ; The result is unknown, so put it in .bss

SECTION .text

main:
; Pass addresses of memory variables. Even though the values are
;. words, their *addresses* are dwords!
invoke _Diff, dword result, dword vall, dword val2
; Result in result variable (should be 2)
; As it's a "void" function, disregard eax value
ret

; void Diff(short *r, short *a, short *b);

; Purpose: Subtracts b from a.

; Inputs: &, number to be subtracted from
; b, amount to subtract

; Outputs: r, result of subtraction (a-b)

proc _Diff
.r arg 4 ; Note that even though the parameters being
a arg 4 ; pointed to are words (2 bytes), the pointers
.b arg 4 ;  themselves (the parameters) are dwords!
push esi ; We have to save esi and edi.
push edi ; Yes, this function could be coded without

using them, but just as an example...

164



Chapter 18 Introduction to PModeLib

; Load values of a and b, and do subtraction.

mov esi, [ebp+.a] ; Get "a" *offset*
mov cx, [esi] ; Get "a" *value*
mov ebx, [ebp+.b] ; Get "b" *offset*
sub cx, [ebx] ;. Subtract "b" *value* from "a" value

; Store result into variable pointed to by r.

mov edi, [ebp+.r] ; Get "r" *offset*
mov [edi], cx ; Store result
pop edi ; Restore saved registers before ret
pop esi
ret ; Return to caller, eax can be anything
endproc
_Diff_arglen equ 12 ; Sum of all parameter sizes

Passing pointers is inefficient for such a simple function, but is invaluable for functions that need to return more than
one value (eg, return a value into one of the pointed-to parameters as well as return a value in the “normal” fashion
in EAX) or that take entire structures as parameters (just the starting offset of the structure can be passed on the stack,
rather than every variable in the structure). Pointers/offsets/addresses can be used in very powerful ways.

Tip: For practice using and writing functions using proc and pointer parameters, rewrite the “dspmsg” example
program (the one rewritten using PModeLib in Section 18.4) to split the “dspmsg” functionality into a separate
function that uses the C calling convention:

void dspmsg(char * string );

and then call the dspmsg function, using the invoke macro, from the main program.

18.3 Using PModeLib: A Framework

Any program that uses PModeLib should follow this basic framework. It must also linknastge1.a (this will be
done by default in the protected mode MP).

%include "lib291.inc"

GLOBAL _main

SECTION .text

_main
call _Liblnit : You could use invoke here, too
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test eax, eax ; Check for error (nonzero return value)
jnz near .initerror

... do stuff using PModeLib functions ...
call _LibEXxit

.initerror:
ret ; Return to DOS

18.4 Using Interrupts with PModeLib Functions

In Section 17.3we looked at how interrupts are called from protected mode. The concepts are still the same with
PModeLib, but many of the details are integrated into PModeLib (such a®®Ml_Regs _Transfer_Buf and
_Transfer_Buf_Sewgariables). Also, PModeLib provides a nice wrapper function around DPMI function 0300h, aptly
namedPMI_Int .

Here is the same print string program we looked & éttion 17.3.4.2written using PModelLib:
Example 18-2. PModeLib “dspmsg” Program

%include "lib291.inc"

BITS 32

GLOBAL _main

SECTION .data

; String to print to screen
hello db 'Hello, World"",13,10,'$’

SECTION .text

_main
call _LiblInit ; Initialize PModelLib
; PModeLib allocated the DOS memory for us; just
; copy the string into it. Note that while a loop is
; used here, for larger amounts data (or data of fixed
; size), it would probably make more sense to use a
; string instruction such as rep movsd here.
push es
mov es, [ _Transfer_Buf ] ; Put the selector into es.
Xxor ebx, ebx ; Offset into string
.loop:
mov al, [hello+ebx] ; Copy from string
mov [es:ebx], al ; Into DOS memory area, starting at offset 0
cmp al, '$ ; Stop at the '$ marker.
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jne .loop
pop es

; Set up the input registers for the DOS interrupt in the PModeLib
; DPMI_Regs structure.
mov word [ DPMI_EAX, 0900h ; Neat trick: even though DPMI_EAX
; is a dword, thanks to little
; endian storing just a word works.
; Note that AH=09h, not AL.
; mov byte [DPMI_EAX+1], 09h would
;  have worked here too. Why? )
mov word [ DPMI_EDX, 0 ; Again, only care about the low 16
;  bits (DX). Set to 0 because that's
;  where the string was copied to!
;  sees.
; I's not necessary to set DPMI_DS because Liblnit sets it.

; Now simulate the interrupt using the PModelLib function DPMI_Int:
mov bx, 21h ; Real mode interrupt number (DOS interrupt)
call DPMI_Int

; PModelLib’s LibExit frees the DOS memory block.
call _LibExit

: We're done, exit back to DOS.
ret

18.5 Allocating Memory

Allocating memory is something that was never needed in the MP’s up to this point. So why is it necessary to learn
about it now? Primarily because we're going to start working with sosadly big (multi-megabyte) data such as
images. Once a program’s memory usage goes beyond a few kilobytes, it's smart to dynamically allocate memory at
run time, and PModeLib provides a function to make this tasicheasier.

AllocMem() takes just a single paramete&ize , which specifies the number of bytes to allocate. It returns the
starting offset of the newly allocated block, which you can use just like any other offset (such as to a variable).
Generally it's a smart idea to store this offset in a variable, which adds a layer of indirection, but makes it easier to
allocate and keep track of several memory blocks at once. There is no way to free memory once it's allocated; the
memory is freed when the program exits.

Example 18-3. Allocating Memory

%include "lib291.inc"
GLOBAL _main

testlsize equ 4*1024*1024 . 4 MB
test2size equ 1*1024*1024 ;1 MB
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SECTION .bss ; Uninitialized data
testloff resd 1 ; stores offset of testl data
test2off resd 1 . stores offset of test?2 data

SECTION .text

_main

.error:

.initerror:

168

push esi ; Save registers

push edi

call _LibInit ; You could use invoke here, too
test eax, eax ; Check for error (nonzero return value)
jnz near .initerror

; Allocate testl memory block

invoke  _AllocMem , dword testlsize

cmp eax, -1 ; Check for error (-1 return value)
je near .error

mov [testloff], eax ; Save offset in variable

; Allocate test2 memory block

invoke _AllocMem , dword test2size

cmp eax, -1 ; Check for error (-1 return value)
je near .error

mov [test20ff], eax ; Save offset in variable

; Fill the testl block with O’s.
; We don't need to set es=ds, because it's that way at start.

xor eax, eax ; Fill with 0

mov edi, [testloff] ; Starting address (remember indirection)
mov ecx, testlsize/4 ; Filling doublewords (4 bytes at a time)
rep stosd ; Fill!

; Copy from last meg of testl to test2

mov esi, [testloff] ; Starting address of source

add esi, testlsize-1024*1024 ; Move offset to last meg
mov edi, [test2off] ; Destination

mov ecx, test2size/4 ; Copying dwords

rep movsd

call _LibEXxit

pop edi ; Restore registers

pop esi

ret ; Return to DOS
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18.6 File 110

Just filling memory with constant values isn’t very interesting (or useful). It's far more useful to be able to load in data
from an external file: graphics being the most obvious example. However, data such as maps, precalculated function
tables, and even executable code can be loaded from disk. The library itself loads executable code from disk for the
graphics driver.

The library has a set ajeneral file handling functionthat make opening, closing, reading, and writing files much
easier. TheOpenFile()  function takes a pointer to (the address of) the filename to open, and returns an integer
handle which identifies the file for all of the other file functions. It is therefore possible to have multiple files open at
the same time, but be aware that there is a limit on the maximum number of open files, so it's smart to have as few
open at the same time as possible: when loading multiple files, open, read, and close one before loading the next.

As the library has a specialized set of functions for loading graphics files, it's wise to use those instead of the generic
file functions for loading graphics files. We’ll use those when we cover high-resolution graphics using PModeLib.

Example 18-4. File I/O

%include "lib291.inc"

GLOBAL _main

mapsize equ 512*512 ; 512x512 map

SECTION .bss ; Uninitialized data

mapoff resd 1 ; Offset of the map data

SECTION .data ; Initialized data

mapfn db "mymap.dat",0 ; file to load data from (notice O-terminated)

SECTION .text

_main
push esi ; Save registers
call _Liblnit : You could use invoke here, too
test eax, eax ; Check for error (nonzero return value)
jinz near .initerror

; Allocate memory for map

invoke _AllocMem , dword mapsize

cmp eax, -1 ; Check for error (-1 return value)
je near .error

mov [mapoff], eax ; Save offset

; Open file for reading

invoke  _OpenFile , dword mapfn, word O

cmp eax, -1 ; Check for error (-1 return value)

je near .error

mov esi, eax ; EAX will get overwritten by ReadFile so save
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; Read mapsize bytes from the file.
; Note the indirection for the address of the buffer.

invoke _ReadFile , esi, dword [mapoff], dword mapsize
cmp eax, mapsize ; Check to see if we actually read that much
jne .error

; Close the file

invoke  _CloseFile , esi
.error:
call _LibExit
.initerror:
pop esi ; Restore registers
ret ; Return to DOS

18.7 Protected Mode Interrupt Handling

We've previously covered real mode interrupt handling, calling DOS to change the interrupt table to point at our code,
chaining to the old interrupt handler for timer interrupts, and other concepts. While the general concepts don't change
when we go to protected mode, the implementation does, and thesewal functions in PModeLito make the
transition less painful.

Thelnstall_Int() andRemove_Int() PModeLib functions make it easy to install a standard interrupt handler in
protected mode (eg, one for timer or keyboard). The interrupt handler is just a normal subroutine (it should end with
aret instruction), and it should return a valuelEaXto indicate whether the interrupt should be chained to the old
handler or not: a zero value indicates the interrupt should just return (realireodg a nonzero value indicates the
interrupt should chain to the old handler (real-mgdp or call ).

One thing that is important to remember isléck the memory areas an interrupt handler will access; this includes

any variables it uses and the interrupt handler code itself. The reason we need to lock these areas is due to paging: any
area of the program may be swapped out to disk by the operating system and replaced with another piece of code or
data. While it is automatically reloaded when accessed by the program, this can cause unacceptable delay for interrupt
handlers, as it may take many milliseconds to load the code or data back from disk. Locking prevents the operating
system from paging out that area of memory. So why don'’t we lock the whole program? It's really unfriendly to do
that in a multitasking environment, especially if your program takes up a lot of memory and it's a limited-memory
system. Locking is another reason to keep your interrupt handlers short and keep most of the processing in the main
loop (which doesn't have to be locked). The PModeLib functiockArea() is used to lock memory areas.

Example 18-5. Hooking the timer interrupt

%include "lib291.inc"

GLOBAL _main

SECTION .bss

timercount resd 1 : Number of ticks received

SECTION .text
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; Timer interrupt handler
TimerDriver
inc dword [timercount]

; No PIC acknowledge (out 20h, 20h) required because we're chaining.
mov eax, 1 ; Chain to the previous handler
ret ; Note it's ret, not iret!

TimerDriver_end

_main
call _Liblnit : You could use invoke here, too
test eax, eax ; Check for error (nonzero return value)
jnz near .initerror
; Lock up memory the interrupt will access
invoke _LockArea , ds, dword timercount, dword 4
test eax, eax ; Check for error (nonzero return value)
jnz near .error
; Lock the interrupt handler itself.
; Note that we use the TimerDriver_end label to calculate the length
; of the code.
invoke _LockArea , cs, dword TimerDriver, \
dword TimerDriver_end-TimerDriver
test eax, eax ; Check for error (nonzero return value)
inz near .error
; Install the timer handler
invoke _Install_Int , dword 8, dword TimerDriver
test eax, eax ; Check for error (nonzero return value)
jnz near .error
; Loop until we get a keypress, using int 16h
.loop:
mov ah, 1 ; BIOS check key pressed function
int 16h
jz .loop ; Loop while no keypress
xor eax, eax ; BIOS get key pressed
int 16h
; Uninstall the timer handler (don't forget this!)
invoke _Remove_Int , dword 8
.error:
call _LibExit
.initerror:
ret ; Return to DOS

See thexxamples directory inv:\ece291\pmodelib for more examples.
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18.8 High-Resolution Graphics

Now for the fun stuff! High-resolution graphics is where protected mode really shows off its full capabilities. Most of
what we’ll do in this section is nearly impossible in real mode due to 64k segment limitations. We're going to make a
very short program which will load a 640x480 graphics file from disk and display it on the screen.

18.8.1 Graphics Files

We won't go into all the details of the various graphics file formats here, but let’s briefly list the formats supported by
PModeLib and its two graphics file libraries:

- BMP - Windows Bitmap format. Uncompressed, no alpha support. This format is only provided for completeness,
and for the ability to save images. PNG and JPG provide compression and alpha channel support. The PModeLib
functionsLoadBMP() andSaveBMP() support loading and saving of 8-bit and 24-bit images.

« PNG - Portable Network Graphics format. Non-lossy compression, alpha channel support, and many bit depths. It's
good for sprites and non-photographic images. The PModeLib functiadPNG() can load any PNG image.

« JPG - JPEG image format. Lossy compression, no alpha support, only 24-bitimages. It's excellent for photographic
images, as very high compression rates can be achieved with little quality loss. The PModeLib fLwedit?G()
can load any JPG image.

All of these functions assume an internal pixel format of uncompressed 32-bit RGBA (the loaded A channel is 0 for
formats that don’t support it). This may or may not be the same format as the video mode selected, so it may be
necessary to write conversion functions to convert between the pixel format used by these functions and the pixel
format of the display.

18.8.2 Video Graphics

In real mode, we used BIOS Interrupt 10h to set graphics modes and segment B800h or AOOOh to address the graphics
memory. In protected mode, we'll usgModeLib functiongo both set the graphics mode and copy image data to

the screen. In fact, there isn’'t a way to directly access the graphics memory, so it's necessary to do double-buffering
(although it's possible to double-buffer just regions of the screen rather than the entire display area).

There’s another issue with the graphics drivers we use: they require that the keyboard be remapped to a different IRQ
and /O port than the normal keyboard interface (which is at IRQ 1, I/O port 60h)Ineeaphics() function

returns the remapped values in the variables whose addresses are passed to it. This will be clearer when we look at the
code.

Under Windows 2000/XP, we need to load a special graphics driver aaked1 before running any program that
uses PModelLib graphics. Just enEX291 at the command prompt before running the program to load the driver.
Currently, PModeLib graphiagquire Windows 2000 or Windows XP, they cannot work on Windows 98 or Windows
ME.

18.8.3 Displaying an Image on the Screen

Okay, here’s the complete code to a simple program that loads a 640x480 imageinagregpg and displays it on
the 640x480 display. Since this program uses PModeLib graphics, we’ll need to loax2éedriver before running
it on Windows 2000/XP.
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This program combines all of the concepts earlier in this chapter, except we're using a specialized image loading
function instead of general file I/0O to load the image.

Example 18-6. Displaying an Image
%include "lib291.inc"

GLOBAL _main

imagesize equ 640*480*4 ; 640x480 image, 32 bits per pixel

SECTION .bss ; Uninitialized data

imageoff resd 1 ; Offset of the image data

doneflag resb 1 ; =1 when we're ready to exit (set by KeyboardHandler)

kbINT  resb 1 ; keyboard interrupt number (standard = 9)
kbIRQ resb 1 ; keyboard IRQ (standard = 1)
kbPort resw 1 ; keyboard port (standard = 60h)

SECTION .data ; Initialized data
imagefn db "image.jpg",0 ; image file to read (notice O-terminated)
SECTION .text
KeyboardHandler
; Indicate that we're finished on any keypress
; If we wanted to check the key, we'd need to use [kbPort], not 60h.
mov byte [doneflag], 1
; Acknowledge interrupt to PIC.

: As the IRQ might be >=8 (a high IRQ), we may need to
;out AOh, 20h, in addition to the normal out 20h, 20h.

mov al, 20h
cmp byte [kbIRQ], 8
jb lowirq
out 0AOh, al
lowirq:
out 20h, al
xor eax, eax ; Don’t chain to old handler
ret

KeyboardHandler_end

__main
push esi ; Save registers
call _LiblInit ; You could use invoke here, too
test eax, eax ; Check for error (nonzero return value)
jnz near .initerror
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; Allocate memory for image

invoke _AllocMem , dword imagesize

cmp eax, -1 ; Check for error (-1 return value)

je near .error

mov [imageoff], eax ; Save offset

; Load image

invoke _LoadJPG, dword imagefn, dword [imageoff], dword 0, dword O
test eax, eax ; Check for error (nonzero return value)

jnz near .error

; Initialize graphics (and find remapped keyboard info)

invoke _InitGraphics , dword KbINT, dword kbIRQ, dword kbPort
test eax, eax ; Check for error (nonzero return value)
jnz near .error

; Lock up memory the handler will access

invoke _LockArea , ds, dword doneflag, dword 1
test eax, eax ; Check for error (nonzero return value)
jnz near .exitgraphics

invoke  _LockArea , ds, dword kbIRQ, dword 1
test eax, eax ; Check for error (nonzero return value)
jnz near .exitgraphics

; Lock the interrupt handler itself.

invoke _LockArea , cs, dword KeyboardHandler, \

dword KeyboardHandler_end-KeyboardHandler
test eax, eax ; Check for error (nonzero return value)
jnz near .exitgraphics

; Install the keyboard handler
movzx eax, byte [kbINT]

invoke _Install_Int , dword eax, dword KeyboardHandler
test eax, eax ; Check for error (nonzero return value)
jinz near .exitgraphics

; Find 640x480x32 graphics mode, allowing driver-emulated modes
invoke _FindGraphicsMode , word 640, word 480, word 32, dword 1
cmp ax, -1 ; Did we find a mode? If not, exit.

je near .uninstallkb

; Go into graphics mode (finally :)

invoke _SetGraphicsMode , ax
test eax, eax ; Check for error (nonzero return value)
jnz near .uninstallkb

; Copy the image to the screen
invoke _CopyToScreen , dword [imageoff], dword 640%*4, \
dword 0, dword O, dword 640, dword 480, dword 0, dword O

; Wait for a keypress
.loop:
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cmp byte [doneflag], O
jz .loop

; Get out of graphics mode
invoke _UnsetGraphicsMode

.uninstallkb:
; Uninstall the keyboard handler
movzx  eax, byte [KbINT]
invoke  _Remove_Int , dword eax

.exitgraphics:
; Shut down graphics driver

invoke _ExitGraphics
.error:
call _LibEXxit
.initerror:
pop esi ; Restore registers
ret : Return to DOS

Chapter 18 Introduction to PModeLib
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V. Advanced Topics

This part of the lab manual goes into more detail on various topics that may be of interest when coding final projects.






Chapter 19
Sound

PModeLib contains dot of sound-related functions in the SB16 (section A.13 and DMA (seeSection A.14
modules. These functions provide all the pieces to make a program that plays sounds in the foreground or in the
background. However, as one might expect, it takes a bit of work to actually get sounds playing.

Fortunately, there’s some free sample code available indfiesb16. asm file in theexamples directory inv:\ece291\
pmodelib that plays a short sound in the foreground.

19.1 How to Play Long Sounds

Depending on the needs of the program, and the size of the DMA buffer, chances are the program will want to play or
record a sound longer than the length of the DMA buffer. This section will explain the necessary steps to do so.

19.1.1 Review

What information do we have when playing a sound?

Note: Recording a sound is just like playing a sound, but reversed in both action and timing.

« All the various settings of the DSP.
« The location of the DMA buffer.
« The exact location of the read point (\D&IA_Todo() ).

Looking at that, it should be enough. BDMA_Todo() is a (relatively) long operation, so using it is not really an
option. What else do we have?

- An Interrupt (or at least a callback), generated as often as we want.

Insight: we can use the ISR (or callback) to set variables so we know exactly where we are, without the overhead of
DMA_Todo() !
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19.1.2 First Attempt

The most obvious way to use this would be to generate the IRQ every time we finish loading the buffer's current
contents. If we were to use a 4k buffer to play a 11k sound, and program the DMA and the DSP with a length of 4k,
auto initialized, we should get something that looks kigure 19-1

Figure 19-1. Interrupt at DMA Loop Point
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Looks good, right? Whenever an interrupt is generated at the end of the buffer, we can just refill the buffer with more
sound data. The DMA will then feed the new data to the DSP.

But there’s a problem with this. The DMA and DSP just keep going, and don’t need even as much as an "l heard
you," so just because the program just ran the ISR and set a flag, and just noticed the flag you set back in the main
loop, it doesn’t mean the DMA hasn'’t read the first bit of the buffer all over again.

If it doesread old information, chances are the sound output is going to get a pop, blip, or worst case a noticeable
repeat, followed by a sudden switch to the new sound. It's somewhat like a record player, but instead of a long spiral,
there’s a series of concentric circles. If the needle isn’t pushed into the next circle, the sound it plays will be incorrect.
If it's pushed too late, the listener will recognize something old. If it's early, the listener will hear something new too
soon. If it's not exactly perfect, the listener will hear a pop.

So let’s give our DMA a “spiral groove.”
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19.1.3 Second Attempt

Let’s divide our DMA buffer in half. The DMA will still read the entire thing before it loops back to the beginning,
but instead of generating an Interrupt at only the rightmost end, let's generate one in the middle too.

Our theoretical invocations would now still be auto initialized, but now we’ll tell the DMA to use a length of 4k, and
the DSP to Interrupt every 2k. For our same 11k sound, that should get us something that loBiggilikel 9-2

Figure 19-2. Interrupt at DMA Loop Point and at Halfway Point
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Looks good, right? Whenever an interrupt is generated, we can refill half of the buffer with more sound data. The
DMA will continue feeding data from the other half, and then feed the new data to the DSP. When it reaches the new
data, we'll get another interrupt and can refill the other half.

What'’s the downside? Only that we have to keep track of which half of the buffer we're in, and which is safe to fill.
But sound won'’t be interrupted, as we've just managed to move the groove of our record over to align with the next
section of sound; the needle won'’t need to jump.

19.1.4 Anything Else?

Just be careful. Figure out how the end case works. When you tell the DSP to step down to single cycle from auto init,
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it will wait until the next time it generates an interrupt to do so. (This is a good thing!)

And as always, keep your ISR or callback simple. Increment a counter, set a flag, whatever. Don’t mix four samples
together for an entire half-buffer’s worth. Don't read from a filsll the standard rules.

Notes

1. This isn’t quite true. If the program does not acknowledge the DSP, chances are it will stop accepting data.
However this is likely to cause a much worse audio artifact than we are addressing here.

2. Of the several “Do”s and “Don’t’s here, this last one is the most important. In general DOS interrupts (which is
whatReadFile()  uses, for example) are not reentrant, which just means if they get interrupted in the middle (for
example, by an interrupt) and called again (for example, by the ISR), they will provide inconsistent results, and
generally cause your program to crash. The first three suggestions are really all the same as each other: keep your
ISRs short.
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Appendix A.
PModeLib Reference

All functions declared in C-style use the C calling convention (parameters on stack; return VBAMANAL; EAX
EBX ECX andeEDXmay be clobbered) and also have the function name prepended with a underscore ( _ ). Parameters
and return values specified in C format obey the following size conventions:

- short, 16 bit integer (default signed)
« int, 32-bit integer (default signed)
« pointer (of any type), 32-bit

- bool, 32-bit value: 1=true, O=false

Important: Pointer parameters take the address of the variable, not the contents.

The 32-bit C calling convention is described in much more detaClvapter 8 SeeSection 18.20 learn about
theproc andinvoke macros, which simplify both writing functions that use the C calling convention and calling
PModelLib functions.

A.1 Global Variables

There are a number of global variables defined by the library. Some of these act as implicit inputs into functions such
asDPMI_Int .

DPMI_Regs

Not really a variable in and of itself, it's the offset of the start of the entire DPMI Registers structure used by
DPMI_Int . The layout oDPMI_Regs is identical to the layout described in the reference page for DPMI function
0300h.

dwordDPMI_EAX
TheEAXAX/AL (depending on access size) membeDBMI_Regs

dword DPMI_EBX
The EBXBX/BL (depending on access size) membeDBMI_Regs

dword DPMI_ECX
The ECXYCXCL (depending on access size) membebDBMI_Regs
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dword DPMI_EDX
The EDX¥DXDL (depending on access size) membeDBMI_Regs

dwordDPMI_ESI
TheESI/SI (depending on access size) membeb®&MI_Regs

dword DPMI_EDI
TheEDI/DI (depending on access size) membeDBMI_Regs

dwordDPMI_EBP
The EBPBP (depending on access size) membeb®MI_Regs

word DPMI_SP

TheSP member oDPMI_Regs It's usually not necessary to set this.

word DPMI_FLAGS

The processor flags member@PMI_Regs

word DPMI_DS

TheDSsegmenmember oDPMI_Regs Set to_Transfer_Buf_Sewgalue inLiblnit()

word DPMI_ES
TheES segmenmember oDPMI_Regs Set to_Transfer_Buf_Sewgalue inLiblnit()

word DPMI_FS
TheFSs segmenmember oDPMI_Regs Set to_Transfer_Buf_Sewgalue inLiblnit()

word DPMI_GS
TheGSsegmentnember oDPMI_Regs Setto_Transfer_Buf_Segalue inLiblnit()

word DPMI_SS

The SSsegmenmember oDPMI_Regs It's usually not necessary to set this.

word _Transfer_Buf
Protected mode selector of real mode transfer buffer.S&mtion 17.3.3or details on why a transfer buffer is
necessary.

word_Transfer_Buf_Seg
Real mode segment of real mode transfer buffer.Seion 17.3.30r details on why a transfer buffer is neces-
sary.

_ScratchBlock

Protected mode selector of 1 MB scratch buffer. This buffer is used by several library routines but is free for
temporary program use between library calls. Don’t expect the contents of this block to be preserved over a
library call.
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_NetTransferSel

Protected mode selector of NetBIOS transfer area. The transfer area contains the RXBuffer and TXBuffer receive
and transmit buffers. Used by the NetBIOS functions describ&eation A.11

_textsel

Protected mode selector of text mode video memory.

A.2 Global Constants and Limits

A.2.1 Constants

There are a number of constaat|¢) values defined in library header files:

DPMI_EAX_off

The offset of theEAXAX/AL (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_EBX_off

The offset of theEBXBX/BL (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_ECX_off

The offset of theECXCXCL (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_EDX_off

The offset of theeDXDXDL (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_ESI_off

The offset of theESI/SI (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_EDI_off

The offset of theEDI/DI (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_EBP_off

The offset of theEBP'BP (depending on access size) member within a structure with the same organization as
DPMI_Regs

DPMI_SP_off

The offset of the word-sizedP member within a structure with the same organizatiobBMI_Regs
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DPMI_FLAGS_off

The offset of the word-sized processor flags member within a structure with the same organization as
DPMI_Regs

word DPMI_DS_ off

The offset of the word-sizedS segmenmember within a structure with the same organizatiobBM|_Regs

word DPMI_ES_off

The offset of the word-sizeBS segmenmember within a structure with the same organizatiobBM|_Regs

word DPMI_FS_off

The offset of the word-sizedS segmenmember within a structure with the same organizatiobBMI_Regs

word DPMI_GS_ off

The offset of the word-size@Ssegmenmember within a structure with the same organizatiobBMI_Regs

word DPMI_SS_off
The offset of the word-sizedS segmenmember within a structure with the same organizatiobBMI_Regs

TXBuffer

Starting offset of NetBIOS transmit buffer. The buffer is located in the memory segment selecthiéfiyans-
ferSel The PModelLib NetBIOS functioBendPacket() reads the data to transmit from this buffer.

A.2.2 Limits

Some library routines require the use of limited resources. The following limits apply to those resources:

MAXMEMHANDLES

Currently 8. Limits the number of allocations that can be made at the same time usigptiselector()
function.

MAX_INTS

Currently 8. Limits the number of interrupts that can be hooked at the same time usimgtétieint()
function.

MAX_RMCB

Currently 4. Limits the number of real-mode callbacks that can be allocated usicgttRMCB() function.
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A.3 Initialization and Shutdown

A.3.1 Liblnit()

Usage

bool Liblnit  (void);

Purpose

Initializes static library components.

Inputs

None

Outputs

Returns 1 on error, 0 on success.

Notes

Important: Call this function before using any other library routine.

A.3.2 LibExit()

Usage

void LibExit(void);

Purpose

Deinitializes library.

Inputs

None

Outputs

None

Appendix A. PModeLib Reference
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Notes

Assumed.ibinit() has been called.

A.4 Simulate Real-Mode Interrupt

SeeSection 17.3.2or more details about why this functionality is required.

A.4.1 DPMI_Int
Usage

DPMI_Int
Purpose

Simulate a real-mode interrupt with the ability to set ALL registers, including segments, without causing a
General Protection Fault. Essentially just a wrapper around DPMI function 0300h.

Inputs
DPMI_Regdfilled with real-mode interrupt register inputs.

BX = interrupt number to simulate.

Outputs
DPMI_Regdfilled with real-mode interrupt register outputs.

CF=1, AX=error code (see DPMI function 0300h for a list) if an error occurred, other@fsé.

Notes
Clobberscx DX

Important: Doesn't use C calling convention.
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A.5 Memory Handling

A.5.1 AllocMem()

Usage

void * AllocMem (unsigned int Size );

Purpose

Allocates Size bytes of memory by extendibg

Inputs

Size , the amount of memory (in bytes) to allocate.

Outputs

Returns starting offset of allocated memory, or -1 on error.

Notes
This function works by extending the limit of theS selector bySize bytes and returning the old limit.

There is ncFreeMem() function; all allocated memory is freed upon program exit.

A.5.2 AllocSelector()

Usage

unsigned short AllocSelector (unsigned int Size );

Purpose

Allocates a memory block dBize bytes in a new selector.

Inputs

Size , the amount of memory to allocate.

Outputs

Returns new selector for the memory block, or -1 on error.

Notes

Can only allocate a maximum MAXMEMHANDLES memory blocks.
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A.5.3 FreeSelector()

Usage

void FreeSelector (unsigned short Selector );

Purpose

Frees a memory block allocated BifocSelector()

Inputs

Selector , the selector of the memory block to free.

Outputs

None

Notes

No error checking oiselector  value.

A.5.4 LockArea()

Usage

bool LockArea (short Selector , unsigned int Offset , unsigned int

Purpose

Locks an area of memory so it is safe for an interrupt handler to access.

Inputs
Selector , selector of the area to lock (e @S).
Offset , offset from start of segment of the beginning of the area to lock.

Length , length of the area to lock.

Outputs

Returns 1 on error, 0 on success.
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A.5.5 GetPhysicalMapping()
Usage
bool GetPhysicalMapping  (unsigned int * LinearAddress , short * Selector
unsigned int PhysicalAddress , unsigned int Size );

Purpose

Maps a physical memory region into linear (program) memory space.

Inputs
PhysicalAddress , the starting address of the physical memory region to map.

Size , size of the region, in bytes.

Outputs
LinearAddress , the linear address of the mapped region.
Selector , a selector that can be used to access the region.

Returns 1 on error, 0 on success.

Notes

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information.

A.5.6 FreePhysicalMapping()
Usage

void FreePhysicalMapping (unsigned int * LinearAddress , short * Selector );

Purpose

Frees the resources allocateddmstPhysicalMapping()

Inputs
LinearAddress |, the linear address of the mapping to free.

Selector , the selector used to point to mapped memory block.

Outputs

LinearAddress  andSelector cleared to O.
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Notes

This function takes thaddressesf LinearAddress  andSelector

A.6 General File Handling

A.6.1 OpenFile()

Usage

int OpenFile (char * Filename , short  WriteTo );

Purpose

Opens a file for reading or writing.

Inputs

Filename , (path)name of the file to read or write.

WriteTo , 1 to create and open for writing, O to open for reading.

Outputs

Returns DOS handle for opened file, or -1 on error.

A.6.2 CloseFile()
Usage

void CloseFile (int Handle );

Purpose

Closes a file opened ypenFile()

Inputs

Handle , DOS handle of the file to close.

Outputs

None
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A.6.3 ReadFile()

Usage

int ReadFile (int Handle, void * Buffer , unsigned int Count );

Purpose

Reads from a file.

Inputs
Handle , DOS handle of the file to read from.
Buffer , starting address of the buffer to read into.

Count , (maximum) number of bytes to read into buffer.

Outputs

Returns number of bytes actually read from the file into the buffer.

A.6.4 ReadFile_Sel()

Usage

int ReadFile_Sel (int Handle, short BufSel , void * Buffer , unsigned int Count);

Inputs
Handle , DOS handle of the file to read from.
BufSel , selector of memory segment in which buffer resides.
Buffer , starting address (within the memory segment selecteBiii$el ) of the buffer to read into.

Count , (maximum) number of bytes to read into buffer.

Outputs

Returns number of bytes actually read from the file into the buffer.

A.6.5 WriteFile()

Usage

int  WriteFile (int Handle , void * Buffer , unsigned int Count );
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Purpose

Writes into a file.

Inputs
Handle , DOS handle of the file to write into.
Buffer , starting address of the buffer to read from.

Count , (maximum) number of bytes to write into the file.

Outputs

Returns number of bytes actually written into the file from the buffer.

A.6.6 WriteFile_Sel()

Usage

int  WriteFile_Sel (int  Handle , short BufSel , void * Buffer , unsigned int
Count);

Inputs
Handle , DOS handle of the file to write into.
BufSel , selector of memory segment in which buffer resides.
Buffer , starting address (within the memory segment selecteéii$el ) of the buffer to read from.

Count , (maximum) number of bytes to write into the file.

Outputs

Returns number of bytes actually written into the file from the buffer.

A.6.7 SeekFile()

Usage

int SeekFile (int Handle, int Count, short From);

Purpose

Moves current file position (the file position is where reading or writing operations start at).
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Inputs
Handle , DOS handle of the file to seek within.

Count , number of bytes to seek from position specifiedHsgm. May be negative to seek backwards in the
file.

From, file position to seek from: O=start of file, 1=current file position, 2=end of file

Outputs

Returns new file position (in bytes, from start of file), or -1 on error.

A.7 Graphics File Handling

Different graphics file formats are best at handling different types of images. PNG’s are the only format that has a
built-in alpha channel. JPG’s provide excellent compression for photographic images. BMP’s don't have an alpha
channel, and don’t have compression, so there’s seldom any reason to use them except perhaps for very tiny images.
Also, the image reading functions provided by PModeLib are much more full-featured for PNG’s and JPG’s than for
BMP’s.

However, the only format currently supported by PModeLibdavingimages is BMP.

A.7.1 LoadPNG()

Usage

bool LoadPNGchar * Filename , void * ImageBuf , int * Width , int * Height );

Purpose

Reads a PNG (Portable Network Graphics) image into a 32 BPP (RGBA) buffer.

Inputs
Filename , (pathname) of the PNG file.

ImageBuf , starting address of 32 BPP image buffer to read image into.

Outputs
Width , the width of the loaded image, in pixels.
Height , the height of the loaded image, in pixels.

Returns 1 on error, 0 on success.

197



Appendix A. PModeLib Reference

Notes
Assumes destination image buffer is large enough to hold entire loaded 32 BPP image.

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information. If an output is not desired, pass 0 as the address.

A.7.2 LoadPNG_Sel()

Usage

bool LoadPNG_Sel(char * Filename , short ImageSel , void * ImageBuf , int * Width ,
int * Height );
Purpose

Reads a PNG (Portable Network Graphics) image into a 32 BPP (RGBA) buffer.

Inputs
Filename , (pathname) of the PNG file.
ImageSel , selector of memory segment containing image buffer.

ImageBuf , starting address (within memory segment selectebitageSel ) of 32 BPP image buffer to read
image into.

Outputs
Width , the width of the loaded image, in pixels.
Height , the height of the loaded image, in pixels.

Returns 1 on error, 0 on success.

Notes
Assumes destination image buffer is large enough to hold entire loaded 32 BPP image.

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information. If an output is not desired, pass 0 as the address.
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A.7.3 LoadJPG()

Usage

bool LoadJPG(char * Filename , void * ImageBuf , int * Width , int * Height );

Purpose
Reads a JPG (or JPEG) image into a 32 BPP (RGBX) buffer.

Inputs
Filename , (pathname) of the JPG file.

ImageBuf , starting address of 32 BPP image buffer to read image into.

Outputs
Width , the width of the loaded image, in pixels.
Height , the height of the loaded image, in pixels.

Returns 1 on error, 0 on success.

Notes
Assumes destination image buffer is large enough to hold entire loaded 32 BPP image.

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information. If an output is not desired, pass 0 as the address.

A.7.4 LoadBMP()
Usage

bool LoadBMRchar * Filename , void * ImageBuf );

Purpose
Reads an 8-bits-per-pixel or 24 BPP BMP (Windows Bitmap) image into a 32 BPP (RGBXx) buffer.

Inputs
Filename , (pathname) of the BMP file.

ImageBuf , starting address of 32 BPP image buffer to read image into.
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Outputs

Returns nonzero on error, 0 on success.

Notes
Assumes destination image buffer is large enough to hold entire loaded 32 BPP image.

Doesn't return size of loaded image (e.g., width and height).

A.7.5 LoadBMP_Sel()

Usage

bool LoadBMP_Sel(char * Filename , short ImageSel , void * ImageBuf );

Purpose

Reads an 8-bits-per-pixel or 24 BPP BMP (Windows Bitmap) image into a 32 BPP (RGBXx) buffer.

Inputs
Filename , (pathname) of the BMP file.
ImageSel , selector of memory segment containing image buffer.

ImageBuf , starting address (within memory segment selectebitageSel ) of 32 BPP image buffer to read
image into.

Outputs

Returns nonzero on error, 0 on success.

Notes
Assumes destination image buffer is large enough to hold entire loaded 32 BPP image.

Doesn't return size of loaded image (e.g., width and height).

A.7.6 SaveBMP()

Usage

bool SaveBMRchar * Filename , void * ImageBuf , int  Width , int  Height );

Purpose
Saves a 32 BPP (RGBx) image into a 24 BPP BMP (Windows Bitmap) file.
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Inputs
Filename , (path)name of the BMP file.
ImageBuf , starting address of 32 BPP image buffer containing image to save.
Width , the width of the image, in pixels.
Height , the height of the image, in pixels.

Outputs

Returns nonzero on error, 0 on success.

A.7.7 SaveBMP_Sel()

Usage

bool SaveBMP_Sel(char * Filename , short ImageSel , void * ImageBuf , int

int  Height );
Purpose

Saves a 32 BPP (RGBXx) image into a 24 BPP BMP (Windows Bitmap) file.

Inputs
Filename , (path)name of the BMP file.

ImageSel , selector of memory segment containing image buffer.

Width ,

ImageBuf , starting address (within memory segment selectethiageSel ) of 32 BPP image buffer con-

taining image to save.
Width , the width of the image, in pixels.
Height , the height of the image, in pixels.

Outputs

Returns nonzero on error, 0 on success.
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A.8 Interrupt, IRQ, and Callback Wrappers

A.8.1 Install_Int()

Usage

int Install_Int (int  IntNum , unsigned int HandlerAddress );

Purpose

Installs a interrupt handler for the specified interrupt, allocating a wrapper function which will save registers
and handle the stack switching. The passed function should return ze&raXjimo exit the interrupt with an iret
instruction, and non-zero to chain to the old handler.

Inputs
IntNum , the interrupt number to install the handler for.

HandlerAddress |, the address of the handler function.

Outputs

Returns -1 on error (unable to allocate a wrapper), 0 on success.

Notes

A maximum of MAX_INTS interrupts may be hooked using this function.

A.8.2 Remove_Int()
Usage

void Remove_Int (int  IntNum );

Purpose

Removes an interrupt handler installedibstall_Int() , restoring the old vector.

Inputs

IntNum , the interrupt number to uninstall the handler for.

Outputs

None
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A.8.3 Init_IRQ()
Usage

void Init IRQ (void);

Purpose

Saves the current IRQ masks as the default.

Inputs

None

Outputs

None

A.8.4 Exit_IRQ()

Usage

void Exit IRQ (void);

Purpose

Restores the default IRQ masks (the masks at theltiméRQ()  was called).

Inputs

None

Outputs

None

A.8.5 Restore_IRQ()
Usage

void Restore IRQ (int IRQNum;

Purpose

Restores default masking for a single IRQ.

Inputs

IRQNum the IRQ to restore to its original masking.
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Outputs

None

A.8.6 Enable_IRQ()

Usage

void Enable IRQ (int  IRQNunj;

Purpose

Enables (unmasks) a single IRQ.

Inputs
IRQNum the IRQ to enable (unmask).

Outputs

None

A.8.7 Disable IRQ()

Usage

void Disable IRQ (int IRQNun);

Purpose

Disables (masks) a single IRQ.

Inputs

IRQNum the IRQ to disable (mask).

Outputs

None

A.8.8 Get RMCB()

Usage

bool Get RMCRunsigned short * RM_Segment, unsigned short * RM_Offset , unsigned
int HandlerAddress , bool ReturnTypeRETF );
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Purpose

Gets a real-mode callback handler for the specified protected mode callback handler, allocating a wrapper func-
tion which will save registers and handle the stack switching. The real-mode segment and offset to pass to the
real-mode function (eg, the mouse interrupt) are returned into the variables pointedrid Ifegment and
RM_Offset .

Inputs
HandlerAddress , the address of the callback handler function.

ReturnTypeRETF , the return type of the handler (in real mode), 1=retf, O=iret.

Outputs
RM_Segment, the real-mode segment of the real-mode callback.
RM_Offset , the real-mode offset of the real-mode callback.

Returns 1 on error (unable to allocate a wrapper), 0 on success.

Notes
A maximum of MAX_RMCB wrappers may be allocated using this function.

Callback procedure should use the C calling convention, compatible with the following C declaration:

void Callback (DPMI_Regs * Regs);

The Regs parameter is the starting address of a structure that's organized the samé&Mhdregsglobal
structure (e.g., the same as the structure in DPMI function 0300h. However, indbesint at the global
DPMI_Regsstructure, so don't attempt to access B#eX value by looking at th&®PMI_EAX global variable.
Rather, use the DPMI_*_off constants (sucto@MI_EAX_off) to offset from the address in thegs param-
eter within theES selector, using code like the following:

proc _Callback

.Regs arg 4
mov ebx, [ebp+.Regs]
mov eax, [es:ebx+ DPMI_EAX off ] ; Get eax value
ret

endproc

The values the DPMI_Regs structure pointed toR®gs contains are the real-mode register values set at the
time the real mode side of the real mode callback was called (e.qg., by the mouse driver).

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information.
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A.8.9 Free_RMCB()

Usage

void Free_RMCB(short RM_Segment short RM_Offset );

Purpose

Frees a real-mode callback wrapper allocatedsbly RMCB() .

Inputs
RM_Segment, the real-mode segment of the real-mode callback.

RM_Offset , the real-mode offset of the real-mode callback.

Outputs

None

A.9 Text Mode Functions

A.9.1 SetModeC80()

Usage

void SetModeC80 (void);

Purpose
Sets 80x25 16-color text mode.

Inputs

None

Outputs

None

A.9.2 TextSetPage()

Usage

void TextSetPage (short PageNum);
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Purpose

Sets current visible text mode page.

Inputs

PageNum the page number to set visible (0-7).

Outputs

None

A.9.3 TextClearScreen()
Usage

void TextClearScreen  (void);

Purpose

Clears the text mode screen (first page only).

Inputs

None

Outputs

None

Notes

AssumeES=[_textse].

A.9.4 TextWriteChar
Usage

void TextWriteChar (short X, short Y, short Char, short Attrib );

Purpose

Writes a single character (with attribute) to the text mode screen.

Inputs
X, column at which to write the character (0-79).
Y, row at which to write the character (0-24).
Char , character to write to the screen (0-255).

Attrib , attribute with which to draw the character.
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Outputs

None

Notes

AssumeES=[_textse].

A.9.5 TextWriteString

Usage

void TextWriteString (short X, short Y, char * String , short Attrib );

Purpose

Writes a string (with attribute) to the text mode screen.

Inputs
X, column at which to write the first character (0-79).
Y, row at which to write the first character (0-24).
String , starting address of the O-terminated string to write to the screen.

Attrib , attribute with which to draw the string.

Outputs

None

Notes

AssumeES=[_textse].

A.10 High-Resolution VBE/AF Graphics Functions

A.10.1 LoadGraphicsDriver()

Usage

bool LoadGraphicsDriver (char * Filename );
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Purpose

Loads and initializes the specified VBE/AF graphics driver.

Inputs

Filename , full pathname of the driver to load.

Outputs

Returns 1 on error, 0 on success.

Notes

It is not necessary to call this function except when a custom driver needs to be Imétddphics() calls
this function internally to find a driver if one has not already been loaded.

A.10.2 InitGraphics()

Usage

bool InitGraphics (char * KbINT , char * kbIRQ, unsigned short * kbPort );

Purpose

Initializes VBE/AF graphics system, loading a driver if necessary.

Inputs

None

Outputs
kbINT , keyboard interrupt (e.g. 9).
kbIRQ, keyboard IRQ (e.g. 1).
kbPort , keyboard I/O port (e.g. 60h).

Returns 1 on error, 0 on success.

Notes

If no VBE/AF keyboard extension is provided by the loaded VBE/AF driver, the kbINT, kbIRQ, and kbPort
values are set to the “standard” keyboard settings of 9, 1, and 60h respectively.

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information.

209



Appendix A. PModeLib Reference

A.10.3 ExitGraphics()

Usage

void ExitGraphics  (void);

Purpose

Shuts down graphics driver.

Inputs

None

Outputs

None

A.10.4 FindGraphicsMode()

Usage
short FindGraphicsMode (short  Width , short Height , short  Depth, bool
Emulated );

Purpose

Tries to find a graphics mode matching the desired settings.

Inputs
Width , width of desired mode resolution, in pixels.
Height , height of desired mode resolution, in pixels.
Depth , bits per pixel of desired mode (8, 16, 24, 32).

Emulated , include driver-emulated modes (only matters for EX291 driver)? (1=Yes, 0=No).

Outputs

Returns the mode number, or -1 if no matching mode was found.

A.10.5 SetGraphicsMode()
Usage

bool SetGraphicsMode (short  Mode);
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Purpose

Sets a new graphics mode.

Inputs

Mode, mode number returned BndGraphicsMode()

Outputs

Returns nonzero on error, 0 on success.

A.10.6 UnsetGraphicsMode()
Usage

void UnsetGraphicsMode (void);

Purpose

Gets out the current graphics mode, returning to text mode.

Inputs

None

Outputs

None

A.10.7 CopyToScreen()
Usage

void CopyToScreen (void * Source , int  SourcePitch , int  SourcelLeft , int
SourceTop , int  Width , int  Height , int DestLeft , int DestTop );
Purpose

Copies the specified portion of the source image to the display memory.

Inputs
Source , starting address of source linear bitmap image.
SourcePitch , total width of source image, in bytes.
SourceLeft , X coordinate of the upper left corner of source area to copy.
SourceTop , Y coordinate of the upper left corner of source area to copy.

Width , width of area to copy, in pixels.
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Height , height of area to copy, in pixels.
DestLeft , X coordinate of the upper left corner of destination (display) area.

DestTop , Y coordinate of the upper left corner of destination (display) area.

Outputs

None

Notes

Source image must have the same pixel format as the current video mode (e.g. 32 BPP RGBX).

A.11 NetBIOS Networking

Warning: NetBIOS does not work properly in Windows 2000. Using the IP “sockets” networking functions in
Section A.12 instead is highly recommended.

A.11.1 Netlnit()
Usage

char Netlnit (unsigned int PostAddress , char * GroupName, char * MyNamég;

Purpose

Initializes NetBIOS and sets up the receive callback procedure.

Inputs
PostAddress , address of receive packet callback procedure.

GroupName, starting address of O-terminated 16 byte string containing the NetBIOS group name to register
under.

MyName starting address of O-terminated 16 byte string containing the NetBIOS machine name to register with.

Outputs

Returns -1 on error. On success, returns player number assigned and changes string poinkégNarbgto
reflect the actual machine name registered.

Notes

Callback procedure should use the C calling convention, compatible with the following C declaration:
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RXBuffer is the starting address of the received data within the memory segment selectédtbyansferSel

Length is the length of the received packet data, in bytes.

A.11.2 NetRelease()
Usage

void NetRelease (void);

Purpose

Releases NetBIOS name and resources.

Inputs

None

Outputs

None

Notes

AssumesNetinit() has been called.

A.11.3 SendPacket()

Usage

void SendPacket (int Length );

Purpose

Broadcasts a packet to the group using NetBIOS.

Inputs

Length , length of data to transmit.

The data to trasmit should be in the memory segment selectetletf ransferSedtarting at offseT XBuffer.

Outputs

None
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Notes

AssumedNetinit() has been called.

A.12 IP "Sockets" Networking (TCP/IP, UDP/IP)

As the IP networking functions (with a few exceptions) are exact clones of identically-named WinSock functions,
many references and tutorials are available on their use. Perhaps the best function reference for WinSock is online at
http://www.sockets.com/winsock.htm.

Also, as WinSock is based on the BSD socket design, almost all UNIX systems have manipages [(www.
freebsd.org/cgi/man.cgi) describing these functions and their behavior. However, as this library is based on
WinSock, there may be minor differences in operation between the UNIX descriptions and the operation of these
functions.

The functions not reflected in WinSock or BSD sockets ahgitSocket() , ExitSocket()
Socket_SetCallback() , andSocket_AddCallback() . InitSocket() andExitSocket() function similarly
to the initialization and shutdown functions in other modules of PModedabket_AddCallback() is essentially

a mapping of WinSock's WSAAsyncSelect()ht{tp://www.sockets.com/winsock.htm\#AsyncSelect )
function into the DOS assembly environment.

A.12.1 Data Structures

SOCKADDR

STRUC  SOCKADDR

.Port resw 1 ; Port number

Address resd 1 ; 32-bit IP address

ENDSTRUC

HOSTENT

STRUC HOSTENT

.Name resd 1 ; Pointer to official name of host
(O-terminated string)

Aliases resd 1 ; Pointer to O-terminated array of pointers to
O-terminated alias name strings

AddrList resd 1 ; Pointer to O-terminated array of pointers to

;. 32-bit IP addresses
ENDSTRUC
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A.12.2 Constants

Addresses

INADDR_ANY

The “any” address (0.0.0.0). Use this address when it doesn’t matter what address a socket has.

INADDR_LOOPBACK

The “loopback” address (127.0.0.1). Also called “localhost”, this address refers to the local machine.

INADDR_BROADCAST

The “broadcast” address (255.255.255.255). This address refers to all reachable hosts on the local network.

Socket Types
SOCK_STREAM
A stream (TCP/IP) socket.

SOCK_DGRAM
A datagram (UDP/IP) socket.

Events

SOCKEVENT_READ

Socket is ready for reading.

SOCKEVENT_WRITE

Socket is ready for writing.

SOCKEVENT_OOB

Socket received out-of-band data.

SOCKEVENT_ACCEPT

Socket is ready to accept a new incoming connection.

SOCKEVENT_CONNECT

Socket completed connection process.

SOCKEVENT_CLOSE

Socket closed (possibly by remote end).
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Protocols

IPPROTO_TCP
TCP protocol/layer.

SOL_SOCKET

Specifies Sockets layer f@ocket_getsockopt() andSocket_setsockopt() (not really a protocol).
Socket Options
Socket options may be set using thecket_getsockopt() and Socket_setsockopt() functions. Some op-

tions may be read-only in some cases (e.g. changes may be ignored or have no effect when trying to set them with
Socket_setsockopt() ).

SOCKOPT_ACCEPTCONN

Boolean indicating if the socket is in the listen state. False (0) uni&sskat_listen() has been performed.

SOCKOPT_BROADCAST

Boolean indicating if the socket is configured for the transmission of broadcast messages. Defaults to false (0).

SOCKOPT_DEBUG

Read-only boolean indicating if debugging is enabled for the socket. Defaults to false (0).

SOCKOPT_DONTLINGER
Boolean indicating if th6&OCKOPT_LINGERbption is disabled. Defaults to true (1).

SOCKOPT_DONTROUTE

Read-only boolean indicating if routing is disabled for the socket. Defaults to false (0).

SOCKOPT_ERROR

Integer error status for the socket. When read, cleared to 0. Default value is 0.

SOCKOPT_KEEPALIVE

Boolean indicating if keepalives are being sent for the socket. Defaults to false (0).

SOCKOPT_LINGER

The current linger options. Not available in current implementation.

SOCKOPT_OOBINLINE

Boolean indicating if out-of-band data is being received in the normal data stream. Defaults to false (0).

SOCKOPT_RCVBUF

Read-only integer buffer size for receives on the socket.

216



Appendix A. PModeLib Reference

SOCKOPT_REUSEADDR

Boolean indicating if the address to which the socket is bound can be used by other sockets. Defaults to false (0).

SOCKOPT_SNDBUF

Read-only integer buffer size for sends on the socket.

SOCKOPT_TYPE

Integer indicating the type of the socket (€ES0pCK_STREAN). Defaults to the type specified when the socket
was created (vig&ocket_create() ).

TCP_NODELAY

Boolean indicating if the Nagle algorithm for send coalescing is disabled.

A.12.3 InitSocket()
Usage

bool InitSocket  (void);

Purpose

Initializes socket driver.

Inputs

None

Outputs

Returns 1 on error, 0 on success.

Notes

Important: Call this function before calling any other socket routines!

A.12.4 ExitSocket()
Usage

void ExitSocket (void);
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Purpose

Shuts down socket driver.

Inputs

None

Outputs

None

Notes

AssumeshnitSocket() has been called.

A.12.5 Socket_SetCallback()

Usage

bool Socket SetCallback (unsigned int HandlerAddress );

Purpose

Sets the callback function used for socket event notification.

Inputs

HandlerAddress , address of the callback procedure.

Outputs

Returns 1 on error, 0 on success.

Notes

Callback procedure should use the C calling convention, compatible with the following C declaration:

void Callback (unsigned int Socket , unsigned int Event );

Socket is the socket that triggered the event(s).

Event is thebitmaskof the event(s) triggering the callback. The bitmask is an OR’ed combinati®®0K-
EVENT_constants, listed iSection A.12.2.3
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A.12.6 Socket_AddCallback()

Usage

bool Socket_AddCallback  (unsigned int Socket , unsigned int EventMask );

Purpose

Requests event notification for a socket.

Inputs
Socket , the socket to enable notification events for.

EventMask , bitmask designating which events to call the callback for. This should be an OR’ed combination
of SOCKEVENT constants, listed iGection A.12.2.3

Outputs

Returns 1 on error, 0 on success.
Notes

AssumesSocket_SetCallback() has been called to set a socket callback handler.

If called more than once for a particular socket, only the last cBifsntMask is active. To disable callbacks
for a particular socket, call witBventMask =0.

A.12.7 Socket_accept()

Usage

unsigned int Socket_accept (unsigned int Socket , SOCKADDR Namsg;

Purpose

Accepts a connection on a socket.

Inputs
Socket , a socket which is listening for connections afte3aeket_listen()

Name an optional (may be 0) pointer toZOCKADDR structure which receives the network address of the
connecting entity.

Outputs

Returns -1 on error, otherwise returns the socket for the accepted connection and SBGKADDR structure
pointed to byName(if Nameis not 0).
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A.12.8 Socket_bind()

Usage

bool Socket bind (unsigned int Socket , SOCKADDR Namg;

Purpose

Associates a local address with a socket.

Inputs
Socket , an unbound socket.

Name a pointer to &8OCKADDR structure containing the network address to assign to the socket.

Outputs

Returns 1 on error, 0 on success.

A.12.9 Socket_close()

Usage

bool Socket bind (unsigned int Socket );

Purpose

Closes a socket.

Inputs

Socket , the socket to close.

Outputs

Returns 1 on error, 0 on success.

A.12.10 Socket_connect()

Usage

bool Socket connect (unsigned int Socket , SOCKADDR Name);

Purpose

Establishes a connection to a peer.
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Inputs
Socket , an unconnected socket.

Name a pointer to &SOCKADDR structure containing the network address of the peer to which the socket is to
be connected.

Outputs

Returns 1 on error, 0 on success.

A.12.11 Socket_create()
Usage

unsigned int Socket _create (int  Type);

Purpose

Creates a socket.

Inputs

Type, the type of socket to create, must be one of the types list8édation A.12.2.2

Outputs

Returns -1 on error, or the created socket on success.

A.12.12 Socket_getpeername()
Usage

bool Socket getpeername (unsigned int Socket , SOCKADDR Namg;

Purpose

Gets the address of the peer to which a socket is connected.

Inputs
Socket , a connected socket.

Name a pointer to &8OCKADDR structure which will receive the network address of the remote peer.
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Outputs

Returns 1 on error, otherwise returns 0 and fills$@CKADDR structure pointed to biame

A.12.13 Socket_getsockname()

Usage

bool Socket getsockname (unsigned int Socket , SOCKADDR Name;

Purpose

Gets the local address of a socket.

Inputs
Socket , a connected socket.

Name a pointer to &8OCKADDR structure which will receive the network address of the socket.

Outputs

Returns 1 on error, otherwise returns 0 and fills$@CKADDR structure pointed to bijame

A.12.14 Socket_getsockopt()

Usage

bool Socket getsockopt  (unsigned int Socket , int  Level , int  OptName, char
*Optval , int * OptLen);
Purpose

Retrieves a socket option.

Inputs
Socket , a socket.

Level , the level at which the option is defined. Supported levelsSé SOCKET(socket level) andP-
PROTO_TCRTCP level).

OptName, the option for which the value is to be retrieved. Seetion A.12.2.50r a complete list of options.
OptVal , the buffer in which the value for the requested option is to be returned.

OptLen , (pointer to) the size of the buffer pointed to ®ptVal .
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Outputs

Returns 1 on error, otherwise returns 0 and fills the buffer pointed @gdiyal .

A.12.15 Socket_htonl()
Usage

unsigned int Socket_htonl  (unsigned int Hostval );

Purpose

Converts an unsigned int from host to network byte order.

Inputs

HostVal , a 32-bit number in host byte order.

Outputs

Returns theHostVal in network byte order.

A.12.16 Socket_ntohl()

Usage

unsigned int Socket_ntohl  (unsigned int NetVal );

Purpose

Converts an unsigned int from network to host byte order.

Inputs

NetVal , a 32-bit number in network byte order.

Outputs
Returns théNetVal in host byte order.

A.12.17 Socket_htons()
Usage

unsigned short Socket_htons (unsigned short Hostval );
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Purpose

Converts an unsigned short from host to network byte order.

Inputs

HostVal , a 16-bit number in host byte order.

Outputs

Returns theHostVal in network byte order.

A.12.18 Socket_ntohs()

Usage

unsigned short Socket_ntohs (unsigned short Netval );

Purpose

Converts an unsigned short from network to host byte order.

Inputs

NetVal , a 16-bit number in network byte order.

Outputs
Returns théNetVal in host byte order.

A.12.19 Socket_inet_addr()

Usage

unsigned int Socket_inet_addr (char * DottedAddress );

Purpose

Converts a string containing a dotted address into a 32-bit address.

Inputs
DottedAddress , pointer to O-terminated string representing a number expressed in the Internet standard “.”
notation.

Outputs

Returns the Internet address correspondinBattedAddress  in network byte order, or 0 iDottedAd-
dress isinvalid.
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A.12.20 Socket_inet_ntoa()

Usage

char * Socket_inet_ntoa (unsigned int Address );

Purpose

Converts a 32-bit network address into a string in dotted decimal format.

Inputs

Address , Internet address, in network byte order, to convert.

Outputs

Returns pointer to a O-terminated static string containing the address in standard “.” notation. This buffer is
overwritten on subsequent calls to this function.

A.12.21 Socket_listen()

Usage

bool Socket listen (unsigned int Socket , int  BackLog );

Purpose

Enables a socket to listen for incoming connections.

Inputs
Socket , a bound (usingocket_bind() ), unconnected socket.

BackLog , the maximum length to which the queue of pending connections may grow.

Outputs

Returns 1 on error, 0 on success.

Notes

BackLog is silently limited to between 1 and 5, inclusive.
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A.12.22 Socket_recv()

Usage

int  Socket_recv (unsigned int Socket , void * Buffer , int MaxLen, unsigned int
Flags );
Purpose

Receives data from a connected socket.

Inputs
Socket , a connected socket.
Buffer , the starting address of the buffer to be filled with the incoming data.
MaxLen, the maximum number of bytes to receive.

Flags , bitmask specifying special operation for the function:

« Bit 0 = PEEK: peek at the incoming data. The data is copied into the buffer but is not removed from the input
queue.

- Bit 1 = OOB: get out-of-band data instead of normal data.

Outputs

Returns the number of bytes received, or 0 if the connection has been closed, or -1 on error.

A.12.23 Socket_recvfrom()

Usage

int  Socket_recvfrom  (unsigned int Socket , void * Buffer
int Flags , SOCKADDR from);

, int  MaxLen, unsigned

Purpose

Receives a datagram and stores its source address.

Inputs
Socket , a bound socket.
Buffer , the starting address of the buffer to be filled with the incoming data.
MaxLen, the maximum number of bytes to receive.

Flags , bitmask specifying special operation for the function:
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« Bit 0 = PEEK: peek at the incoming data. The data is copied into the buffer but is not removed from the input
queue.
« Bit 1 = OOB: get out-of-band data instead of normal data.

From, an optional (may be 0) pointer to ttB8OCKADDR structure which is to receive the network address of
the source.

Outputs

Returns -1 on error, otherwise returns the number of bytes received and fi#BOBEADDR structure pointed
to by From (if From is not 0).

A.12.24 Socket_send()

Usage
int  Socket_send (unsigned int Socket , void * Buffer , int Len, unsigned int
Flags );

Purpose

Transmits data on a connected socket.

Inputs
Socket , a connected socket.
Buffer , the starting address of the buffer containing the data to be transmitted.
Len, the maximum number of bytes to transmit.

Flags , bitmask specifying special operation for the function:

« Bit 0 = OOB: send out-of-band data. This is only valid for stream (TCP) sockets.

Outputs

Returns the number of bytes actually transmitted, or -1 on error.

A.12.25 Socket_sendto()

Usage

int Socket_sendto (unsigned int Socket , void * Buffer , int Len, unsigned int
Flags , SOCKADDR 7o0);

227



Appendix A. PModeLib Reference

Purpose

Sends a datagram to a specific destination address.

Inputs
Socket , a socket.
Buffer , the starting address of the buffer containing the data to be transmitted.
Len, the maximum number of bytes to transmit.

Flags , bitmask specifying special operation for the function:

- Bit 0 = OOB: send out-of-band data. This is only valid for stream (TCP) sockets.

To, a pointer to &i8OCKADDR structure which contains the network address of the destination.

Outputs

Returns the number of bytes actually transmitted, or -1 on error.

A.12.26 Socket_setsockopt()
Usage

bool Socket_setsockopt  (unsigned int Socket , int Level , int  OptName, char
*OptVal , int  OptLen);
Purpose

Sets a socket option.

Inputs
Socket , a socket.

Level , the level at which the option is defined. Supported levelsSé SOCKET(socket level) andP-
PROTO_TCRTCP level).

OptName, the option for which the value is to be set. Smrtion A.12.2.50r a complete list of options.
OptVal , the buffer in which the value for the requested option is supplied.
OptLen , the size of the buffer pointed to yptval .

Outputs

Returns 1 on error, otherwise returns 0.

228



Appendix A. PModeLib Reference

A.12.27 Socket_shutdown()

Usage

bool Socket shutdown (unsigned int Socket , unsigned int Flags );

Purpose

Disables sends and/or receives on a socket.

Inputs
Socket , a socket.

Flags , a bitmask specifying what to disable:

- Bit 0 = subsequent receives on the socket will be disallowed.

+ Bit 1 = subsequent sends on the socket will be disallowed. A FIN is sent for TCP stream sockets.

Outputs

Returns 1 on error, 0 on success.

Notes

Flags =0 has no effect-lags =3 (both bits set) disables both sends and receives; however, the socket will not
be closed and resources used by the socket will not be freedsonkiét_close() is called.

A.12.28 Socket_gethostbyaddr()

Usage

HOSTENT Socket_gethostbyaddr (unsigned int Address );

Purpose

Gets host information corresponding to an address.

Inputs

Address , the network address to retrieve information about, in network byte order.

Outputs

Returns a pointer to a statitOSTENTstructure, or 0 on error. This buffer is overwritten on subsequent calls to
this function.
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A.12.29 Socket_gethostbyname()

Usage

HOSTENT Socket gethostbyname  (char * Nameé;

Purpose

Gets host information corresponding to a hostname.

Inputs

Name pointer to a O-terminated string containing the name of the host.

Outputs

Returns a pointer to a statitOSTENTstructure, or 0 on error. This buffer is overwritten on subsequent calls to
this function.

A.12.30 Socket_gethostname()

Usage

bool Socket gethostname (char * Name int  NameLen);

Purpose

Gets the “standard” host name for the local machine.

Inputs
Name pointer to a buffer that will receive the name of the host.

NameLen, the length of the buffer in bytes.

Outputs

Returns 1 on error, otherwise returns 0 and fills the buffer pointed ftdaagewith a O-terminated string con-
taining the name of the local machine.

A.12.31 Socket_GetLastError()

Usage

int  Socket_GetLastError (void);
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Purpose

Get the error status for the last operation which failed.

Inputs

None

Outputs

Returns the error code.

A.13 Sound Programming

SeeChapter 19or more details on sound programming, including how to play long sounds. The DMA functions in
Section A.14will also be very useful when doing sound programming.

A.13.1 SB16_Init()

Usage

bool SB16_Init (unsigned int HandlerAddress );

Purpose

Initializes a SoundBlaster (or compatible) sound card. Installs ISR handler.

Inputs

HandlerAddress , address of the callback procedure to be called on every sound interrupt.

Outputs

Returns 1 on error, 0 on success.

Notes
This function must be called before any other SB16 function is called.
Must callsB16_Exit() before program exit if successful call.

Callback procedure should use the C calling convention, compatible with the following C declaration:

void Callback (void);
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A.13.2 SB16_Exit()
Usage

bool SB16_Exit (void);

Purpose

Removes sound ISR and resets DSP.

Inputs

None

Outputs

Returns 1 on error, 0 on success.

Notes

AssumessB16_Init()  has been called successfully.

A.13.3 SB16_Start()
Usage

bool SB16_Start (int Samples, bool Autolnit , bool Write );

Purpose

Starts a sound playing, DSP side.

Inputs
Samples , number of 8 or 16 bit samples, to transfer before generating interrupt.
Autolnit , whether to keep going after each interrupt (O to stop after each interrupt).

Write , whether to play the sound (0 to record).

Outputs

Returns 1 on error, 0 on success.

Notes

DMA buffer must already be filled with appropriate PCM data to play, and the DMA transfer must already be
started (usindPMA_Start()
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A.13.4 SB16_Stop()
Usage

bool SB16_Stop (void);

Purpose

Stops a playing sound, DSP side.

Inputs

None

Outputs

Returns 1 on error, 0 on success.

Notes

AssumessB16_Start()  has been called.

A.13.5 SB16_SetCallback()
Usage

void SB16_SetCallback (unsigned int HandlerAddress );

Purpose

Changes the callback handler afte3B16_Init()

Inputs

HandlerAddress , address of the callback procedure to be called on every sound interrupt.

Outputs

Returns 1 on error, 0 on success.

Notes

Callback procedure should use the C calling convention, compatible with the following C declaration:

void Callback (void);
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A.13.6 SB16_SetFormat()

Usage

bool SB16_SetFormat (int Bits , int SampleRate , bool Stereo );

Purpose

Sets the format for the sound sample to be played.

Inputs
Bits , number of bits per sample (8 or 16).
SampleRate , in samples per second. Common choices are 11025, 22050, and 44100.

Stereo , whether stream is mono (0) or stereo (1).

Outputs

Returns 1 on error, 0 on success.

Notes

Not all formats have been tested.

A.13.7 SB16_GetChannel()
Usage

bool SB16_GetChannel (void);

Purpose

Retrieves the DMA channels the SB16 is using.

Inputs

None

Outputs
ReturnsaAH= 16 bit DMA channel AL = 8 bit DMA channel.

Notes
AssumessB16_Init()  has been called successfully.

Use the 16 bit channel for 16 bit transfers and the 8 bit channel for 8 bit transfers.
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A.13.8 SB16_SetMixers()

Usage

bool SB16_SetMixers (short Master , short PCM short Line , short  Mic);

Purpose

Sets the volume of various soundcard components.

Inputs
Master , overall volume. Turns speakers off if set to 0, or on otherwise.
PCM volume for PCM (digital wave) playback.
Line , volume for line input.

Mic , volume for microphone input.

Outputs

Returns 1 on error, 0 on success.

Notes

Not all mixers have been tested.

A.14 DMA Functions

These functions are perhaps most useful for doing sound. See the PModeLib sound functions refSestamia. 13
and the discussion on sound programming (particularly in regards to playing long sounds using DOhapier 19

A.14.1 DMA_Allocate_Mem()

Usage
bool DMA_ Allocate_ Mem (int  Size , short * Selector , unsigned int
* LinearAddress );

Purpose

Allocates the specified amount of conventional memory. Ensures that the returned block doesn’t cross a page
boundary.

Inputs

Size , size of DMA buffer to allocate, in bytes.
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Outputs
Selector , the selector that should be used to access and free the memory.
LinearAddress , the linear address of the memory (used when callig\_Start() ).
Returns 0 on success. On error, returns 1 and3sector andLinearAddress  to 0.

Some outputs are passed as parameters; pass the address of a variable, and after a successful call, the variable
will be filled with the output information.

A.14.2 DMA_Start()
Usage

void DMA_ Start (int  Channel , unsigned int Address , int  Size , bool Autolnit
bool Write );
Purpose
Starts the DMA controller for the specified channel, transfer@ime bytes fromAddress (the memory
transferred must not cross a page boundary).
Inputs
Channel , DMA channel to start controller on.
Address , linear address to transfer data to/from.
Size , number of bytes to transfer.

Autolnit | if nonzero, use the endless repeat DMA mode (repeatsiitil_Stop() is called on the channel).
If 0, only copies memory once, then stops.

Write , if nonzero, use write mode, otherwise use read mode. (Read mode trantf¢ine memory starting at
Address , used for e.g. sound input).

Outputs

None

A.14.3 DMA_Stop()

Usage

void DMA_Stop(int  Channel );
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Purpose

Disables the specified DMA channel, stopping any ongoing transfers.

Inputs
Channel , the DMA channel to disable.

Outputs

None

A.14.4 DMA_Todo()

Usage

unsigned int DMA_Toddint  Channel );

Purpose

Gets the current position in a DMA transfer. Interrupts should be disabled before calling this function.

Inputs

Channel , the channel to get the position of.

Outputs

Returns the current position in the selected channel.

A.14.5 DMA_Lock_Mem()

Usage

void DMA_Lock_ Menjvoid);

Purpose

Locks the memory used by the DMA routines so they can be safely called from an interrupt handler.

Inputs

None

Outputs

None
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A.15 Miscelleanous Utility Functions

A.15.1 BinAsc

Usage

BinAsc

Purpose

Converts an integer into a decimal ASCI| string.

Inputs
AX, 16-bit signed integer to be converted.
EBX starting offset of 7-byte buffer to hold the result.

Outputs
EBX offset of first nonblank character of the output string (may be a minus sigxifas negative).

CL, number of nonblank characters generated (including minus sign).

Notes

Doesn't use C calling convention.

A.15.2 AscBin

Usage

AscBin

Purpose

Converts a decimal ASCII string into an integer.

Inputs

EBX starting offset of first character of input string.

Outputs
AX, signed 16-bit integer equivalent in value to decimal input string.
EBX offset of first non-convertible character in string.

DL, status of this call:

- 0if no conversion errors
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+ 1if string had no valid digits
« 2if string had too many digits
- 3if overflow (too positive)

« 4 if underflow (too negative)

Notes

Doesn't use C calling convention.
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Appendix B.
X86 Instruction Reference

Originally written by Julian Hall and Simon Tantham.

This appendix provides a incomplete list of the machine instructions which NASM will assemble, and a short descrip-
tion of the function of each one. SSE2, 3DNow!, Cyrix MMX, and some undocumented or obsoleted instructions are
not included in this list due to space concerns in the lab manual. See the NASM manual for a complete list of all the
instructions NASM will assemble.

It is not intended to be exhaustive documentation on the fine details of the instructions’ function, such
as which exceptions they can trigger: for such documentation, you should go to either Intel's Web site,
http://developer.intel.com/design/Pentium4/manuals/ or AMD’s Web site, http://www.amd.com/.

Instead, this appendix is intended primarily to provide documentation on the way the instructions may be used within
NASM. For example, looking upOOPwill tell you that NASM allowsCXor ECXto be specified as an optional second
argument to th& OOPinstruction, to enforce which of the two possible counter registers should be used if the default
is not the one desired.

The instructions are not quite listed in alphabetical order, since groups of instructions with similar functions are
lumped together in the same entry. Most of them don’t move very far from their alphabetic position because of this.

B.1 Key to Operand Specifications

The instruction descriptions in this appendix specify their operands using the following notation:

Registers

reg8 denotes an 8-bit general purpose registey16 denotes a 16-bit general purpose register, r@gd2 a
32-bit onefpureg denotes one of the eight FPU stack registeiraxreg denotes one of the eight 64-bit MMX
registers, andegreg denotes a segment register. In addition, some registers (sugh BX or ECXY may be
specified explicitly.

Immediate operands

imm denotes a generic immediate operaindn8, imm16 andimm32 are used when the operand is intended to
be a specific size. For some of these instructions, NASM needs an explicit specifier: for exsbiplESP,16
could be interpreted as eithabD r/m32,imm32 or ADD r/m32,imm8 . NASM chooses the former by default,
and so you must speciDD ESP,BYTE 16for the latter.

Memory references

memdenotes a generic memory referenoemg mem16 mem32 mem64andmem8goare used when the operand
needs to be a specific size. Again, a specifier is needed in some t&segaddress] is ambiguous and

will be rejected by NASM. You must specifyEC BYTE [address] , DEC WORD [address] or DEC DWORD
[address] instead.
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Restricted memory references

One form of theMOMnstruction allows a memory address to be specifi@tioutallowing the normal range of
register combinations and effective address processing. This is denoteehinffs8 , memoffs16 andmem-
offs32

Register or memory choices

Many instructions can accept either a regigieila memory reference as an operarioh8 is a shorthand for
reg8/mem8 ; similarly r/m16 andr/m32 .r/m64 is MMX-related, and is a shorthand formxreg/memé64.

B.2 Key to Opcode Descriptions

This appendix also provides the opcodes which NASM will generate for each form of each instruction. The opcodes
are listed in the following way:

« A hex number, such &F, indicates a fixed byte containing that number.

« A hex number followed byr , such a<8+r, indicates that one of the operands to the instruction is a register, and
the ‘register value’ of that register should be added to the hex number to produce the generated byte. For example,
EDXhas register value 2, so the code+r, when the register operandE®X generates the hex by@A Register
values for specific registers are giverSaction B.2.1

- A hex number followed bycc, such agio+cc , indicates that the instruction name has a condition code suffix, and
the numeric representation of the condition code should be added to the hex number to produce the generated byte.
For example, the cod&+cc , when the instruction contains th& condition, generates the hex byie. Condition
codes and their numeric representations are giv&ention B.2.2

- A slash followed by a digit, such @& , indicates that one of the operands to the instruction is a memory address or
register (denotechemor r/m , with an optional size). This is to be encoded as an effective address, with a ModR/M
byte, an optional SIB byte, and an optional displacement, and the spare (register) field of the ModR/M byte should
be the digit given (which will be from 0 to 7, so it fits in three bits). The encoding of effective addresses is given in
Section B.2.4

« The codegr combines the above two: it indicates that one of the operands is a memory addnessad another
is a register, and that an effective address should be generated with the spare (register) field in the ModR/M byte
being equal to the “register value” of the register operand. The encoding of effective addresses is §a&iom
B.2.4 register values are given Bection B.2.1

« The codesdb , iw andid indicate that one of the operands to the instruction is an immediate value, and that this is
to be encoded as a byte, little-endian word or little-endian doubleword respectively.

« The codesb, rw andrd indicate that one of the operands to the instruction is an immediate value, and that the
differencebetween this value and the address of the end of the instruction is to be encoded as a byte, word or
doubleword respectively. Where the formrd appears, it indicates that either orrd should be used according
to whether assembly is being performediTS 16 orBITS 32 state respectively.

- The codesw andod indicate that one of the operands to the instruction is a reference to the contents of a memory
address specified as an immediate value: this encoding is used in some formsvaivinstruction in place of
the standard effective-address mechanism. The displacement is encoded as a word or doubleworav/gain,
denotes thatw or od should be chosen according to B&S setting.
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« The code®16 ando32 indicate that the given form of the instruction should be assembled with operand size 16 or
32 bits. In other wordp16 indicates &6 prefix inBITS 32 state, but generates no codeBiITS 16 state; and
032 indicates &6 prefix inBITS 16 state but generates nothingBIrs 32.

« The codesl6 anda32, similarly to 016 ando32, indicate the address size of the given form of the instruction.
Where this does not match tBETS setting, 867 prefix is required.

B.2.1 Register Values

Where an instruction requires a register value, it is already implicit in the encoding of the rest of the instruction what
type of register is intended: an 8-bit general-purpose register, a segment register, a debug register, an MMX register,
or whatever. Therefore there is no problem with registers of different types sharing an encoding value.

The encodings for the various classes of register are:
8-bit general registers
ALis 0,CLis 1,DLis 2,BL is 3,AHis 4,CHis 5,DHis 6, andBHis 7.

16-bit general registers
AXis 0,CXis 1,DXis 2,BXis 3,SPis 4,BPis 5,SI is 6, andDI is 7.
32-bit general registers
EAXis 0,ECXis 1,EDXis 2,EBXis 3,ESPis 4,EBPis 5,ESI is 6, andEDI is 7.
Segment registers
ESis 0,CSis 1,SSis 2,DSis 3,FSis 4, andGSis 5.
Floating-point registers

STOis0,ST1is1,ST2is 2,ST3is 3,ST4is 4,ST5is 5,ST6is 6, andST7is 7.

64-bit MMX registers
MMaQis 0, MM1is 1, MM2is 2, MM3is 3, MMdis 4, MM5s 5, MMés 6, andMM7is 7.
Control registers

CROis 0,CR2is 2,CR3is 3, andCR4is 4.

Debug registers

DROis 0,DR1is 1,DR2is 2,DR3is 3,DR6is 6, andDR7is 7.

Test registers
TR3is 3,TR4is 4,TR5is 5,TR6is 6, andTR7is 7.

(Note that wherever a register name contains a number, that number is also the register value for that register.)
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B.2.2 Condition Codes

The available condition codes are given here, along with their numeric representations as part of opcodes. Many of
these condition codes have synonyms, so several will be listed at a time.

In the following descriptions, the word “either,” when applied to two possible trigger conditions, is used to mean
“either or both”. If “either but not both” is meant, the phrase “exactly one of” is used.

+ 0Ois O (trigger if the overflow flag is setNOis 1.

« B, CandNAEare 2 (trigger if the carry flag is setdf, NBandNCare 3.

- Eandz are 4 (trigger if the zero flag is seyEandNzare 5.

« BEandNAare 6 (trigger if either of the carry or zero flags is satgndNBEare 7.

« Sis 8 (trigger if the sign flag is setNSis 9.

« PandPEare 10 (trigger if the parity flag is seypandPOare 11.

- L andNGEare 12 (trigger if exactly one of the sign and overflow flags is &gandNL are 13.

« LE andNGare 14 (trigger if either the zero flag is set, or exactly one of the sign and overflow flags i ard);
NLEare 15.

Note that in all cases, the sense of a condition code may be reversed by changing the low bit of the numeric represen-
tation.

B.2.3 SSE Condition Predicates

The condition predicates for SSE comparison instructions are the codes used as part of the opcode, to determine what
form of comparison is being carried out. In each case, the imm8 value is the final byte of the opcode encoding, and the
predicate is the code used as part of the mnemonic for the instruction (equivalent to the "cc" in an integer instruction
that used a condition code). The instructions that use this will give details of what the various mnemonics are, this
table is used to help you work out details of what is happening.

Table B-1. SSE Condition Predicate Encoding

Predicate imm8 Description  Relation Emulation Result if QNan
Encoding where A is NaN Signals
1st Operand Invalid
Operand, B
is 2nd
Operand
EQ 000B equal A=B False No
LT 001B less than A<B False Yes
LE 010B lessthanor A<=B False Yes
equal
greater than A>B Swap False Yes
Operands, Use
LT
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Predicate imm8 Description  Relation Emulation Result if QNan
Encoding where A is NaN Signals
1st Operand Invalid
Operand, B
is 2nd
Operand
greater than orA>=B Swap False Yes
equal Operands, Use
LE
UNORD 011B unordered A B= True No
Unordered
NEQ 100B not equal Al=B True No
NLT 101B notlessthan  NOT(A <B) True Yes
NLE 110B not less than oNOT(A <= B) True Yes
equal
not greater NOT(A>B) Swap True Yes
than Operands, Use
NLT
not greater NOT(A>=B) Swap True Yes
than or equal Operands, Use
NLE
ORD 111B ordered A B= False No
Ordered

The unordered relationship is true when at least one of the two values being compared is a NaN or in an unsupported
format.

Note that the comparisons which are listed as not having a predicate or encoding can only be achieved through
software emulation, as described in the “emulation” column. Note in particular that an instruction such as “greater
than” is not the same asLE, as, unlike with theCMPinstruction, it has to take into account the possibility of one
operand containing a NaN or an unsupported numeric format.

B.2.4 Effective Address Encoding: ModR/M and SIB

An effective address is encoded in up to three parts: a ModR/M byte, an optional SIB byte, and an optional byte, word
or doubleword displacement field.

The ModR/M byte consists of three fields: tihedfield, ranging from 0 to 3, in the upper two bits of the byte, the

field, ranging from O to 7, in the lower three bits, and the spare (register) field in the middle (bit 3 to bit 5). The spare
field is not relevant to the effective address being encoded, and either contains an extension to the instruction opcode
or the register value of another operand.

The ModR/M system can be used to encode a direct register reference rather than a memory access. This is always
done by setting theodfield to 3 and the/m field to the register value of the register in question (it must be a general-
purpose register, and the size of the register must already be implicit in the encoding of the rest of the instruction). In
this case, the SIB byte and displacement field are both absent.
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In 16-bit addressing mode (eithBITS 16 with no 67 prefix, orBITS 32 with a67 prefix), the SIB byte is never
used. The general rules forodandr/m (there is an exception, given below) are:

« Themodfield gives the length of the displacement field: 0 means no displacement, 1 means one byte, and 2 means
two bytes.

« Ther/m field encodes the combination of registers to be added to the displacement to give the accessed address:
0 meansx+si, 1 mean®x+Dl, 2 mean®pP+sl, 3 meanspP+DI, 4 meanss! only, 5 mean®dl only, 6 mean8P
only, and 7 meanBXonly.

However, there is a special case:

- If modis O andr/m is 6, the effective address encoded is he¥] as the above rules would suggest, but instead
[displ6] :the displacement field is present and is two bytes long, and no registers are added to the displacement.

Therefore the effective addregsP] cannot be encoded as efficiently [ ; so if you code] BF] in a program,
NASM adds a notional 8-bit zero displacement, and setsto 1,r/m to 6, and the one-byte displacement field to 0.

In 32-bit addressing mode (eithBITS 16 with a67 prefix, orBITS 32 with no 67 prefix) the general rules (again,
there are exceptions) fafod andr/m are:

- Themodfield gives the length of the displacement field: 0 means no displacement, 1 means one byte, and 2 means
four bytes.

- If only one register is to be added to the displacement, and it i€88t ther/m field gives its register value,
and the SIB byte is absent. If thén field is 4 (which would encodeSP), the SIB byte is present and gives the
combination and scaling of registers to be added to the displacement.

If the SIB byte is present, it describes the combination of registers (an optional base register, and an optional index
register scaled by multiplication by 1, 2, 4 or 8) to be added to the displacement. The SIB byte is divided into the
scale field, in the top two bits, thindex field in the next three, and thmase field in the bottom three. The general

rules are:

« Thebase field encodes the register value of the base register.

- Theindex field encodes the register value of the index register, unless it is 4, in which case no index register is
used (s&SPcannot be used as an index register).

- Thescale field encodes the multiplier by which the index register is scaled before adding it to the base and
displacement: 0 encodes a multiplier of 1, 1 encodes 2, 2 encodes 4 and 3 encodes 8.

The exceptions to the 32-bit encoding rules are:

- If modis 0 andr/m is 5, the effective address encoded is hpsA as the above rules would suggest, but instead
[disp32] :the displacement field is present and is four bytes long, and no registers are added to the displacement.

« If modis O, r/m is 4 (meaning the SIB byte is present) ambke is 4, the effective address encoded is not
[ EBPrindex] as the above rules would suggest, but inste&p32+index] : the displacement field is present
and is four bytes long, and there is no base register (but the index register is still processed in the normal way).
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B.3 Key to Instruction Flags

Given along with each instruction in this appendix is a set of flags, denoting the type of the instruction. The types are
as follows:

. 8086, 186, 286, 386, 486, PENTand P6 denote the lowest processor type that supports the instruction. Most
instructions run on all processors above the given type; those that do not are documented. The Pentium Il contains
no additional instructions beyond the P6 (Pentium Pro); from the point of view of its instruction set, it can be
thought of as a P6 with MMX capability.

. 3DNOMindicates that the instruction is a 3DNow! one, and will run on the AMD K6-2 and later processors. ATHLON
extensions to the 3DNow! instruction set are documented as such.

« CYRIXindicates that the instruction is specific to Cyrix processors, for example the extra MMX instructions in the
Cyrix extended MMX instruction set.

- FPUindicates that the instruction is a floating-point one, and will only run on machines with a coprocessor (auto-
matically including 486DX, Pentium and above).

- KATMAIlindicates that the instruction was introduced as part of the Katmai New Instruction set. These instructions
are available on the Pentium Ill and later processors. Those which are not specifically SSE instructions are also
available on the AMD Athlon.

« MMXindicates that the instruction is an MMX one, and will run on MMX-capable Pentium processors and the
Pentium II.

« PRIV indicates that the instruction is a protected-mode management instruction. Many of these may only be used
in protected mode, or only at privilege level zero.

- SSEandSSE2indicate that the instruction is a Streaming SIMD Extension instruction. These instructions operate
on multiple values in a single operation. SSE was introduced with the Pentium Il and SSE2 was introduced with
the Pentium 4.

« UNDOGndicates that the instruction is an undocumented one, and not part of the official Intel Architecture; it may
or may not be supported on any given machine.

B.4 General Instructions

B.4.1 AAA AAS AAM AAD ASCII Adjustments

AAA . 37 [8086]
AAS . 3F [8086]
AAD : D5 0A [8086]
AAD imm ; D5 ib [8086]
AAM : D4 0A [8086]
AAM imm ; D4 ib [8086]

247



Appendix B. x86 Instruction Reference

These instructions are used in conjunction with the add, subtract, multiply and divide instructions to perform binary-
coded decimal arithmetic innpacked(one BCD digit per byte - easy to translate to and frascCli , hence the
instruction names) form. There are also packed BCD instructid@sandDAS seeSection B.4.21

+ AAA(ASCII Adjust After Addition) should be used after a one-bg@Dinstruction whose destination was the
register: by means of examining the value in the low nibbleloénd also the auxiliary carry flagfF, it determines
whether the addition has overflowed, and adjusts it (and sets the carry flag) if so. You can add long BCD strings
together by doindADDAAAON the low digits, then doingDGAAA 0N each subsequent digit.

« AAS(ASCII Adjust AL After Subtraction) works similarly t&AA but is for use afteBUBInstructions rather than
ADD

« AAM(ASCII Adjust AX After Multiply) is for use after you have multiplied two decimal digits together and left the
result inAL: it divides AL by ten and stores the quotientAm, leaving the remainder iAL. The divisor 10 can be
changed by specifying an operand to the instruction: a particularly handy use of A#isislg causing the two
nibbles inAL to be separated intsHandAL.

« AAD(ASCII Adjust AX Before Division) performs the inverse operationAaM it multiplies AH by ten, adds it to
AL, and set®\Hto zero. Again, the multiplier 10 can be changed.

B.4.2 ADC Add with Carry

ADC r/m8,reg8 ; 10 Ir [8086]
ADC r/m16,reg16 ; 016 11 /r [8086]
ADC r/m32,reg32 ; 032 11 Ir [386]
ADC reg8,r/m8 ;12 0r [8086]
ADC regl6,r/m16 ; 016 13 /r [8086]
ADC reg32,r/m32 ; 032 13 Ir [386]
ADC r/m8,imm8 ;80 /2 ib [8086]
ADC r/m16,imm16 ; 016 81 /2 iw [8086]
ADC r/m32,imm32 ; 032 81 /2 id [386]
ADC r/m16,imm8 ; 016 83 /2 ib [8086]
ADC r/m32,imm8 ; 032 83 /2 ib [386]
ADC AL,imm8 ; 14 ib [8086]
ADC AX,imm16 ; 016 15 iw [8086]
ADC EAX,imm32 ; 032 15 id [386]

ADCperforms integer addition: it adds its two operands together, plus the value of the carry flag, and leaves the result
in its destination (first) operand. The destination operand can be a register or a memory location. The source operand
can be a register, a memory locaion, or an immediate value.

The flags are set according to the result of the operation: in particular, the carry flag is affected and can be used by a
subsequeniDCinstruction.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.
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To add two numbers without also adding the contents of the carry flag\3€ection B.4.3

B.4.3 ADD Add Integers

ADD r/m8,reg8 ; 00 /r [8086]
ADD r/m16,regl6 ;016 01 /r [8086]
ADD r/m32,reg32 ; 032 01 /r [386]
ADD reg8,r/m8 ; 02 Ir [8086]
ADD regl6,r/m16 ; 016 03 /r [8086]
ADD reg32,r/m32 ; 032 03 Ir [386]
ADD r/m8,imm8 ;80 /0 ib [8086]
ADD r/m16,imm16 ; 016 81 /0 iw [8086]
ADD r/m32,imm32 ;032 81 /0 id [386]
ADD r/m16,imm8 ;016 83 /0 ib [8086]
ADD r/m32,imm8 ; 032 83 /0 ib [386]
ADD AL,imm8 ; 04 ib [8086]
ADD AX,imm16 ; 016 05 iw [8086]
ADD EAX,imm32 ; 032 05 id [386]

ADDperforms integer addition: it adds its two operands together, and leaves the result in its destination (first) operand.
The destination operand can be a register or a memory location. The source operand can be a register, a memory
location, or an immediate value.

The flags are set according to the result of the operation: in particular, the carry flag is affected and can be used by a
subsequeniDCinstruction.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.

B.4.4 AND Bitwise AND

AND r/m8,reg8 ;20 Ir [8086]
AND r/m16,reg16 ; 016 21 /r [8086]
AND r/m32,reg32 ;032 21 Ir [386]
AND reg8,r/m8 ;22 Ir [8086]
AND regl6,r/m16 ; 016 23 /r [8086]
AND reg32,r/m32 ; 032 23 Ir [386]
AND r/m8,imm8 ;80 /4 ib [8086]
AND r/m16,imm16 ; 016 81 /4 iw [8086]
AND r/m32,imm32 ;032 81 /4 id [386]
AND r/m16,imm8 ; 016 83 /4 ib [8086]
AND r/m32,imm8 ;032 83 /4 ib [386]
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AND AL,imm8 24 ib [8086]
AND AX,imm16 ; 016 25 iw [8086]
AND EAX,imm32 ; 032 25 id [386]

ANDperforms a bitwise AND operation between its two operands (i.e. each bit of the result is 1 if and only if the
corresponding bits of the two inputs were both 1), and stores the result in the destination (first) operand. The destina-

tion operand can be a register or a memory location. The source operand can be a register, a memory location, or an
immediate value.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to

be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.

The MMXnstructionPAND(seeSection B.5.4Pperforms the same operation on the 64t Xegisters.

B.4.5 ARPL Adjust RPL Field of Selector

ARPL r/m16,regl6 ; 63 Ir [286,PRIV]

ARPLexpects its two word operands to be segment selectors. It adjusPtheequested privilege level - stored in
the bottom two bits of the selector) field of the destination (first) operand to ensure that it is no less (i.e. no more
privileged than) th&kPL field of the source operand. The zero flag is set if and only if a change had to be made.

B.4.6 BOUNDCheck Array Index against Bounds

BOUND regl16,mem ; 016 62 Ir [186]
BOUND reg32,mem ; 032 62 Ir [386]

BOUNDexpects its second operand to point to an area of memory containing two signed values of the same size as
its first operand (i.e. two words for the 16-bit form; two doublewords for the 32-bit form). It performs two signed
comparisons: if the value in the register passed as its first operand is less than the first of the in-memory values, or is
greater than or equal to the second, it throv&Raxception. Otherwise, it does nothing.

B.4.7 BSF, BSR Bit Scan

BSF regl16,r/m16 ; 016 OF BC Ir [386]
BSF reg32,r/m32 ; 032 OF BC Ir [386]
BSR regl16,r/m16 ; 016 OF BD Ir [386]
BSR reg32,r/m32 ; 032 OF BD Ir [386]

- BSFsearches for the least significant set bit in its source (second) operand, and if it finds one, stores the index in its
destination (first) operand. If no set bit is found, the contents of the destination operand are undefined. If the source
operand is zero, the zero flag is set.
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« BSRperforms the same function, but searches from the top instead, so it finds the most significant set bit.

Bit indices are from 0 (least significant) to 15 or 31 (most significant). The destination operand can only be a register.
The source operand can be a register or a memory location.

B.4.8 BSWAPByte Swap
BSWAP reg32 : 032 OF C8+r [486]

BSWARswaps the order of the four bytes of a 32-bit register: bits 0-7 exchange places with bits 24-31, and bits 8-15
swap with bits 16-23. There is no explicit 16-bit equivalent: to byte-swgBX, CXor DX XCHGcan be used3ection
B.4.15)). WhenBSWARs used with a 16-bit register, the result is undefined.

B.4.9 BT, BTC BTR BTS:. Bit Test

BT r/m16,regl6 ; 016 OF A3 /r [386]
BT r/m32,reg32 ; 032 OF A3 Ir [386]
BT r/m16,imm8 ; 016 OF BA /4 ib [386]
BT r/m32,imm8 ;032 OF BA /4 ib [386]
BTC r/m16,regl16 ; 016 OF BB /r [386]
BTC r/m32,reg32 ; 032 OF BB Ir [386]
BTC r/m16,imm8 ; 016 OF BA /7 ib [386]
BTC r/m32,imm8 ; 032 OF BA /7 ib [386]
BTR r/m16,reg16 ; 016 OF B3 /Ir [386]
BTR r/m32,reg32 ; 032 OF B3 Ir [386]
BTR r/m16,imm8 ; 016 OF BA /6 ib [386]
BTR r/m32,imm8 ; 032 OF BA /6 ib [386]
BTS r/m16,regl6 ; 016 OF AB Ir [386]
BTS r/m32,reg32 ; 032 OF AB Ir [386]
BTS r/m16,imm ; 016 OF BA /5 ib [386]
BTS r/m32,imm ; 032 OF BA /5 ib [386]

These instructions all test one bit of their first operand, whose index is given by the second operand, and store the
value of that bit into the carry flag. Bit indices are from 0 (least significant) to 15 or 31 (most significant).

In addition to storing the original value of the bit into the carry flRgR also resets (clears) the bit in the operand
itself. BTS sets the bit, an8TCcomplements the biBT does not modify its operands.

The destination can be a register or a memory location. The source can be a register or an immediate value.

If the destination operand is a register, the bit offset should be in the range 0-15 (for 16-bit operands) or 0-31 (for
32-bit operands). An immediate value outside these ranges will be taken modulo 16/32 by the processor.

If the destination operand is a memory location, then an immediate bit offset follows the same rules as for a register.
If the bit offset is in a register, then it can be anything within the signed range of the register used (ie, for a 32-bit
operand, it can be (-2"31) to (231 - 1).
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B.4.10 CALL: Call Subroutine

CALL imm ; E8 rw/rd [8086]
CALL imm:imm16 ; 016 9A iw iw [8086]
CALL imm:imm32 ; 032 9A id iw [386]
CALL FAR mem16 ; 016 FF /3 [8086]
CALL FAR mem32 ; 032 FF /3 [386]
CALL r/m16 ; 016 FF /2 [8086]
CALL r/m32 ; 032 FF /2 [386]

CALL calls a subroutine, by means of pushing the current instruction poirt¢rafd optionallyCS as well on the
stack, and then jumping to a given address.

CSis pushed as well a® if and only if the call is a far call, i.e. a destination segment address is specified in the
instruction. The forms involving two colon-separated arguments are far calls; so @altheFAR merfiorms.

The immediate near call takes one of two forr@alL imm16/imm32 , determined by the current segment size limit).
For 16-bit operands, you would uSaLL 0x1234, and for 32-bit operands you would uSaLL 0x12345678 . The
value passed as an operand is a relative offset.

You can choose between the two immediate far call for@sL( imm:imm) by the use of theWOREand DWORD
keywords:CALL WORD 0x1234:0x5678) or CALL DWORD 0x1234:0x56789abc .

The CALL FAR menfiorms execute a far call by loading the destination address out of memory. The address loaded
consists of 16 or 32 bits of offset (depending on the operand size), and 16 bits of segment. The operand size may be
overridden usingCALL WORD FAR m@&nCALL DWORD FAR mem

TheCALL r/m forms execute a near call (within the same segment), loading the destination address out of memory or
out of a register. The keywondEARmMay be specified, for clarity, in these forms, but is not necessary. Again, operand
size can be overridden usiALL WORD meoi CALL DWORD mem

As a convenience, NASM does not require you to call a far procedure symbol by coding the cumbersameEG
routine:routine , but instead allows the easier synong@#LL FAR routine

The CALL r/m forms given above are near calls; NASM will accept tieARkeyword (e.g.CALL NEAR [ad-
dress] ), even though it is not strictly necessary.

B.4.11 CBWCWDCDQ CWDESIign Extensions

CBW . 016 98 [8086]
CWDE © 032 98 [386]
CWD . 016 99 [8086]
CDQ © 032 99 [386]

All these instructions sign-extend a short value into a longer one, by replicating the top bit of the original value to fill
the extended one.

CBWextendsAL into AX by repeating the top bit oiL in every bit of AH CWDExtendsAX into EAX CWDextendsAX
into Dx AX by repeating the top bit ofX throughoutDX, andCDQextendsEAXinto EDX EAX
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B.4.12 CLC CLD, CLI, CLTS. Clear Flags

cLC : F8 [8086]
CLD . FC [8086]
cL . FA [8086]
CLTS . OF 06 [286,PRIV]

These instructions clear various flags.Cclears the carry flag;LDclears the direction flagiLI clears the interrupt
flag (thus disabling interrupts); aml TS clears the task-switched@$) flag in CRQ.

To set the carry, direction, or interrupt flags, use $1€, STDandSTI instructions Section B.4.13). To invert the
carry flag, useeMQ(Section B.4.14

B.4.13 CLFLUSH Flush Cache Line

CLFLUSH mem ; OF AE /7 [WILLAMETTE,SSEZ2]

CLFLUSHinvalidates the cache line that contains the linear address specified by the source operand from all levels
of the processor cache hierarchy (data and instruction). If, at any level of the cache hierarchy, the line is inconsistent
with memory (dirty) it is written to memory before invalidation. The source operand points to a byte-sized memory
location.

Although CLFLUSH flaggedSSE2nd above, it may not be present on all processors which 88#2 support, and it
may be supported on other processors@ReID instruction Section B.4.2Pwill return a bit which indicates support
for the CLFLUSHinstruction.

B.4.14 cMC Complement Carry Flag
CMC i F5 [8086]

CMcCchanges the value of the carry flag: if it was 0, it sets it to 1, and vice versa.

B.4.15 CMOVcce Conditional Move

CMOVcc regl6,r/m16 ; 016 OF 40+cc Ir [P6]
CMOVcc reg32,r/m32 ; 032 OF 40+cc Ir [P6]

CMOMmMoves its source (second) operand into its destination (first) operand if the given condition code is satisfied;
otherwise it does nothing.
For a list of condition codes, s&ection B.2.2

Although theCMO\Nnstructions are flagge®lé and above, they may not be supported by all Pentium Pro processors;
the CPUID instruction Gection B.4.2Pwill return a bit which indicates whether conditional moves are supported.
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B.4.16 CMP Compare Integers

CMP r/m8,reg8 ; 38 Ir [8086]
CMP r/m16,regl6 ; 016 39 /r [8086]
CMP r/m32,reg32 ;032 39 Ir [386]
CMP reg8,r/m8 ; BA N [8086]
CMP regl6,r/m16 ; 016 3B Ir [8086]
CMP reg32,r/m32 ; 032 3B Ir [386]
CMP r/m8,imm8 ;80 /0 ib [8086]
CMP r/m16,imm16 ; 016 81 /0 iw [8086]
CMP r/m32,imm32 ; 032 81 /0 id [386]
CMP r/m16,imm8 ; 016 83 /0 ib [8086]
CMP r/m32,imm8 ;032 83 /0 ib [386]
CMP AL,imm8 ; 3C ib [8086]
CMP AX,imm16 ; 016 3D iw [8086]
CMP EAX,imm32 ; 032 3D id [386]

CMPperforms a ‘mental’ subtraction of its second operand from its first operand, and affects the flags as if the sub-
traction had taken place, but does not store the result of the subtraction anywhere.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.

The destination operand can be a register or a memory location. The source can be a register, memory location, or an
immediate value of the same size as the destination.

B.4.17 CMPSBCMPSWCMPSDCompare Strings

CMPSB . A6 [8086]
CMPSW ; 016 A7 [8086]
CMPSD ;032 A7 [386]

CMPSEcompares the byte 4Ds sI] or[ DS ESI] with the byte af ES: DI] or[ ES EDI], and sets the flags accord-
ingly. It then increments or decrements (depending on the direction flag: increments if the flag is clear, decrements if
itis set)SI andDI (or ESI andEDI).

The registers used ag andDI if the address size is 16 bits, a8l andEgDI if it is 32 bits. If you need to use an
address size not equal to the currBS setting, you can use an explieit6 or a32 prefix.

The segment register used to load frpm] or[ ESI] can be overridden by using a segment register name as a prefix
(for examplegs CMPSB. The use oESfor the load from{ DI] or[ EDI] cannot be overridden.

CMPSvendCMPSDwork in the same way, but they compare a word or a doubleword instead of a byte, and increment
or decrement the addressing registers by 2 or 4 instead of 1.

TheREPEandREPNEprefixes (equivalenthyREPZandREPNZ may be used to repeat the instruction ugeco(or ECX
- again, the address size chooses which) times until the first unequal or equal byte is found.
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B.4.18 CMPXCHGCompare and Exchange

CMPXCHG r/m8,reg8 ; OF BO /r [PENT]
CMPXCHG r/m16,reg16 ; 016 OF B1 /r [PENT]
CMPXCHG r/m32,reg32 ; 032 OF B1 /r [PENT]

CMPXCH®@®ompares its destination (first) operand to the valugaLlinAX or EAX (depending on the operand size of
the instruction). If they are equal, it copies its source (second) operand into the destination and sets the zero flag.
Otherwise, it clears the zero flag and copies the destination register £, or EAX

The destination can be either a register or a memory location. The source is a register.

CMPXCHGs intended to be used for atomic operations in multitasking or multiprocessor environments. To safely
update a value in shared memory, for example, you might load the valuEAxdoad the updated value in€BX

and then execute the instructic®@CK CMPXCHG [value], EBX If value has not changed since being loaded, it

is updated with your desired new value, and the zero flag is set to let you know it has worked Q@kprefix

prevents another processor doing anything in the middle of this operation: it guarantees atomicity.) However, if another
processor has modified the value in between your load and your attempted store, the store does not happen, and you
are notified of the failure by a cleared zero flag, so you can go round and try again.

B.4.19 CMPXCHG8BCompare and Exchange Eight Bytes

CMPXCHG8B mem ; OF C7 /1 [PENT]

This is a larger and more unwieldy version ©@PXCHGt compares the 64-bit (eight-byte) value storednam]
with the value ireDx EAX If they are equal, it sets the zero flag and st@es EBXinto the memory area. If they are
unequal, it clears the zero flag and leaves the memory area untouched.

CMPXCHG8Ban be used with theOCKprefix, to allow atomic execution. This is useful in multi-processor and multi-
tasking environments.

B.4.20 CPUID: Get CPU Identification Code

CPUID ; OF A2 [PENT]

CPUID returns various information about the processor it is being executed on. It fills the four regiSXeEBX, ECX
andEDXwith information, which varies depending on the input contents/af

CPUID also acts as a barrier to serialise instruction execution: executirgPth instruction guarantees that all the
effects (memory modification, flag modification, register modification) of previous instructions have been completed
before the next instruction gets fetched.

The information returned is as follows:

« If EAXis zero on inputEAXon output holds the maximum acceptable input valuesf andeBx EDX ECXcontain
the string"Genuinelntel" (or not, if you have a clone processor). That is to €&8X contains"Genu" (in
NASM’s own sense of character constants, describeSeiction 5.4.2 EDXcontains'inel”  and ECXcontains
"ntel"
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« If EAXis one on inputEAXon output contains version information about the processorgaxtontains a set of
feature flags, showing the presence and absence of various features. For example, bit 8 is SaPOEGSB
instruction Section B.4.19is supported, bit 15 is set if the conditional move instructidBsction B.4.15nd
Section B.4.32are supported, and bit 23 is seMMXnstructions are supported.

. If EAXis two on inputEAX EBX ECXandEDXall contain information about caches and TLBs (Translation Looka-
head Buffers).

For more information on the data returned fr@mUID, see the documentation from Intel and other processor manu-
facturers.

B.4.21 DAA DAS Decimal Adjustments

DAA 0 27 [8086]
DAS . 2F [8086]

These instructions are used in conjunction with the add and subtract instructions to perform binary-coded decimal
arithmetic inpacked(one BCD digit per nibble) form. For the unpacked equivalents Ssstion B.4.1

DAAshould be used after a one-byeDinstruction whose destination was theregister: by means of examining the
value in theAL and also the auxiliary carry fladF, it determines whether either digit of the addition has overflowed,
and adjusts it (and sets the carry and auxiliary-carry flags) if so. You can add long BCD strings together by doing
ADDDAAoON the low two digits, then doingDGDAAoN each subsequent pair of digits.

DASworks similarly toDAA but is for use afteg8UBInstructions rather thaADD

B.4.22 DEC Decrement Integer

DEC regl6 ; 016 48+r [8086]
DEC reg32 ; 032 48+r [386]
DEC r/m8 C FE 11 [8086]
DEC r/m16 ; 016 FF /1 [8086]
DEC r/m32 ; 032 FF /1 [386]

DECsubtracts 1 from its operand. It doest affect the carry flag: to affect the carry flag, (®8B something,1 (see
Section B.4.14)) See alsaNC (Section B.4.78

This instruction can be used with.@CKprefix to allow atomic execution.

See alsoNC (Section B.4.78

B.4.23 DIV: Unsigned Integer Divide

DIV r/m8 . F6 /6 [8086]
DIV r/m16 . 016 F7 /6 [8086]
DIV r/m32 : 032 F7 /6 [386]

DIV performs unsigned integer division. The explicit operand provided is the divisor; the dividend and destination
operands are implicit, in the following way:
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- ForDIV r/m8 , AXis divided by the given operand; the quotient is storedlirand the remainder iaAH
- ForDIV r/m16 , Dx AXis divided by the given operand; the quotient is storedXrand the remainder ibX
- ForDIV r/m32 , EDX EAXis divided by the given operand; the quotient is storeBAXand the remainder iBDX

Signed integer division is performed by tiEV instruction: se&ection B.4.75

B.4.24 EMMSEmpty MMX State

EMMS ; OF 77 [PENT,MMX]

EMMSets the FPU tag word (marking which floating-point registers are available) to all ones, meaning all registers are
available for the FPU to use. It should be used after execttivinstructions and before executing any subsequent
floating-point operations.

B.4.25 ENTER Create Stack Frame
ENTER imm,imm ; C8 iw ib [186]

ENTERconstructs a stack frame for a high-level language procedure call. The first operand (théhe opcode
definition above refers to the first operand) gives the amount of stack space to allocate for local variables; the second
(theib above) gives the nesting level of the procedure (for languages like Pascal, with nested procedures).

The function ofENTER with a nesting level of zero, is equivalent to

PUSH EBP ; or PUSH BP in 16 bits
MOV EBP, ESP ; or MOV BP, SP in 16 bits
SUB ESP, operandl ; or SUB SP, operandl in 16 bits

This creates a stack frame with the procedure parameters accessible upwarEBHramd local variables accessible
downwards fromeBP.

With a nesting level of one, the stack frame created is 4 (or 2) bytes bigger, and the value of the final frame pointer
EBPis accessible in memory REBR4] .

This allowsENTER when called with a nesting level of two, to look at the stack frame described Ipyati®usvalue

of EBP, find the frame pointer at offset -4 from that, and push it along with its new frame pointer, so that when a
level-two procedure is called from within a level-one procedpesr4] holds the frame pointer of the most recent
level-one procedure call arjiasBR-8] holds that of the most recent level-two call. And so on, for nesting levels up to
31.

Stack frames created IBNTERcan be destroyed by thé&AVEinstruction: se&ection B.4.93

B.4.26 F2XMZ Calculate 2**X-1

F2XM1 : D9 FO [8086,FPU]

F2XM1raises 2 to the power &T0, subtracts one, and stores the result back 810. The initial contents o5T0
must be a number in the range -1.0 to +1.0.
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B.4.27 FABS Floating-Point Absolute Value
FABS : D9 E1 [8086,FPU]

FABScomputes the absolute value3ifo, by clearing the sign bit, and stores the result back 8Tto.

B.4.28 FADDQ FADDP Floating-Point Addition

FADD mem32 ; D8 /0 [8086,FPU]
FADD mem64 ; DC /0 [8086,FPU]
FADD fpureg ; D8 CO+r [8086,FPU]
FADD STO,fpureg ; D8 CO+r [8086,FPU]
FADD TO fpureg ; DC CO+r [8086,FPU]
FADD fpureg,STO ; DC CO+r [8086,FPU]
FADDP fpureg ; DE CO+r [8086,FPU]
FADDP fpureg,STO ; DE CO+r [8086,FPU]

FADD given one operand, adds the operandTo and stores the result back$T0. If the operand has thBOmodifier,
the result is stored in the register given rather tha&Tia.

FADDPperforms the same function 8DD TQbut pops the register stack after storing the result.
The given two-operand forms are synonyms for the one-operand forms.

To add an integer value ®T0, use theFIADD instruction Gection B.4.3%

B.4.29 FBLD, FBSTP. BCD Floating-Point Load and Store

FBLD mem80 . DF /4 [8086,FPU]
FBSTP mems80 . DF /6 [8086,FPU]

FBLDloads an 80-bit (ten-byte) packed binary-coded decimal number from the given memory address, converts it to a
real, and pushes it on the register stakBSTPstores the value &T0, in packed BCD, at the given address and then
pops the register stack.

B.4.30 FCHS Floating-Point Change Sign
FCHS ; D9 EO [8086,FPU]

FCHSnegates the number BT0 by inverting the sign bit: negative numbers become positive, and vice versa.

B.4.31 FCLEX FNCLEX Clear Floating-Point Exceptions

FCLEX : 9B DB E2 [8086,FPU]
FNCLEX . DB E2 [8086,FPU]
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FCLEXclears any floating-point exceptions which may be pendiNCLEXdoes the same thing but doesn’t wait for
previous floating-point operations (including thendlingof pending exceptions) to finish first.

B.4.32 FCMOVce Floating-Point Conditional Move

FCMOVB fpureg ; DA CO+r [P6,FPU]
FCMOVB STO,fpureg ; DA CO+r [P6,FPU]
FCMOVE fpureg ; DA C8+r [P6,FPU]
FCMOVE STO,fpureg ; DA C8+r [P6,FPU]
FCMOVBE fpureg ; DA DO+r [P6,FPU]
FCMOVBE STO,fpureg ; DA DO+r [P6,FPU]
FCMOVU fpureg ; DA D8+r [P6,FPU]
FCMOVU STO,fpureg ; DA D8+r [P6,FPU]
FCMOVNB fpureg ; DB CO+r [P6,FPU]
FCMOVNB STO,fpureg ; DB CO+r [P6,FPU]
FCMOVNE fpureg ; DB C8+r [P6,FPU]
FCMOVNE STO,fpureg ; DB C8+r [P6,FPU]
FCMOVNBE fpureg ; DB DO+r [P6,FPU]
FCMOVNBE STO,fpureg ; DB DO+r [P6,FPU]
FCMOVNU fpureg ; DB D8+r [P6,FPU]
FCMOVNU STO,fpureg ; DB D8+r [P6,FPU]

The FCMOV\nstructions perform conditional move operations: each of them moves the contents of the given register
into STO if its condition is satisfied, and does nothing if not.

The conditions are not the same as the standard condition codes used with conditional jump instructions. The con-
ditions B, BE, NB, NBE, E andNE are exactly as normal, but none of the other standard ones are supported. Instead,
the conditionU and its counterpaiiUare provided; thé condition is satisfied if the last two floating-point numbers
compared werainordered i.e. they were not equal but neither one could be said to be greater than the other, for
example if they were NaNs. (The flag state which signals this is the setting of the parity flag: $adhdition is
notionally equivalent t®E, andNUis equivalent ta°Q)

The FCMO\Wonditions test the main processor’s status flags, not the FPU status flags, seargiglirectly after
FCoMwill not work. Instead, you should either us€OMIwhich writes directly to the main CPU flags word, or use
FSTSWo extract the FPU flags.

Although theFCMO\Instructions are flagge®é above, they may not be supported by all Pentium Pro processors; the
CPUID instruction Section B.4.2Pwill return a bit which indicates whether conditional moves are supported.

B.4.33 FCOMFCOMPFCOMPPFCOM| FCOMIP Floating-Point Compare

FCOM mem32 ; D8 /12 [8086,FPU]
FCOM mem64 ; DC /2 [8086,FPU]
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FCOM fpureg ; D8 DO+r [8086,FPU]
FCOM STO,fpureg ; D8 DO+r [8086,FPU]
FCOMP mem32 ; D8 /3 [8086,FPU]
FCOMP mem64 ; DC /3 [8086,FPU]
FCOMP fpureg ; D8 D8+r [8086,FPU]
FCOMP STO,fpureg ; D8 D8+r [8086,FPU]
FCOMPP ; DE D9 [8086,FPU]
FCOMI fpureg ; DB FO+r [P6,FPU]
FCOMI STO,fpureg ; DB FO+r [P6,FPU]
FCOMIP fpureg ; DF FO+r [P6,FPU]
FCOMIP STO,fpureg ; DF FO+r [P6,FPU]

FCOMcomparessTO with the given operand, and sets the FPU flags accordisgly.s treated as the left-hand side
of the comparison, so that the carry flag is set (for a “less-than” res@t)is less than the given operand.

FCOMRloes the same &COMbut pops the register stack afterwardSOMPRomparesTO0 with ST1 and then pops
the register stack twice.

FCOMIandFCOMIPwork like the corresponding forms 6£0OMandFCOMPbut write their results directly to the CPU
flags register rather than the FPU status word, so they can be immediately followed by conditional jump or conditional
move instructions.

The FCOMnstructions differ from thecUCOMnstructions §ection B.4.6Y only in the way they handle quiet NaNs:
Fucomvill handle them silently and set the condition code flags to an “unordered” result, wiereasiill generate
an exception.

B.4.34 FCOS Cosine
FCOS : D9 FF [386,FPU]

FCOScomputes the cosine &TO0 (in radians), and stores the result3m0. The absolute value &T0 must be less
than 22

See alsd-SINCOS(Section B.4.5%

B.4.35 FDECSTP Decrement Floating-Point Stack Pointer
FDECSTP : D9 F6 [8086,FPU]

FDECSTPdecrements the ‘top’ field in the floating-point status word. This has the effect of rotating the FPU register
stack by one, as if the contents®f7 had been pushed on the stack. See BISESTP (Section B.4.4%
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B.4.36 FxDISI , FXENI : Disable and Enable Floating-Point Interrupts

FDISI : 9B DB E1 [8086,FPU]
FNDISI : DB E1 [8086,FPU]
FENI : 9B DB EO [8086,FPU]
FNENI : DB EO [8086,FPU]

FDISI andFENI disable and enable floating-point interrupts. These instructions are only meaningful on original 8087
processors: the 287 and above treat them as no-operation instructions.

FNDISI andFNENI do the same thing aBDISI andFENI respectively, but without waiting for the floating-point
processor to finish what it was doing first.

B.4.37 FDIV, FDIVP, FDIVR, FDIVRP: Floating-Point Division

FDIV mem32 ; D8 /6 [8086,FPU]
FDIV mem64 ; DC /6 [8086,FPU]
FDIV fpureg ; D8 FO+r [8086,FPU]
FDIV STO,fpureg ; D8 FO+r [8086,FPU]
FDIV TO fpureg ; DC F8+r [8086,FPU]
FDIV fpureg,STO ; DC F8+r [8086,FPU]
FDIVR mem32 ; D8 /0 [8086,FPU]
FDIVR mem64 ; DC /0 [8086,FPU]
FDIVR fpureg ; D8 F8+r [8086,FPU]
FDIVR STO,fpureg ; D8 F8+r [8086,FPU]
FDIVR TO fpureg ; DC FO+r [8086,FPU]
FDIVR fpureg,STO ; DC FO+r [8086,FPU]
FDIVP fpureg ; DE F8+r [8086,FPU]
FDIVP fpureg,STO ; DE F8+r [8086,FPU]
FDIVRP fpureg ; DE FO+r [8086,FPU]
FDIVRP fpureg,STO ; DE FO+r [8086,FPU]

- FDIV dividesSTO0 by the given operand and stores the result backrioy unless thaOqualifier is given, in which
case it divides the given operand Y0 and stores the result in the operand.

« FDIVR does the same thing, but does the division the other way upTsrisfnot given, it divides the given operand
by STO and stores the result 810, whereas ifTOis given it dividesST0 by its operand and stores the result in the
operand.

« FDIVP operates like=DIV TO, but pops the register stack once it has finished.
- FDIVRP operates like=DIVR TO, but pops the register stack once it has finished.
For FP/Integer divisions, sé&aDIV (Section B.4.4)

261



Appendix B. x86 Instruction Reference

B.4.38 FFREE Flag Floating-Point Register as Unused

FFREE fpureg ; DD CO+r [8086,FPU]
FFREEP fpureg : DF CO+r [286,FPU,UNDOC]

FFREEmarks the given register as being empty.

FFREEPmMarks the given register as being empty, and then pops the register stack.

B.4.39 FIADD: Floating-Point/Integer Addition

FIADD mem16 ; DE /0 [8086,FPU]
FIADD mem32 ; DA /0 [8086,FPU]

FIADD adds the 16-bit or 32-bit integer stored in the given memory locati®@T@ storing the result iIsTO.

B.4.40 FICOM FICOMPR Floating-Point/Integer Compare

FICOM mem16 . DE /2 [8086,FPU]
FICOM mem32 . DA /2 [8086,FPU]
FICOMP mem16 . DE /3 [8086,FPU]
FICOMP mem32 . DA /3 [8086,FPU]

FICOM comparessTO with the 16-bit or 32-bit integer stored in the given memory location, and sets the FPU flags
accordinglyFICOMPdoes the same, but pops the register stack afterwards.

B.4.41 FIDIV , FIDIVR : Floating-Point/Integer Division

FIDIV mem16 : DE /6 [8086,FPU]
FIDIV mem32 ; DA /6 [8086,FPU]
FIDIVR mem16 ; DE /7 [8086,FPU]
FIDIVR mem32 ; DA 7 [8086,FPU]

FIDIV dividesSTO by the 16-bit or 32-bit integer stored in the given memory location, and stores the reSuift.in
FIDIVR does the division the other way up: it divides the integesb, but still stores the result i8TO.

B.4.42 FILD, FIST, FISTP : Floating-Point/Integer Conversion

FILD meml16 ; DF /0 [8086,FPU]
FILD mem32 ; DB /0 [8086,FPU]
FILD mem64 ; DF /5 [8086,FPU]
FIST mem16 : DF /2 [8086,FPU]
FIST mem32 ; DB /2 [8086,FPU]
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FISTP meml16 ; DF /3 [8086,FPU]
FISTP mem32 ; DB /3 [8086,FPU]
FISTP mem64 . DF /7 [8086,FPU]

FILD loads an integer out of a memory location, converts it to a real, and pushes it on the FPU regist&tiStack.
convertsSTO to an integer and stores that in memoRySTP does the same &&ST, but pops the register stack
afterwards.

B.4.43 FIMUL: Floating-Point/Integer Multiplication

FIMUL mem16 ; DE /1 [8086,FPU]
FIMUL mem32 ; DA /1 [8086,FPU]

FIMUL multipliesSTO by the 16-bit or 32-bit integer stored in the given memory location, and stores the re30t in

B.4.44 FINCSTP: Increment Floating-Point Stack Pointer
FINCSTP : D9 F7 [8086,FPU]

FINCSTP increments the ‘top’ field in the floating-point status word. This has the effect of rotating the FPU register
stack by one, as if the register stack had been popped; however, unlike the popping of the stack performed by many
FPU instructions, it does not flag the n&7 (previouslyST0) as empty. See alDECSTR(Section B.4.3h

B.4.45 FINIT , FNINIT : Initialise Floating-Point Unit

FINIT : 9B DB E3 [8086,FPU]
FNINIT . DB E3 [8086,FPU]

FINIT initialises the FPU to its default state. It flags all registers as empty, without actually changing their values.
FNINIT does the same, without first waiting for pending exceptions to clear.

B.4.46 FISUB: Floating-Point/Integer Subtraction

FISUB mem16 . DE /4 [8086,FPU]
FISUB mem32 . DA /4 [8086,FPU]
FISUBR mem16 . DE /5 [8086,FPU]
FISUBR mem32 . DA /5 [8086,FPU]

FISUB subtracts the 16-bit or 32-hit integer stored in the given memory location §tinand stores the result in
STO. FISUBR does the subtraction the other way round, i.e. it subti&ttsfrom the given integer, but still stores the
result inSTO.

263



Appendix B. x86 Instruction Reference

B.4.47 FLD: Floating-Point Load

FLD mem32 ; D9 /0 [8086,FPU]
FLD mem64 ; DD /0 [8086,FPU]
FLD mem8&0 : DB /5 [8086,FPU]
FLD fpureg ; D9 CO+r [8086,FPU]

FLD loads a floating-point value out of the given register or memory location, and pushes it on the FPU register stack.

B.4.48 FLDxx: Floating-Point Load Constants

FLD1 . D9 E8 [8086,FPU]
FLDL2E . D9 EA [8086,FPU]
FLDL2T . D9 E9 [8086,FPU]
FLDLG2 . D9 EC [8086,FPU]
FLDLN2 . D9 ED [8086,FPU]
FLDPI : D9 EB [8086,FPU]
FLDZ . D9 EE [8086,FPU]

These instructions push specific standard constants on the FPU register stack:

Instruction Constant pushed
FLD1 1.0

FLDL2E base-2 logarithm of e
FLDL2T base-2 log of 10
FLDLG2 base-10 log of 2
FLDLNZ2 base-e log of 2

FLDPI pi

FLDZ Zero

B.4.49 FLDCWLoad Floating-Point Control Word

FLDCW mem16 . D9 /5 [8086,FPU]

FLDCWoads a 16-bit value out of memory and stores it into the FPU control word (governing things like the rounding
mode, the precision, and the exception masks). See~&ls6WSection B.4.6% If instructions are enabled and you
don’t want to generate one, uUSELEXor FNCLEX(Section B.4.3}1before loading the new control word.

B.4.50 FLDENV Load Floating-Point Environment

FLDENV mem ; D9 /4 [8086,FPU]

FLDENVloads the FPU operating environment (control word, status word, tag word, instruction pointer, data pointer
and last opcode) from memory. The memory area is 14 or 28 bytes long, depending on the CPU mode at the time. See
alsoFSTENV(Section B.4.6R
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B.4.51 FMUL FMULP Floating-Point Multiply

FMUL mem32 ; D8 /1 [8086,FPU]
FMUL mem64 ; DC /1 [8086,FPU]
FMUL fpureg ; D8 C8+r [8086,FPU]
FMUL STO,fpureg ; D8 C8+r [8086,FPU]
FMUL TO fpureg ; DC C8+r [8086,FPU]
FMUL fpureg,STO ; DC C8+r [8086,FPU]
FMULP fpureg ; DE C8+r [8086,FPU]
FMULP fpureg,STO ; DE C8+r [8086,FPU]

FMULmultiplies STO by the given operand, and stores the resu§in, unless tha O qualifier is used in which case
it stores the result in the operarkMULPperforms the same operationRUL TQand then pops the register stack.

B.4.52 FNOP Floating-Point No Operation

FNOP © D9 DO [8086,FPU]

FNOPdoes nothing.

B.4.53 FPATAN FPTAN Arctangent and Tangent

FPATAN : D9 F3 [8086,FPU]
FPTAN : D9 F2 [8086,FPU]

FPATANcomputes the arctangent, in radians, of the result of divigifigby STO, stores the result i8T1, and pops
the register stack. It works like the &an2 function, in that changing the sign of bo8T0 andST1 changes the
output value by pi (so it performs true rectangular-to-polar coordinate conversionsWwitheing the Y coordinate
andSTO being the X coordinate, not merely an arctangent).

FPTANcomputes the tangent of the valuesmo (in radians), and stores the result back igT®.

The absolute value &T0 must be less tharf2

B.4.54 FPREM FPREM1 Floating-Point Partial Remainder

FPREM . D9 F8 [8086,FPU]
FPREM1 . D9 F5 [386,FPU]

These instructions both produce the remainder obtained by div&iiaghy ST1. This is calculated, notionally, by
dividing STO by ST1, rounding the result to an integer, multiplying By1 again, and computing the value which
would need to be added back on to the result to get back to the original vadd@.in

The two instructions differ in the way the notional round-to-integer operation is perfofrRe&EMioes it by rounding
towards zero, so that the remainder it returns always has the same sign as the original salyecPREM1does it
by rounding to the nearest integer, so that the remainder always has at most half the magigtude of
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Both instructions calculageartial remainders, meaning that they may not manage to provide the final result, but might
leave intermediate results 870 instead. If this happens, they will set the C2 flag in the FPU status word; therefore,
to calculate a remainder, you should repeatedly execRiREMr FPREMuntil C2 becomes clear.

B.4.55 FRNDINT. Floating-Point Round to Integer

FRNDINT ; D9 FC [8086,FPU]

FRNDINT rounds the contents &TO to an integer, according to the current rounding mode set in the FPU control
word, and stores the result backsmo.

B.4.56 FSAVE FRSTOR Save/Restore Floating-Point State

FSAVE mem ; 9B DD /6 [8086,FPU]
FNSAVE mem ; DD /6 [8086,FPU]
FRSTOR mem ; DD /4 [8086,FPU]

FSAVEsaves the entire floating-point unit state, including all the information sav&&$bgENV(Section B.4.6Bplus
the contents of all the registers, to a 94 or 108 byte area of memory (depending on the CPURRBTE®R estores
the floating-point state from the same area of memory.

FNSAVEdoes the same &SAVE without first waiting for pending floating-point exceptions to clear.

B.4.57 FSCALE Scale Floating-Point Value by Power of Two

FSCALE ; D9 FD [8086,FPU]

FSCALEscales a number by a power of two: it rourgigL towards zero to obtain an integer, then multipsa® by
two to the power of that integer, and stores the resustTio.

B.4.58 FSETPM Set Protected Mode
FSETPM : DB E4 [286,FPU]

This instruction initializes protected mode on the 287 floating-point coprocessor. It is only meaningful on that proces-
sor: the 387 and above treat the instruction as a no-operation.

B.4.59 FSIN, FSINCOS Sine and Cosine

FSIN ; D9 FE [386,FPU]
FSINCOS ; D9 FB [386,FPU]
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FSIN calculates the sine &TO0 (in radians) and stores the resultdmo. FSINCOSdoes the same, but then pushes the
cosine of the same value on the register stack, so that the sine endSTupand the cosine i8T0. FSINCOSis faster
than executingrSIN andFCOS(seeSection B.4.3)%in succession.

The absolute value &T0 must be less tharf2

B.4.60 FSQRT Floating-Point Square Root
FSQRT ; D9 FA [8086,FPU]

FSQRTcalculates the square root®f0 and stores the result BIT0.

B.4.61 FST, FSTP. Floating-Point Store

FST mem32 ; D9 /2 [8086,FPU]
FST mem64 ; DD /2 [8086,FPU]
FST fpureg ; DD DO+r [8086,FPU]

FSTP mem32 ; D9 /3 [8086,FPU]
FSTP mem64 ; DD /3 [8086,FPU]
FSTP mem8&0 : DB /7 [8086,FPU]
FSTP fpureg ; DD D8+r [8086,FPU]

FST stores the value i8TO0 into the given memory location or other FPU regiseSTP does the same, but then pops
the register stack.

B.4.62 FSTCW Store Floating-Point Control Word

FSTCW mem16 ; 9B D9 /7 [8086,FPU]
FNSTCW mem1l6 ; D9 /7 [8086,FPU]

FSTCwstores thé=PUcontrol word (governing things like the rounding mode, the precision, and the exception masks)
into a 2-byte memory area. See alRdMCWSection B.4.4%

FNSTCWloes the same thing & TCWwwithout first waiting for pending floating-point exceptions to clear.

B.4.63 FSTENV Store Floating-Point Environment

FSTENV mem . 9B D9 /6 [8086,FPU]
FNSTENV mem . D9 /6 [8086,FPU]

FSTENVstores thé=PU operating environment (control word, status word, tag word, instruction pointer, data pointer
and last opcode) into memory. The memory area is 14 or 28 bytes long, depending on the CPU mode at the time. See
alsoFLDENV(Section B.4.5

FNSTENWoes the same thing &TENV without first waiting for pending floating-point exceptions to clear.
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B.4.64 FSTSW Store Floating-Point Status Word

FSTSW mem16 : 9B DD /7 [8086,FPU]
FSTSW AX ; 9B DF EO [286,FPU]
FNSTSW mem16 ; DD /7 [8086,FPU]
FNSTSW AX ; DF EO [286,FPU]

FSTSWstores thé=PUstatus word int@AX or into a 2-byte memory area.

FNSTSWloes the same thing &8TSWwithout first waiting for pending floating-point exceptions to clear.

B.4.65 FSUB FSUBR FSUBR FSUBRP Floating-Point Subtract

FSUB mem32 ; D8 /4 [8086,FPU]
FSUB mem64 ; DC /4 [8086,FPU]
FSUB fpureg ; D8 EO+r [8086,FPU]
FSUB STO,fpureg ; D8 EO+r [8086,FPU]
FSUB TO fpureg ; DC E8+r [8086,FPU]
FSUB fpureg,STO ; DC E8+r [8086,FPU]
FSUBR mem32 ; D8 /5 [8086,FPU]
FSUBR mem64 ; DC /5 [8086,FPU]
FSUBR fpureg ; D8 E8+r [8086,FPU]
FSUBR STO,fpureg ; D8 E8+r [8086,FPU]
FSUBR TO fpureg ; DC EO+r [8086,FPU]
FSUBR fpureg,STO ; DC EO+r [8086,FPU]
FSUBP fpureg ; DE E8+r [8086,FPU]
FSUBP fpureg,STO ; DE E8+r [8086,FPU]
FSUBRP fpureg ; DE EO+r [8086,FPU]
FSUBRP fpureg,STO ; DE EO+r [8086,FPU]

FSUBsubtracts the given operand fr@mo and stores the result back®T0, unless th@Oqualifier is given, in which
case it subtractSTO from the given operand and stores the result in the operand.

FSUBRdoes the same thing, but does the subtraction the other way upTedsfnot given, it subtractSTO from
the given operand and stores the resulsTio, whereas iffOis given it subtracts its operand froBT0 and stores the
result in the operand.

FSUBPoperates liké=SUB TQ but pops the register stack once it has finished.
FSUBRPoperates like=SUBR TQbut pops the register stack once it has finished.
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B.4.66 FTST: Test STO Against Zero
FTST ; D9 E4 [8086,FPU]

FTST comparessTO with zero and sets the FPU flags accordinglyo is treated as the left-hand side of the compari-
son, so that a “less-than” result is generateslTif is negative.

B.4.67 FUCOMxx Floating-Point Unordered Compare

FUCOM fpureg ; DD EO+r [386,FPU]
FUCOM STO,fpureg ; DD EO+r [386,FPU]
FUCOMP fpureg ; DD E8+r [386,FPU]
FUCOMP STO,fpureg ; DD E8+r [386,FPU]
FUCOMPP ; DA E9 [386,FPU]
FUCOMI fpureg ; DB E8+r [P6,FPU]
FUCOMI STO,fpureg ; DB E8+r [P6,FPU]
FUCOMIP fpureg ; DF E8+r [P6,FPU]
FUCOMIP STO,fpureg ; DF E8+r [P6,FPU]

« FuCcomomparessTO with the given operand, and sets theU flags accordinglySTO is treated as the left-hand
side of the comparison, so that the carry flag is set (for a “less-than” resgitiis less than the given operand.

« FUCOMIoes the same &JCOMbut pops the register stack afterwafldCOMPROmMparesTO with ST1 and then
pops the register stack twice.

- FucoMmlandrFucoMiPwork like the corresponding forms eluCOMiNndFUCOMPbut write their results directly to
the CPU flags register rather than #feUstatus word, so they can be immediately followed by conditional jump or
conditional move instructions.

The FUCOMNstructions differ from th&eCOMnstructions Section B.4.3Bonly in the way they handle quiet NaNs:
Fucowmvill handle them silently and set the condition code flags to an “unordered” result, wirereasiill generate
an exception.

B.4.68 FXAM Examine Class of Value in STO

FXAM ; D9 E5 [8086,FPU]

FXAMsets the FPU flags C3, C2 and CO depending on the type of value st@&d:in

Register contents Flags
Unsupported format 000
NaN 001
Finite number 010
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Register contents Flags
Infinity 011
Zero 100
Empty register 101
Denormal 110

Additionally, theC1 flag is set to the sign of the number.

B.4.69 FXCH Floating-Point Exchange

FXCH ; D9 C9 [8086,FPU]
FXCH fpureg ; D9 C8+r [8086,FPU]
FXCH fpureg,STO ; D9 C8+r [8086,FPU]
FXCH STO,fpureg ; D9 C8+r [8086,FPU]

FXCHexchangesTO0 with a given FPU register. The no-operand form exchagj@swith ST1.

B.4.70 FXRSTORRestore FPU, MMXand XMMState

FXRSTOR memory ; OF,AE,/1 [P6,SSE,FPU]

TheFXRSTORnNstruction reloads thePU, MMXandXMMstates (environment and registers), from the 512-byte memory
area defined by the source operand. This data should have been written by a (Fg@auE

B.4.71 FXSAVE Store FPU, MMXand XMMState
FXSAVE memory ; OF,AE,/0 [P6,SSE,FPU]

FXSAVEHhe FXSAVE instruction writes the currefPU, MMX and XMMstates (environment and registers) to the
specified 512-byte destination defined by the destination operand. It does this without checking for pending unmasked
floating-point exceptions (similar to the operatiorFOfSAVH.

Unlike theFSAVEFNSAVHENstructions, the processor retains the contents aftie MMXandXMMstate in the proces-
sor after the state has been saved. This instruction has been optimized to maximize floating-point save performance.

B.4.72 FXTRACT Extract Exponent and Significand

FXTRACT : D9 F4 [8086,FPU]

FXTRACTseparates the number&T0 into its exponent and significand (mantissa), stores the exponent ba&lhto
and then pushes the significand on the register stack (so that the significand en83Qpimd the exponent i8T1).
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B.4.73 FYL2X, FYL2XP1: Compute Y times Log2(X) or Log2(X+1)

FYL2X : D9 F1 [8086,FPU]
FYL2XP1 : D9 F9 [8086,FPU]

FYL2X multipliesST1 by the base-2 logarithm &TO, stores the result i8T1, and pops the register stack (so that the
result ends up iI$T0). STO must be non-zero and positive.

FYL2XP1 works the same way, but replacing the base-2 logTf with that of STO plus one. This timeST0 must
have magnitude no greater than 1 minus half the square root of two.

B.4.74 HLT: Halt Processor

HLT . F4 [8086,PRIV]

HLT puts the processor into a halted state, where it will perform no more operations until restarted by an interrupt or
areset.

On the 286 and later processors, this is a privileged instruction.

B.4.75 IDIV : Signed Integer Divide

IDIV r/m8 . F6 /7 [8086]
IDIV r/m16 : 016 F7 /7 [8086]
IDIV r/m32 . 032 F7 /7 [386]

IDIV performs signed integer division. The explicit operand provided is the divisor; the dividend and destination
operands are implicit, in the following way:

« ForIDIV r/m8 , AXis divided by the given operand; the quotient is storedlirand the remainder iAH
- ForIDIV r/m16 , DX AXis divided by the given operand; the quotient is storedXrand the remainder ibXx
- ForIDIV r/m32 , EDX EAXIs divided by the given operand; the quotient is storeflAxand the remainder iIBDX

Unsigned integer division is performed by the/ instruction: se&ection B.4.23

B.4.76 IMUL: Signed Integer Multiply

IMUL r/m8 ; F6 /5 [8086]
IMUL r/m16 ; 016 F7 /5 [8086]
IMUL r/m32 ; 032 F7 /5 [386]
IMUL regl6,r/m16 ; 016 OF AF /r [386]
IMUL reg32,r/m32 ; 032 OF AF Ir [386]
IMUL reg16,imm8 ; 016 6B /r ib [186]
IMUL regl6,imm16 ; 016 69 /r iw [186]
IMUL reg32,imm8 ; 032 6B /r ib [386]
IMUL reg32,imm32 ; 032 69 /r id [386]
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IMUL reg16,r/m16,imm8 ;: 016 6B /r ib [186]
IMUL regl6,r/m16,imm16 ; 016 69 /r iw [186]
IMUL reg32,r/m32,imm8 ;: 032 6B Ir ib [386]
IMUL reg32,r/m32,imm32 ; 032 69 /r id [386]

IMUL performs signed integer multiplication. For the single-operand form, the other operand and destination are
implicit, in the following way:

- ForIMUL r/m8 , AL is multiplied by the given operand; the product is storedXn
- ForIMUL r/m16 , AXis multiplied by the given operand; the product is storedxnax.
. ForIMUL r/m32 , EAXis multiplied by the given operand; the product is storedox EAX

The two-operand form multiplies its two operands and stores the result in the destination (first) operand. The three-
operand form multiplies its last two operands and stores the result in the first operand.

The two-operand form with an immediate second operand is in fact a shorthand for the three-operand form, as can be
seen by examining the opcode descriptions: in the two-operand form, thér coalees both its register amgin parts
from the same operand (the first one).

In the forms with an 8-bit immediate operand and another longer source operand, the immediate operand is considered
to be signed, and is sign-extended to the length of the other source operand. In these c&€R: thalifier is
necessary to force NASM to generate this form of the instruction.

Unsigned integer multiplication is performed by thelLinstruction: se&ection B.4.105

B.4.77 IN: Input from I/O Port

IN AL,imm8 ; E4 ib [8086]
IN AX,imm8 ; 016 E5 ib [8086]
IN EAX,imm8 ; 032 E5 ib [386]

IN AL,DX . EC [8086]
IN AX,DX : 016 ED [8086]
IN EAX,DX ; 032 ED [386]

IN reads a byte, word or doubleword from the specified 1/0 port, and stores it in the given destination register. The
port number may be specified as an immediate value if it is between 0 and 255, and otherwise must beB¥red in
See als®@UT(Section B.4.10Q

B.4.78 INC: Increment Integer

INC regl6 ; 016 40+r [8086]
INC reg32 ; 032 40+r [386]
INC r/m8 ; FE /0 [8086]
INC r/m16 ; 016 FF /O [8086]
INC r/m32 ; 032 FF /0 [386]

INC adds 1 to its operand. It doast affect the carry flag: to affect the carry flag, ugeD something,1 (seeSection

B.4.3). INC affects all the other flags according to the result.
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This instruction can be used with th©CKprefix to allow atomic execution.
See als®EC(Section B.4.2p

B.4.79 INSB, INSW, INSD: Input String from I/O Port

INSB . 6C [186]
INSW : 016 6D [186]
INSD : 032 6D [386]

INSB inputs a byte from the I/O port specified DX and stores it atES. DI] or [ ES: EDI] . It then increments or
decrements (depending on the direction flag: increments if the flag is clear, decrements if Dis®epI .

The register used Bl if the address size is 16 bits, ag®! if it is 32 bits. If you need to use an address size not
equal to the currerBITS setting, you can use an explieité or a32 prefix.

Segment override prefixes have no effect for this instruction: the usg fofr the load fromDI] or[ EDI] cannot be
overridden.

INSWandINSD work in the same way, but they input a word or a doubleword instead of a byte, and increment or
decrement the addressing register by 2 or 4 instead of 1.

TheREPprefix may be used to repeat the instruct@x(or ECX- again, the address size chooses which) times.
See als®UTSBOUTSWANdOUTSO(Section B.4.111)

B.4.80 INT : Software Interrupt
INT imm8 . CD ib [8086]

INT causes a software interrupt through a specified vector number from 0 to 255.

The code generated by the¢T instruction is always two bytes long: although there are short forms for feman-
structions, NASM does not generate them when it seeti\thennemonic. In order to generate single-byte breakpoint
instructions, use theNT3 or INT1 instructions (se&ection B.4.8)instead.

B.4.81 INT3, INT1, ICEBP, INTO1 : Breakpoints

INT1 . F1 [P6]
ICEBP F1 [P6]
INTO1 © F1 [P6]
INT3 . CC [8086]
INTO3 . CcC [8086]

INT1 andINT3 are short one-byte forms of the instructidNg 1 andINT 3 (seeSection B.4.80 They perform a
similar function to their longer counterparts, but take up less code space. They are used as breakpoints by debuggers.

INT1, and its alternative synonymsITO1 andICEBP, is an instruction used by in-circuit emulators (ICEs). It is
present, though not documented, on some processors down to the 286, but is only documented for the Pentium Pro.
INT3 is the instruction normally used as a breakpoint by debuggers.
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INT3 and its synonyniNTO3 are not precisely equivalent 8T 3 : the short form, since it is designed to be used as a
breakpoint, bypasses the norntabL checks in virtual-8086 mode, and also does not go through interrupt redirection.

B.4.82 INTO: Interrupt if Overflow

INTO . CE [8086]

INTO performs aniNT 4 software interrupt (seBection B.4.8Dif and only if the overflow flag is set.

B.4.83 INVD: Invalidate Internal Caches
INVD : OF 08 [486]

INVD invalidates and empties the processor’s internal caches, and causes the processor to instruct external caches to
do the same. It does not write the contents of the caches back to memory first: any modified data held in the caches
will be lost. To write the data back first, ugeBINVD(Section B.4.148

B.4.84 INVLPG: Invalidate TLB Entry
INVLPG mem ; OF 01 /7 [486]

INVLPG invalidates the translation lookahead buffer (TLB) entry associated with the supplied memory address.

B.4.85 IRET, IRETW, IRETD: Return from Interrupt

IRET . CF [8086]
IRETW . 016 CF [8086]
IRETD . 032 CF [386]

IRET returns from an interrupt (hardware or software) by means of poppin@r EIP), CS and the flags off the
stack and then continuing execution from the resvip .

IRETWpopsIP, CSand the flags as 2 bytes each, taking 6 bytes off the stack in RREID popsEIP as 4 bytes,
pops a further 4 bytes of which the top two are discarded and the bottom two gegrdad pops the flags as 4 bytes
as well, taking 12 bytes off the stack.

IRET is a shorthand for eitheRETWor IRETD, depending on the defalITS setting at the time.

B.4.86 JCXZ, JECXZ Jump if CX/ECX Zero

JCXZ imm ; alé E3 rb [8086]
JECXZ imm ; a32 E3 rb [386]

JCXZperforms a short jump (with maximum range 128 bytes) if and only if the contents citegister is 0JECXZ
does the same thing, but wirCX
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B.4.87 Jcc : Conditional Branch

Jcc imm ; 70+cc rb [8086]
Jcc NEAR imm ; OF 80+cc rw/rd [386]

The conditional jump instructions execute a near (same segment) jump if and only if their conditions are satisfied. For
example JNZ jumps only if the zero flag is not set.

The ordinary form of the instructions has only a 128-byte rangeNth&Rform is a 386 extension to the instruction
set, and can span the full size of a segment. NASM will not override your choice of jump instruction: if yodicwant
NEAR you have to use theEARkeyword.

The SHORTkeyword is allowed on the first form of the instruction, for clarity, but is not necessary.

For details on the condition codes, seection B.2.2

B.4.88 JMP. Jump

JMP imm ; E9 rwird [8086]
JMP SHORT imm ; EB rb [8086]
JMP imm:imm16 ; 016 EA iw iw [8086]
JMP imm:imm32 ; 032 EA id iw [386]
JMP FAR mem ; 016 FF /5 [8086]
JMP FAR mem32 ; 032 FF /5 [386]
JMP r/m16 ; 016 FF /4 [8086]
JMP r/m32 ; 032 FF /4 [386]

JMPjumps to a given address. The address may be specified as an absolute segment and offset, or as a relative jump
within the current segment.

JMP SHORT imrhias a maximum range of 128 bytes, since the displacement is specified as only 8 bits, but takes up
less code space. NASM does not choose when to gerianateSHORTor you: you must explicitly codSHORTevery
time you want a short jump.

You can choose between the two immediate far jump fordMP(imm:imm) by the use of thevORIand DWORD
keywords:JMP WORD 0x1234:0x5678) or JMP DWORD 0x1234:0x56789abc.

TheJMP FAR merforms execute a far jump by loading the destination address out of memory. The address loaded
consists of 16 or 32 bits of offset (depending on the operand size), and 16 bits of segment. The operand size may be
overridden usingMP WORD FAR memJMP DWORD FAR mem

TheJMP r/m forms execute a near jump (within the same segment), loading the destination address out of memory or
out of a register. The keywondEARmMay be specified, for clarity, in these forms, but is not necessary. Again, operand
size can be overridden usidylP WORD mesnJMP DWORD mem

As a convenience, NASM does not require you to jump to a far symbol by coding the cumbeiBm&EG rou-
tine:routine , but instead allows the easier synonystP FAR routine .

The CALL r/m forms given above are near calls; NASM will accept teARkeyword (e.g.CALL NEAR [ad-
dress] ), even though it is not strictly necessary.
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B.4.89 LAHFE. Load AHfrom Flags
LAHF 7 9F [8086]

LAHF sets theAHregister according to the contents of the low byte of the flags word.

The operation of AHFis:
AH <-- SF:ZF.0:AF.0:PF:1:CF

See als®AHF(Section B.4.125

B.4.90 LAR Load Access Rights

LAR regl16,r/m16 : 016 OF 02 Ir [286,PRIV]
LAR reg32,r/m32 ; 032 OF 02 Ir [286,PRIV]

LAR takes the segment selector specified by its source (second) operand, finds the corresponding segment descriptor
in the GDT or LDT, and loads the access-rights byte of the descriptor into its destination (first) operand.

B.4.91 LDS, LES, LFS, LGS LSS: Load Far Pointer

LDS regl6,mem ; 016 C5 Jr [8086]
LDS reg32,mem ; 032 C5 Ir [386]
LES regl6,mem ; 016 C4 Ir [8086]
LES reg32,mem ; 032 C4 Ir [386]
LFS regl6,mem ; 016 OF B4 Ir [386]
LFS reg32,mem ; 032 OF B4 Ir [386]
LGS regl6,mem ; 016 OF B5 /r [386]
LGS reg32,mem ; 032 OF B5 Ir [386]
LSS regl6,mem ; 016 OF B2 /r [386]
LSS reg32,mem ; 032 OF B2 Ir [386]

These instructions load an entire far pointer (16 or 32 bits of offset, plus 16 bits of segment) out of memory in one go.
LDS, for example, loads 16 or 32 bits from the given memory address into the given register (depending on the size of
the register), then loads tmext16 bits from memory int@S. LES, LFS, LGSandLSS work in the same way but use

the other segment registers.

B.4.92 LEA: Load Effective Address

LEA regl6,mem ; 016 8D Ir [8086]
LEA reg32,mem ; 032 8D Ir [386]
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LEA, despite its syntax, does not access memory. It calculates the effective address specified by its second operand as
if it were going to load or store data from it, but instead it stores the calculated address into the register specified by
its first operand. This can be used to perform quite complex calculations EAQEAX,[EBX+ECX*4+100] ) in one
instruction.

LEA, despite being a purely arithmetic instruction which accesses no memory, still requires square brackets around its
second operand, as if it were a memory reference.

The size of the calculation is the curreaddresssize, and the size that the result is stored as is the cusparand
size. If the address and operand size are not the same, then if the addressing mode was 32-bits, the low 16-bits are
stored, and if the address was 16-bits, it is zero-extended to 32-bits before storing.

B.4.93 LEAVE Destroy Stack Frame
LEAVE : C9 [186]

LEAVE destroys a stack frame of the form created by ENGERinstruction (seesection B.4.2h It is functionally
equivalent taMov ESP,EBHollowed byPOP EBRor MOV SP,BPfollowed byPOP BRn 16-bit mode).

B.4.94 LFENCE Load Fence

LFENCE ; OF AE /5 [WILLAMETTE,SSEZ2]

LFENCEperforms a serializing operation on all loads from memory that were issued befdtEENEEinstruction.
This guarantees that all memory reads beforeL#&NCEinstruction are visible before any reads after LiENCE
instruction.

LFENCEIs ordered respective to otheFENCEIinstruction,MFENCEany memory read and any other serializing in-
struction (such aSPUID).

Weakly ordered memory types can be used to achieve higher processor performance through such techniques as out-
of-order issue and speculative reads. The degree to which a consumer of data recognizes or knows that the data is
weakly ordered varies among applications and may be unknown to the producer of this dateENB&instruction

provides a performance-efficient way of ensuring load ordering between routines that produce weakly-ordered results
and routines that consume that data.

LFENCEuses the following ModRM encoding:

Mod (7:6) = 11B
Reg/Opcode (5:3) = 101B
R/M (2:0) = 000B

All other ModRM encodings are defined to be reserved, and use of these encodings risks incompatibility with future
processors.

see als6FENCHSection B.4.13PandMFENCESection B.4.101L
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B.4.95 LGDT, LIDT, LLDT: Load Descriptor Tables

LGDT mem : OF 01 /2 [286,PRIV]
LIDT mem . OF 01 /3 [286,PRIV]
LLDT r/m16 . OF 00 /2 [286,PRIV]

LGDTandLIDT both take a 6-byte memory area as an operand: they load a 32-bit linear address and a 16-bit size limit
from that area (in the opposite order) into tB®TR(global descriptor table register) @TR (interrupt descriptor
table register). These are the only instructions which directlfioear addresses, rather than segment/offset pairs.

LLDT takes a segment selector as an operand. The processor looks up that selectebitete stores the limit and
base address given there into tleTR (local descriptor table register).

See als®GDT SIDT andSLDT (Section B.4.13B

B.4.96 LMSWLoad/Store Machine Status Word
LMSW r/m16 : OF 01 /6 [286,PRIV]

LMSWoads the bottom four bits of the source operand into the bottom four bits @RrR&ontrol register (or the
Machine Status Word, on 286 processors). Seesis®WSection B.4.13pH

B.4.97 LODSB LODSWLODSD Load from String

LODSB . AC [8086]
LODSW : 016 AD [8086]
LODSD : 032 AD [386]

LODSBloads a byte froniDs sI] or[ DS ESI] into AL. It then increments or decrements (depending on the direction
flag: increments if the flag is clear, decrements if it is Setpr ESI.

The register used Sl if the address size is 16 bits, agd! if it is 32 bits. If you need to use an address size not
equal to the currergITS setting, you can use an explieit6 ora32 prefix.

The segment register used to load frpm] or[ ESI] can be overridden by using a segment register name as a prefix
(for examplegs LODSB.

LODSvandLODSDwork in the same way, but they load a word or a doubleword instead of a byte, and increment or
decrement the addressing registers by 2 or 4 instead of 1.

B.4.98 LOOR LOOPE LOOPZ LOOPNELOOPNZLoop with Counter

LOOP imm ; E2 b [8086]
LOOP imm,CX ; alé E2 rb [8086]
LOOP imm,ECX ; a32 E2 rb [386]

LOOPE imm ; E1 rb [8086]
LOOPE imm,CX ; alé E1 rb [8086]
LOOPE imm,ECX ; a32 E1 rb [386]

LOOPZ imm ; E1l rb [8086]
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LOOPZ imm,CX ; alé E1 rb [8086]
LOOPZ imm,ECX ; a32 E1 rb [386]
LOOPNE imm : EO tb [8086]
LOOPNE imm,CX ; alé EO rb [8086]
LOOPNE imm,ECX ; a32 EO rb [386]
LOOPNZ imm . EO rb [8086]
LOOPNZ imm,CX ; alé EO rb [8086]
LOOPNZ imm,ECX ; a32 EO rb [386]

LOOPdecrements its counter register (eitltetor ECX—if one is not specified explicitly, thBITS setting dictates
which is used) by one, and if the counter does not become zero as a result of this operation, it jumps to the given label.
The jump has a range of 128 bytes.

LOOPHor its synonym_OOPZ adds the additional condition that it only jumps if the counter is nonaatdthe zero
flag is set. SimilarlyL OOPNHandLOOPNZ jumps only if the counter is nonzero and the zero flag is clear.

B.4.99 LSL: Load Segment Limit

LSL regl6,r/m16 ; 016 OF 03 /r [286,PRIV]
LSL reg32,r/m32 ; 032 OF 03 Ir [286,PRIV]

LSL is given a segment selector in its source (second) operand; it computes the segment limit value by loading the
segment limit field from the associated segment descriptor icbior LDT. (This involves shifting left by 12 bits if

the segment limit is page-granular, and not if it is byte-granular; so you end up with a byte limit in either case.) The
segment limit obtained is then loaded into the destination (first) operand.

B.4.100 LTR: Load Task Register

LTR r/m16 ; OF 00 /3 [286,PRIV]

LTR looks up the segment base and limit in the GDT or LDT descriptor specified by the segment selector given as its
operand, and loads them into the Task Register.

B.4.101 MFENCEMemory Fence

MFENCE ; OF AE /6 [WILLAMETTE,SSEZ2]

MFENCHerforms a serializing operation on all loads from memory and writes to memory that were issued before the
MFENCEHRNstruction. This guarantees that all memory reads and writes beforRBERCHNstruction are completed
before any reads and writes after MEENCEHNStruction.

MFENCEHSs ordered respective to othRIFENCHNnstructions L FENCE SFENCE any memory read and any other serial-
izing instruction (such aSPUID).

Weakly ordered memory types can be used to achieve higher processor performance through such techniques as out-
of-order issue, speculative reads, write-combining, and write-collapsing. The degree to which a consumer of data
recognizes or knows that the data is weakly ordered varies among applications and may be unknown to the producer
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of this data. Thé¢MFENCHnstruction provides a performance-efficient way of ensuring load and store ordering between
routines that produce weakly-ordered results and routines that consume that data.

MFENCHises the following ModRM encoding:

Mod (7:6) = 11B
Reg/Opcode (5:3) = 110B
R/M (2:0) = 000B

All other ModRM encodings are defined to be reserved, and use of these encodings risks incompatibility with future
processors.

See als@.FENCE(Section B.4.9%andSFENCHSection B.4.13p

B.4.102 MOV Move Data

MOV r/m8,reg8 ; 88 Ir [8086]
MOV r/m16,regl6 ; 016 89 /r [8086]
MOV r/m32,reg32 ; 032 89 Ir [386]
MOV reg8,r/m8 7 8A Ir [8086]
MOV regl6,r/m16 ; 016 8B Ir [8086]
MOV reg32,r/m32 ; 032 8B Ir [386]
MOV reg8,imm8 ; BO+r ib [8086]
MOV regl6,imm16 ; 016 B8+r iw [8086]
MOV reg32,imm32 ; 032 B8+r id [386]
MOV r/m8,imm8 :C6 /0 ib [8086]
MOV r/m16,imm16 ; 016 C7 /0 iw [8086]
MOV r/m32,imm32 : 032 C7 /0 id [386]
MOV AL,memoffs8 ; A0 ow/od [8086]
MOV AX,memoffsl16 ; 016 Al ow/od [8086]
MOV EAX,memoffs32 ; 032 Al ow/od [386]
MOV memoffs8,AL ;. A2 ow/od [8086]
MOV memoffs16,AX ; 016 A3 ow/od [8086]
MOV memoffs32,EAX ; 032 A3 ow/od [386]
MOV r/m16,segreg ; 016 8C Ir [8086]
MOV r/m32,segreg ; 032 8C Ir [386]
MOV segreg,r/m16 ; 016 8E Ir [8086]
MOV segreg,r/m32 ; 032 8E Ir [386]
MOV reg32,CR0/2/3/4 ; OF 20 /r [386]
MOV reg32,DR0/1/2/3/6/7 ; OF 21 Jr [386]
MOV reg32,TR3/4/5/6/7 ; OF 24 Ir [386]
MOV CRO0/2/3/4,reg32 ; OF 22 Ir [386]
MOV DRO0/1/2/3/6/7,reg32 ; OF 23 Jr [386]
MOV TR3/4/5/6/7,reg32 ; OF 26 /r [386]

MO\copies the contents of its source (second) operand into its destination (first) operand.

In all forms of theMOMnstruction, the two operands are the same size, except for moving between a segment register
and anr/m32 operand. These instructions are treated exactly like the corresponding 16-bit equivalent (so that, for
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exampleMOV DS,EAXunctions identically tovOV DS,AXbut saves a prefix when in 32-bit mode), except that when
a segment register is moved into a 32-bit destination, the top two bytes of the result are undefined.

MOWMmay not usecSas a destination.

CR4is only a supported register on the Pentium and above.

Test registers are supported on 386/486 processors and on some non-Intel Pentium class processors.

B.4.103 MOVSBMOVSYWOVSDbMove String

MOVSB ;A4 [8086]
MOVSW © 016 A5 [8086]
MOVSD . 032 A5 [386]

MOVSRopies the byte 4tbs SI] or[ DS ESI] to[ ES: DI] or[ ES: EDI] . Itthen increments or decrements (depending
on the direction flag: increments if the flag is clear, decrements if it isSsedndDI (or ESI andEDI).

The registers used ag? andDI if the address size is 16 bits, ag&! andEDI if it is 32 bits. If you need to use an
address size not equal to the currBmsS setting, you can use an explieité or a32 prefix.

The segment register used to load frpm] or[ ESI] can be overridden by using a segment register name as a prefix
(for examplees movsb). The use oESfor the store td DI] or[ EDI] cannot be overridden.

MOVSvandMovsDvork in the same way, but they copy a word or a doubleword instead of a byte, and increment or
decrement the addressing registers by 2 or 4 instead of 1.

TheREPprefix may be used to repeat the instructx(or ECX- again, the address size chooses which) times.

B.4.104 MOVSXMOVZXMove Data with Sign or Zero Extend

MOVSX regl6,r/m8 ; 016 OF BE Ir [386]
MOVSX reg32,r/m8 ; 032 OF BE /r [386]
MOVSX reg32,r/m16 ; 032 OF BF Ir [386]
MOVZX regl16,r/m8 ; 016 OF B6 Ir [386]
MOVZX reg32,r/m8 ; 032 OF B6 Ir [386]
MOVZX reg32,r/m16 ; 032 OF B7 Ir [386]

MOVSXsign-extends its source (second) operand to the length of its destination (first) operand, and copies the result
into the destination operanslOvzXdoes the same, but zero-extends rather than sign-extending.

B.4.105 MUL Unsigned Integer Multiply

MUL r/m8 ; F6 /4 [8086]
MUL r/m16 ; 016 F7 /4 [8086]
MUL r/m32 ; 032 F7 /4 [386]

MULperforms unsigned integer multiplication. The other operand to the multiplication, and the destination operand,
are implicit, in the following way:
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« ForMUL r/m8, AL is multiplied by the given operand; the product is storedXn
« ForMUL r/im16, AXis multiplied by the given operand; the product is storednax.
« ForMUL r/m32, EAXis multiplied by the given operand; the product is storedb EAX

Signed integer multiplication is performed by tiMUL instruction: se&ection B.4.76

B.4.106 NEG NOT Two's and One’s Complement

NEG r/m8 ; F6 /3 [8086]
NEG r/ml16 ; 016 F7 /3 [8086]
NEG r/m32 ; 032 F7 /3 [386]
NOT r/m8 ; F6 /2 [8086]
NOT r/m16 ; 016 F7 /2 [8086]
NOT r/m32 ; 032 F7 /2 [386]

NEGreplaces the contents of its operand by the two’s complement negation (invert all the bits and then add one) of the
original value NOT, similarly, performs one’s complement (inverts all the bits).

B.4.107 NOP No Operation
NOP ; 90 [8086]

NOPperforms no operation. Its opcode is the same as that generaeHy AX,AXor XCHG EAX,EAXdepending
on the processor mode; s8ection B.4.151

B.4.108 OR Bitwise OR

OR r/m8,reg8 ; 08 Ir [8086]
OR r/m16,regl16 ; 016 09 /r [8086]
OR r/m32,reg32 ; 032 09 /r [386]
OR reg8,r/m8 ; OA Ir [8086]
OR reg16,r/m16 ; 016 OB /r [8086]
OR reg32,r/m32 ; 032 0B Ir [386]
OR r/m8,imm8 ;80 /1 ib [8086]
OR r/m16,imm16 ; 016 81 /1 iw [8086]
OR r/m32,imm32 ;03281 /1 id [386]
OR r/m16,imm8 ; 016 83 /1 ib [8086]
OR r/m32,imm8 ;03283 /1 ib [386]
OR AL,imm8 ; OC ib [8086]
OR AX,imm16 ; 016 0D iw [8086]
OR EAX,imm32 ; 032 0D id [386]
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ORperforms a bitwise OR operation between its two operands (i.e. each bit of the result is 1 if and only if at least one
of the corresponding bits of the two inputs was 1), and stores the result in the destination (first) operand.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.

The MMX instructionPOR(seeSection B.5.5bperforms the same operation on the 64-bit MMX registers.

B.4.109 OUT Output Data to 1/0O Port

OUT imm8,AL ; E6 ib [8086]
OUT imm8,AX ; 016 E7 ib [8086]
OUT imm8,EAX ; 032 E7 ib [386]

OUT DX,AL ; EE [8086]
OUT DX,AX ; 016 EF [8086]
OUT DX,EAX : 032 EF [386]

OUTwrites the contents of the given source register to the specified 1/0 port. The port number may be specified as an
immediate value if it is between 0 and 255, and otherwise must be stobet 8ee alsoN (Section B.4.7Y.

B.4.110 OUTSB OUTSWOUTSD Output String to 1/0 Port

OUTSB : 6E [186]
ouTSW : 016 6F [186]
OUTSD : 032 6F [386]

OUTSBIloads a byte fronj bs sI] or [ DS ESI] and writes it to the 1/0O port specified DX It then increments or
decrements (depending on the direction flag: increments if the flag is clear, decrements if iBis®eSI .

The register used Sl if the address size is 16 bits, agd! if it is 32 bits. If you need to use an address size not
equal to the currerBITS setting, you can use an explieit6 ora32 prefix.

The segment register used to load frpm] or[ ESI] can be overridden by using a segment register name as a prefix
(for examplegs outsb ).

OouTSvandouTSDwork in the same way, but they output a word or a doubleword instead of a byte, and increment or
decrement the addressing registers by 2 or 4 instead of 1.

TheREPprefix may be used to repeat the instructiox(or ECX- again, the address size chooses which) times.

B.4.111 PAUSE Spin Loop Hint
PAUSE ; F3 90 [WILLAMETTE,SSEZ2]

PAUSEprovides a hint to the processor that the following code is a spin loop. This improves processor performance
by bypassing possible memory order violations. On older processors, this instruction operat€®as a
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B.4.112 POR Pop Data from Stack

POP regl6 ; 016 58+r [8086]
POP reg32 ; 032 58+r [386]
POP r/m16 ; 016 8F /0 [8086]
POP r/m32 ; 032 8F /0 [386]
POP DS ; 1F [8086]
POP ES ; 07 [8086]
POP SS ; 17 [8086]
POP FS ; OF Al [386]
POP GS ; OF A9 [386]

POPloads a value from the stack (fropss: sP] or[ ss: ESH ) and then increments the stack pointer.

The address-size attribute of the instruction determines whether ESPis used as the stack pointer: to deliberately
override the default given by thH&TS setting, you can use a6 or a32 prefix.

The operand-size attribute of the instruction determines whether the stack pointer is incremented by 2 or 4: this means
that segment register popsBiitS 32 mode will pop 4 bytes off the stack and discard the upper two of them. If you
need to override that, you can used or 032 prefix.

The above opcode listings give two forms for general-purpose register pop instructions: for exadmlByhas the
two forms5B and8F C3. NASM will always generate the shorter form when giveDP BX

B.4.113 POPAx Pop All General-Purpose Registers

POPA : 61 [186]
POPAW © 016 61 [186]
POPAD : 032 61 [386]

« POPAWoOps a word from the stack into each of, successimlysI , BP, nothing (it discards a word from the stack
which was a placeholder f@P), BX, DX, CXandAX. Itis intended to reverse the operationratfSHAWseeSection
B.4.117%, but it ignores the value f&P that was pushed on the stack BYySHAW

« POPADpops twice as much data, and places the resuE®InESI, EBP, nothing (placeholder fOESP), EBX EDX
ECXandEAX It reverses the operation BJSHAD

POPAIs an alias mnemonic for eith@OPAVer POPADdepending on the curreBITS setting.

Note that the registers are popped in reverse order of their numeric values in opcodasctzaeB.2. ).

B.4.114 POPFx Pop Flags Register

POPF © 9D [8086]
POPFW : 016 9D [8086]
POPFD © 032 9D [386]
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« POPFWops a word from the stack and stores it in the bottom 16 bits of the flags register (or the whole flags register,
on processors below a 38®0PFDpops a doubleword and stores it in the entire flags register.

« POPFis an alias mnemonic for eith@OPFWr POPFD depending on the curreBtTS setting.
See alsd®®USHFSection B.4.118

B.4.115 PREFETCHhPrefetch Data Into Caches

PREFETCHNTA m8 ; OF 18 /0 [KATMAI]
PREFETCHTO m8 ; OF 18 /1 [KATMAI]
PREFETCHT1 m8 ; OF 18 /2 [KATMAI]
PREFETCHT2 m8 ; OF 18 /3 [KATMAI]

The PREFETCHHnNstructions fetch the line of data from memory that contains the specified byte. It is placed in the
cache according to rules specified by locality hint

The hints are:

- TO (temporal data) — prefetch data into all levels of the cache hierarchy.
« T1 (temporal data with respect to first level cache) — prefetch data into level 2 cache and higher.
« T2 (temporal data with respect to second level cache) — prefetch data into level 2 cache and higher.

« NTA(non-temporal data with respect to all cache levels) — prefetch data into non-temporal cache structure and into
a location close to the processor, minimizing cache pollution.

Note that this group of instructions doesn't provide a guarantee that the data will be in the cache when it is needed.
For more details, see the Intel IA32 Software Developer Manual, Volume 2.

B.4.116 PUSH Push Data on Stack

PUSH regl6 ; 016 50+r [8086]
PUSH reg32 ; 032 50+r [386]
PUSH r/m16 ; 016 FF /6 [8086]
PUSH r/m32 ; 032 FF /6 [386]
PUSH CS ; OE [8086]
PUSH DS ; 1E [8086]
PUSH ES ; 06 [8086]
PUSH SS ; 16 [8086]
PUSH FS ; OF AO [386]
PUSH GS ; OF A8 [386]
PUSH imm8 ; 6A ib [186]
PUSH imm16 ; 016 68 iw [186]
PUSH imm32 ; 032 68 id [386]

PUSHdecrements the stack point&Ror ESP) by 2 or 4, and then stores the given valu¢ & SP] or[ SS. ESH .
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The address-size attribute of the instruction determines whether ESPis used as the stack pointer: to deliberately
override the default given by thH&TS setting, you can use a6 or a32 prefix.

The operand-size attribute of the instruction determines whether the stack pointer is decremented by 2 or 4: this means
that segment register pushesBiiTS 32 mode will push 4 bytes on the stack, of which the upper two are undefined.
If you need to override that, you can usec6 or 032 prefix.

The above opcode listings give two forms for general-purpose register push instructions: for exarspleBxhas
the two formss3 andFF F3. NASM will always generate the shorter form when givaysSH BX

The instructiorPUSH SAmay be used to distinguish an 8086 from later processors: on an 8086, the vaRstafed
is the value it hagfter the push instruction, whereas on later processors it is the befiseethe push instruction.

B.4.117 PUSHAx Push All General-Purpose Registers

PUSHA ;60 [186]
PUSHAD © 032 60 [386]
PUSHAW © 016 60 [186]

PUSHAWuUshes, in successioAX, CX DX, BX, SP, BP, SI andDI on the stack, decrementing the stack pointer by a
total of 16.

PUSHADpushes, in successioBAX ECX EDX EBX ESP, EBP, ESI andEDI on the stack, decrementing the stack
pointer by a total of 32.

In both cases, the value 8P or ESPpushed is it®riginal value, as it had before the instruction was executed.
PUSHAIs an alias mnemonic for eithetUSHAV@r PUSHADdepending on the curreBtTS setting.

Note that the registers are pushed in order of their numeric values in opcod&e (e B.2.L

See als®®OPA(Section B.4.11B

B.4.118 PUSHFx Push Flags Register

PUSHF . 9C [8086]
PUSHFD - 032 9C [386]
PUSHFW © 016 9C [8086]

« PUSHFWops a word from the stack and stores it in the bottom 16 bits of the flags register (or the whole flags
register, on processors below a 386).

- PUSHFDpops a doubleword and stores it in the entire flags register.
PUSHHSs an alias mnemonic for eith@SHFVr PUSHFD depending on the curreBITS setting.
See alsd®®OPF(Section B.4.114
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B.4.119 RCL, RCR Bitwise Rotate through Carry Bit

RCL r/m8,1 ; DO /2 [8086]
RCL r/m8,CL ; D2 /2 [8086]
RCL r/m8,imm8 ; CO /2 ib [186]
RCL r/m16,1 ; 016 D1 /2 [8086]
RCL r/m16,CL ; 016 D3 /2 [8086]
RCL r/m16,imm8 ;016 C1 /2 ib [186]
RCL r/m32,1 ; 032 D1 /2 [386]
RCL r/m32,CL ; 032 D3 /2 [386]
RCL r/m32,imm8 ;032 Cl1 /2 ib [386]
RCR r/m8,1 ; DO /3 [8086]
RCR r/m8,CL ; D2 /3 [8086]
RCR r/m8,imm8 ; CO /3 ib [186]
RCR r/m16,1 ; 016 D1 /3 [8086]
RCR r/m16,CL ; 016 D3 /3 [8086]
RCR r/m16,imm8 ;016 C1 /3 ib [186]
RCR r/m32,1 ; 032 D1 /3 [386]
RCR r/m32,CL ; 032 D3 /3 [386]
RCR r/m32,imm8 ;032 C1 /3 ib [386]

RCLandRCRperform a 9-bit, 17-bit or 33-bit bitwise rotation operation, involving the given source/destination (first)
operand and the carry bit. Thus, for example, in the oper&@nAL,1 , a 9-bit rotation is performed in whichL is
shifted left by 1, the top bit oAL moves into the carry flag, and the original value of the carry flag is placed in the low
bit of AL.

The number of bits to rotate by is given by the second operand. Only the bottom five bits of the rotation count are
considered by processors above the 8086.

You can force the longer (286 and upwards, beginning witi1 &yte) form of RCL foo,1 by using aBYTE prefix:
RCL foo, BYTE 1 . Similarly withRCR

B.4.120 RDMSRRead Model-Specific Registers
RDMSR ; OF 32 [PENT,PRIV]

RDMSReads the processor Model-Specific Register (MSR) whose index is stoEtiXirand stores the result in
EDX EAX See alsWWRMSKSection B.4.14%

B.4.121 RDPMCRead Performance-Monitoring Counters
RDPMC ; OF 33 [P6]

RDPMQeads the processor performance-monitoring counter whose index is stde iand stores the result in
EDX EAX

This instruction is available on P6 and later processors and on MMX class processors.
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B.4.122 RDTSC Read Time-Stamp Counter
RDTSC ; OF 31 [PENT]

RDTSCreads the processor’s time-stamp counter Bmi® EAX

B.4.123 RET, RETF, RETN Return from Procedure Call

RET : C3 [8086]
RET imm16 ; C2 iw [8086]
RETF : CB [8086]
RETF imm16 © CA iw [8086]
RETN : C3 [8086]
RETN imm16 © C2 iw [8086]

« RET, and its exact synonyRETN poplIP orEIP from the stack and transfer control to the new address. Optionally,
if a numeric second operand is provided, they increment the stack pointer by a fortfie bytes after popping
the return address.

« RETFexecutes a far return: after poppitR)/EIP, it then popsCS andthenincrements the stack pointer by the
optional argument if present.

B.4.124 ROL ROR Bitwise Rotate

ROL r/m8,1 ; DO /0 [8086]
ROL r/m8,CL ; D2 /0 [8086]
ROL r/m8,imm8 ;. CO /0 ib [186]
ROL r/m16,1 ; 016 D1 /0 [8086]
ROL r/m16,CL ; 016 D3 /0 [8086]
ROL r/m16,imm8 ; 016 C1 /0 ib [186]
ROL r/m32,1 ; 032 D1 /0 [386]
ROL r/m32,CL ; 032 D3 /0 [386]
ROL r/m32,imm8 ; 032 C1 /0 ib [386]
ROR r/m8,1 ; DO /1 [8086]
ROR r/m8,CL ;D2 /1 [8086]
ROR r/m8,imm8 ; CO/M1ib [186]
ROR r/m16,1 ; 016 D1 /1 [8086]
ROR r/m16,CL ; 016 D3 /1 [8086]
ROR r/m16,imm8 ;06 C1L /1 ib [186]
ROR r/m32,1 ; 032 D1 /1 [386]
ROR r/m32,CL ; 032 D3 /1 [386]
ROR r/m32,imm8 ;032 Cl /1 ib [386]
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ROLandRORperform a bitwise rotation operation on the given source/destination (first) operand. Thus, for example,
in the operatiorROL AL,1 , an 8-bit rotation is performed in whichL is shifted left by 1 and the original top bit of
AL moves round into the low bit.

The number of bits to rotate by is given by the second operand. Only the bottom five bits of the rotation count are
considered by processors above the 8086.

You can force the longer (286 and upwards, beginning with &yte) form ofROL foo,1 by using aBYTE prefix:
ROL foo,BYTE 1 . Similarly with ROR

B.4.125 RSM Resume from System-Management Mode
RSM ; OF AA [PENT]

RSMreturns the processor to its normal operating mode when it was in System-Management Mode.

B.4.126 SAHE Store AH to Flags
SAHF ; 9E (8086]

SAHFsets the low byte of the flags word according to the contents dfittregister.

The operation o8AHFis:
AH --> SF:ZF:0:AF:0:PF:1:CF

See alsa.AHF (Section B.4.8%

B.4.127 SAL, SAR Bitwise Arithmetic Shifts

SAL r/m8,1 ; DO /4 [8086]
SAL r/m8,CL ; D2 /4 [8086]
SAL r/m8,imm8 ; CO /4 ib [186]
SAL r/m16,1 ; 016 D1 /4 [8086]
SAL r/m16,CL ; 016 D3 /4 [8086]
SAL r/m16,imm8 ; 016 C1 /4 ib [186]
SAL r/m32,1 ; 032 D1 /4 [386]
SAL r/m32,CL ; 032 D3 /4 [386]
SAL r/m32,imm8 ;032 Cl /4 ib [386]
SAR r/m8,1 ; DO /7 [8086]
SAR r/m8,CL ; D2 17 [8086]
SAR r/m8,imm8 ; CO /7 ib [186]
SAR r/m16,1 ; 016 D1 /7 [8086]
SAR r/m16,CL ; 016 D3 /7 [8086]
SAR r/m16,imm8 ;016 C1 /7 ib [186]
SAR r/m32,1 ; 032 D1 /7 [386]
SAR r/m32,CL ; 032 D3 /7 [386]
SAR r/m32,imm8 ;032 C1 /7 ib [386]
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SAL andSARperform an arithmetic shift operation on the given source/destination (first) operand. The vacated bits
are filled with zero foISAL, and with copies of the original high bit of the source operandsfR

SAL is a synonym foISHL (seeSection B.4.13Y1 NASM will assemble either one to the same code, but NDISASM
will always disassemble that code SiSL.

The number of bits to shift by is given by the second operand. Only the bottom five bits of the shift count are considered
by processors above the 8086.

You can force the longer (286 and upwards, beginning witl1 &yte) form of SAL foo,1 by using aBYTE prefix:
SAL foo,BYTE 1 . Similarly with SAR

B.4.128 SALC Set AL from Carry Flag
SALC : D6 [8086,UNDOC]

SALCIis an early undocumented instruction similar in conce@Edcc (Section B.4.13)L Its function is to seAL to
zero if the carry flag is clear, or xFF if it is set.

B.4.129 SBB Subtract with Borrow

SBB r/m8,reg8 ; 18 Ir [8086]
SBB r/m16,regl6 ; 016 19 /r [8086]
SBB r/m32,reg32 ; 032 19 /r [386]
SBB reg8,r/m8 1A Ir [8086]
SBB reg16,r/m16 ; 016 1B /r [8086]
SBB reg32,r/m32 ; 032 1B Ir [386]
SBB r/m8,imm8 ;80 /3 ib [8086]
SBB r/m16,imm16 ; 016 81 /3 iw [8086]
SBB r/m32,imm32 ;032 81 /3 id [386]
SBB r/m16,imm8 ; 016 83 /3 ib [8086]
SBB r/m32,imm8 ;032 83 /3 ib [386]
SBB AL,imm8 ; 1C ib [8086]
SBB AX,imm16 ; 016 1D iw [8086]
SBB EAX,imm32 ; 032 1D id [386]

SBB performs integer subtraction: it subtracts its second operand, plus the value of the carry flag, from its first, and
leaves the resultin its destination (first) operand. The flags are set according to the result of the operation: in particular,
the carry flag is affected and can be used by a subsegB&instruction.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cagsTRiypialifier is necessary to
force NASM to generate this form of the instruction.

To subtract one number from another without also subtracting the contents of the carry fladB(Section B.4.14))
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B.4.130 SCASB SCASWSCASD Scan String

SCASB . AE [8086]
SCASW : 016 AF [8086]
SCASD © 032 AF [386]

SCASBcompares the byte iaL with the byte af ES: DI] or [ ES: EDI], and sets the flags accordingly. It then incre-
ments or decrements (depending on the direction flag: increments if the flag is clear, decrements if Dligaet)
EDI).

The register used Bl if the address size is 16 bits, ag®! if it is 32 bits. If you need to use an address size not
equal to the currerBITS setting, you can use an explieit6 ora32 prefix.

Segment override prefixes have no effect for this instruction: the uss fofr the load fromDI] or[ EDI] cannot be
overridden.

SCASvwandSCASDwork in the same way, but they compare a wordoor a doubleword t&EAXinstead of a byte to
AL, and increment or decrement the addressing registers by 2 or 4 instead of 1.

TheREPEandREPNEprefixes (equivalenthREPZandREPNZ may be used to repeat the instruction uci(or ECX
- again, the address size chooses which) times until the first unequal or equal byte is found.

B.4.131 SETcc: Set Register from Condition
SETcc r/m8 ; OF 90+cc /2 [386]

SETcc sets the given 8-bit operand to zero if its condition is not satisfied, and to 1 if it is.

B.4.132 SFENCE Store Fence
SFENCE ;. OF AE /7 [KATMAI]

SFENCEperforms a serialising operation on all writes to memory that were issued befosFEHNCEInstruction.
This guarantees that all memory writes before SFENCHnRNstruction are visible before any writes after thieENCE
instruction.

SFENCEis ordered respective to oth&€FENCEinstruction, MFENCE any memory write and any other serialising
instruction (such a€PUID).

Weakly ordered memory types can be used to achieve higher processor performance through such techniques as out-
of-order issue, write-combining, and write-collapsing. The degree to which a consumer of data recognizes or knows
that the data is weakly ordered varies among applications and may be unknown to the producer of this data. The
SFENCEInstruction provides a performance-efficient way of insuring store ordering between routines that produce
weakly-ordered results and routines that consume this data.

SFENCEuses the following ModRM encoding:

Mod (7:6) = 11B
Reg/Opcode (5:3) = 111B
R/M (2:0) = 000B
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All other ModRM encodings are defined to be reserved, and use of these encodings risks incompatibility with future
processors.

See alsd FENCE(Section B.4.9%andMFENCHESection B.4.101

B.4.133 SGDT SIDT, SLDT. Store Descriptor Table Pointers

SGDT mem : OF 01 /0 [286,PRIV]
SIDT mem . OF 01 /1 [286,PRIV]
SLDT r/m16 : OF 00 /0 [286,PRIV]

SGDTandSIDT both take a 6-byte memory area as an operand: they store the contents of the GDTR (global descriptor
table register) or IDTR (interrupt descriptor table register) into that area as a 32-bit linear address and a 16-bit size
limit from that area (in that order). These are the only instructions which directlyinsar addresses, rather than
segment/offset pairs.

SLDT stores the segment selector corresponding to the LDT (local descriptor table) into the given operand.

See alsa.GDT, LIDT andLLDT (Section B.4.9h

B.4.134 SHL, SHR Bitwise Logical Shifts

SHL r/m8,1 ; DO /4 [8086]
SHL r/m8,CL ; D2 /4 [8086]
SHL r/m8,imm8 ;. CO /4 ib [186]
SHL r/m16,1 ; 016 D1 /4 [8086]
SHL r/m16,CL ; 016 D3 /4 [8086]
SHL r/m16,imm8 ; 016 C1 /4 ib [186]
SHL r/m32,1 ; 032 D1 /4 [386]
SHL r/m32,CL ; 032 D3 /4 [386]
SHL r/m32,imm8 ; 032 C1 /4 ib [386]
SHR r/m8,1 ; DO /5 [8086]
SHR r/m8,CL ; D2 /5 [8086]
SHR r/m8,imm8 ; CO /5 ib [186]
SHR r/m16,1 ; 016 D1 /5 [8086]
SHR r/m16,CL ; 016 D3 /5 [8086]
SHR r/m16,imm8 ;016 C1 /5 ib [186]
SHR r/m32,1 ; 032 D1 /5 [386]
SHR r/m32,CL ; 032 D3 /5 [386]
SHR r/m32,imm8 ;032 C1 /5 1b [386]

SHL and SHRperform a logical shift operation on the given source/destination (first) operand. The vacated bits are
filled with zero.

A synonym forSHL is SAL (seeSection B.4.12). NASM will assemble either one to the same code.

The number of bits to shift by is given by the second operand. Only the bottom five bits of the shift count are considered
by processors above the 8086.

You can force the longer (286 and upwards, beginning witi1 &yte) form of SHL foo,1 by using aBYTE prefix:
SHL foo,BYTE 1 . Similarly with SHR
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B.4.135 SHLDO SHRD Bitwise Double-Precision Shifts

SHLD r/m16,reg16,imm8 ; 016 OF A4 Ir ib [386]

SHLD r/m16,reg32,imm8 1032 OF AA Irib [386]

SHLD r/m16,reg16,CL ; 016 OF A5 /r [386]
SHLD r/m16,reg32,CL ; 032 OF A5 /r [386]
SHRD r/m16,reg16,imm8 ; 016 OF AC /Ir ib [386]
SHRD r/m32,reg32,imm8 ;032 OF AC Ir ib [386]
SHRD r/m16,reg16,CL ; 016 OF AD Ir [386]
SHRD r/m32,reg32,CL ; 032 OF AD Ir [386]

- SHLDperforms a double-precision left shift. It notionally places its second operand to the right of its first, then shifts
the entire bit string thus generated to the left by a number of bits specified in the third operand. It then updates only
thefirst operand according to the result of this. The second operand is not modified.

« SHRDperforms the corresponding right shift: it notionally places the second operand l&fttb&the first, shifts
the whole bit string right, and updates only the first operand.

For example, ifEAXholds0x01234567 andEBXholdsO0x89ABCDEF, then the instructioSHLD EAX,EBX,4 would

update EAX to hold 0x12345678 . Under the same condition§HRD EAX,EBX,4 would updateEAX to hold
0xF0123456 .

The number of bits to shift by is given by the third operand. Only the bottom five bits of the shift count are considered.

B.4.136 SMSwWStore Machine Status Word
SMSW 1/m16 ; OF 01 /4 [286,PRIV]

SMSWstores the bottom half of theRO0 control register (or the Machine Status Word, on 286 processors) into the
destination operand. See alsdSWSection B.4.95

For 32-bit code, this would use the low 16-bits of the specified register (or a 16 bit memory location), without needing
an operand size override byte.

B.4.137 STC STD STI: Set Flags

STC ;. F9 [8086]
STD . FD [8086]
STI ; FB [8086]

These instructions set various flag3.Csets the carry flaggTDsets the direction flag; argirl sets the interrupt flag
(thus enabling interrupts).

To clear the carry, direction, or interrupt flags, use @€, CLDandCLI instructions Section B.4.1P To invert the
carry flag, us&€MQSection B.4.14
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B.4.138 STOSB STOSWSTOSD Store Byte to String

STOSB . AA [8086]
STOSW : 016 AB [8086]
STOSD : 032 AB [386]

STOSBstores the byte iAL at[ ESIDI] or[ ES: EDI], and sets the flags accordingly. It then increments or decrements
(depending on the direction flag: increments if the flag is clear, decrements if it 31 s@h) EDI).

The register used Bl if the address size is 16 bits, ag®I if it is 32 bits. If you need to use an address size not
equal to the currergITS setting, you can use an explieit6 ora32 prefix.

Segment override prefixes have no effect for this instruction: the ugs fafr the store tdDI] or [ EDI] cannot be
overridden.

STOSWandSTOSDwork in the same way, but they store the wordhixor the doubleword irEAXinstead of the byte
in AL, and increment or decrement the addressing registers by 2 or 4 instead of 1.

TheREPprefix may be used to repeat the instructidx(or ECX- again, the address size chooses which) times.

B.4.139 STR Store Task Register

STR r/m16 ; OF 00 /1 [286,PRIV]

STRstores the segment selector corresponding to the contents of the Task Register into its operand. When the operand
size is a 16-bit register, the upper 16-bits are cleared to Os. When the destination operand is a memory location, 16
bits are written regardless of the operand size.

B.4.140 SUR Subtract Integers

SUB r/m8,reg8 ; 28 Ir [8086]
SUB r/m16,regl16 ; 016 29 /r [8086]
SUB r/m32,reg32 ; 032 29 Ir [386]
SUB reg8,r/m8 7 2A r [8086]
SUB regl6,r/m16 ; 016 2B Ir [8086]
SUB reg32,r/m32 ; 032 2B Ir [386]
SUB r/m8,imm8 ; 80 /5 ib [8086]
SUB r/m16,imm16 ; 016 81 /5 iw [8086]
SUB r/m32,imm32 ;032 81 /5 id [386]
SUB r/m16,imm8 ;016 83 /5 ib [8086]
SUB r/m32,imm8 ;032 83 /5 ib [386]
SUB AL,imm8 ; 2C ib [8086]
SUB AX,imm16 ; 016 2D iw [8086]
SUB EAX,imm32 ; 032 2D id [386]
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SuBperforms integer subtraction: it subtracts its second operand from its first, and leaves the result in its destination
(first) operand. The flags are set according to the result of the operation: in particular, the carry flag is affected and can
be used by a subsequedBinstruction Section B.4.12

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to
be signed, and is sign-extended to the length of the first operand. In these cag&TRiypialifier is necessary to
force NASM to generate this form of the instruction.

B.4.141 SYSCALL Call Operating System
SYSCALL ; OF 05 [P6,AMD]

SYSCALLprovides a fast method of transferring control to a fixed entry point in an operating system.

- TheEIP register is copied into thECXregister.

« Bits [31-0] of the 64-bit SYSCALL/SYSRET Target Address Regisg&TAR are copied into th&IP register.
- Bits [47-32] of theSTARregister specify the selector that is copied into@szegister.

- Bits [47-32]+1000b of th&STARregister specify the selector that is copied into$isaegister.

The CS and SS registers should not be modified by the operating system between the execution¥fsthaLL
instruction and its correspondirgy SRETinstruction.

For more information, see the “SYSCALL and SYSRET Instruction Specification” (AMD document number
21086.pdf).

B.4.142 SYSENTERFast System Call
SYSENTER ; OF 34 [P6]

SYSENTERexecutes a fast call to a level 0 system procedure or routine. Before using this instruction, various MSRs
need to be set up:

« SYSENTER_CS_MSegontains the 32-bit segment selector for the privilege level 0 code segment. (This value is also
used to compute the segment selector of the privilege level 0 stack segment.)

« SYSENTER_EIP_MSRontains the 32-bit offset into the privilege level 0 code segment to the first instruction of the
selected operating procedure or routine.

« SYSENTER_ESP_MSeontains the 32-bit stack pointer for the privilege level 0 stack.

SYSENTERperforms the following sequence of operations:

« Loads the segment selector from HieSENTER_CS_MSiRto theCSregister.

- Loads the instruction pointer from tt8SENTER_EIP_MSHto theEIP register.
« Adds 8 to the value iISYSENTER_CS_MS&nd loads it into th&Sregister.

« Loads the stack pointer from ti®/SENTER_ESP_MSIRto theESPregister.

« Switches to privilege level 0.
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+ Clears thevMflag in theEFLAGSregister, if the flag is set.
« Begins executing the selected system procedure.

In particular, note that this instruction des not save the valu€sai EIP . If you need to return to the calling code,
you need to write your code to cater for this.

For more information, see the “Intel Architecture Software Developer’s Manual, Volume 2”.

B.4.143 SYSEXIT: Fast Return From System Call
SYSEXIT ; OF 35 [P6,PRIV]

SYSEXIT executes a fast return to privilege level 3 user code. This instruction is a companion instruction to the
SYSENTERNstruction, and can only be executed by privilege level O code. Various registers need to be set up before
calling this instruction:

« SYSENTER_CS_MSevontains the 32-bit segment selector for the privilege level 0 code segment in which the pro-
cessor is currently executing. (This value is used to compute the segment selectors for the privilege level 3 code and
stack segments.)

- EDXcontains the 32-bit offset into the privilege level 3 code segment to the first instruction to be executed in the
user code.

« ECXcontains the 32-bit stack pointer for the privilege level 3 stack.

SYSEXIT performs the following sequence of operations:

« Adds 16 to the value iIBYSENTER_CS_MS&nd loads the sum into theSselector register.
- Loads the instruction pointer from tlEbXregister into theEIP register.

« Adds 24 to the value iISYSENTER_CS_MS&nd loads the sum into tt&S selector register.
- Loads the stack pointer from tl®CXregister into the&ESPregister.

« Switches to privilege level 3.

- Begins executing the user code at #iB address.

For more information on the use of ti®& SENTERand SYSEXIT instructions, see the “Intel Architecture Software
Developer's Manual, Volume 2.

B.4.144 SYSRET Return From Operating System
SYSRET ; OF 07 [P6,AMD,PRIV]

SYSRETis the return instruction used in conjunction with tReSCALLinstruction to provide fast entry/exit to an
operating system.

. The ECXregister, which points to the next sequential instruction after the correspo8¥®@QALLinstruction, is
copied into theEIP register.

- Bits [63-48] of theSTARregister specify the selector that is copied into@szegister.
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- Bits [63-48]+1000b of th&STARregister specify the selector that is copied into$isgegister.
- Bits [1-0] of theSSregister are set to 11b (RPL of 3) regardless of the value of bits [49-48] &fTthBregister.

The CS and SS registers should not be modified by the operating system between the executionSxSthaLL
instruction and its correspondirgy SRETinstruction.

For more information, see the “SYSCALL and SYSRET Instruction Specification” (AMD document number
21086.pdf).

B.4.145 TEST: Test Bits (notional bitwise AND)

TEST r/m8,reg8 ; 84 Ir [8086]
TEST r/m16,regl6 ; 016 85 /r [8086]
TEST r/m32,reg32 ; 032 85 Ir [386]
TEST r/m8,imm8 ; F6 /0 ib [8086]
TEST r/m16,imm16 ;016 F7 /0 iw [8086]
TEST r/m32,imm32 ; 032 F7 /0 id [386]
TEST AL,imm8 ; A8 ib [8086]
TEST AX,imm16 ; 016 A9 iw [8086]
TEST EAX,imm32 ; 032 A9 id [386]

TEST performs a “mental” bitwise AND of its two operands, and affects the flags as if the operation had taken place,
but does not store the result of the operation anywhere.

B.4.146 VERR VERWVerify Segment Readability/Writability

VERR r/m16 ; OF 00 /4 [286,PRIV]

VERW 1/m16 : OF 00 /5 [286,PRIV]

« VERRsets the zero flag if the segment specified by the selector in its operand can be read from at the current privilege
level.

« VERWsets the zero flag if the segment can be written.

B.4.147 WAIT: Wait for Floating-Point Processor

WAIT . 9B [8086]
FWAIT © 9B [8086]

WAIT, on 8086 systems with a separate 8087 FPU, waits for the FPU to have finished any operation it is engaged in
before continuing main processor operations, so that (for example) an FPU store to main memory can be guaranteed
to have completed before the CPU tries to read the result back out.
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On higher processorSyAIT is unnecessary for this purpose, and it has the alternative purpose of ensuring that any
pending unmasked FPU exceptions have happened before execution continues.

B.4.148 WBINVD Write Back and Invalidate Cache

WBINVD ; OF 09 [486]

WBINVDinvalidates and empties the processor’s internal caches, and causes the processor to instruct external caches
to do the same. It writes the contents of the caches back to memory first, so no data is lost. To flush the caches quickly
without bothering to write the data back first, us&/D (Section B.4.8R

B.4.149 WRMSRWNrite Model-Specific Registers
WRMSR : OF 30 [PENT]

WRMSRrrites the value iEDX EAXto the processor Model-Specific Register (MSR) whose index is stoedXrSee
alsoRDMSKSection B.4.12

B.4.150 XADD Exchange and Add

XADD r/m8,reg8 . OF CO Ir [486]
XADD r/m16,regl6 ; 016 OF C1 /Ir [486]
XADD r/m32,reg32 ; 032 OF C1 Ir [486]

XADDexchanges the values in its two operands, and then adds them together and writes the result into the destination
(first) operand. This instruction can be used withCaCKprefix for multi-processor synchronisation purposes.

B.4.151 XCHG Exchange

XCHG reg8,r/m8 ; 86 /Ir [8086]
XCHG reg16,r/m8 ; 016 87 Ir [8086]
XCHG reg32,r/m32 ; 032 87 Ir [386]
XCHG r/m8,reg8 ; 86 Ir [8086]
XCHG r/m16,reg16 ; 016 87 Ir [8086]
XCHG r/m32,reg32 ; 032 87 Ir [386]
XCHG AX,regl6 ; 016 90+r [8086]
XCHG EAX,reg32 ; 032 90+r [386]
XCHG reg16,AX ; 016 90+r [8086]
XCHG reg32,EAX ; 032 90+r [386]

XCHGexchanges the values in its two operands. It can be used widhC& prefix for purposes of multi-processor
synchronisation.
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XCHG AX,AXor XCHG EAX,EAXdepending on th8ITS setting) generates the opcagi#h, and so is a synonym for
NOP(Section B.4.10).

B.4.152 XLATB: Translate Byte in Lookup Table

XLAT : D7 [8086]
XLATB . D7 [8086]

XLATBadds the value inL, treated as an unsigned byte B&or EBX and loads the byte from the resulting address
(in the segment specified DS back intoAL.

The base register usedBX if the address size is 16 bits, ag8Xif it is 32 bits. If you need to use an address size not
equal to the currergITS setting, you can use an explieit6 ora32 prefix.

The segment register used to load frpex+AL] or [ EBXAL] can be overridden by using a segment register name as
a prefix (for examplegs xlatb ).

B.4.153 XOR Bitwise Exclusive OR

XOR r/m8,reg8 ; 30 Ir [8086]
XOR r/m16,reg16 ; 016 31 /r [8086]
XOR r/m32,reg32 ;032 31 Ir [386]
XOR reg8,r/m8 ;32 Ir [8086]
XOR regl16,r/m16 ; 016 33 /r [8086]
XOR reg32,r/m32 ; 032 33 Ir [386]
XOR r/m8,imm8 ;80 /6 ib [8086]
XOR r/m16,imm16 ; 016 81 /6 iw [8086]
XOR r/m32,imm32 ;: 032 81 /6 id [386]
XOR r/m16,imm8 ; 016 83 /6 ib [8086]
XOR r/m32,imm8 ;032 83 /6 ib [386]
XOR AL,imm8 ; 34 ib [8086]
XOR AX,imm16 ; 016 35 iw [8086]
XOR EAX,imm32 ; 032 35 id [386]

XORperforms a bitwise XOR operation between its two operands (i.e. each bit of the result is 1 if and only if exactly
one of the corresponding bits of the two inputs was 1), and stores the result in the destination (first) operand.

In the forms with an 8-bit immediate second operand and a longer first operand, the second operand is considered to

be signed, and is sign-extended to the length of the first operand. In these cagsTRinpialifier is necessary to
force NASM to generate this form of the instruction.

The MMXnstructionPXOR(seeSection B.5.6%tperforms the same operation on the 64ntitXegisters.
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B.5 SIMD Instructions (MMX, SSE)

B.5.1 ADDPS Add Packed Single-Precision FP Values
ADDPS xmm1,xmm2/mem128 ; OF 58 /r [KATMAI,SSE]

ADDPperforms addition on each of four packed single-precision FP value pairs:

dst[0-31] = dst[0-31] + src[0-31],

dst[32-63] := dst[32-63] + src[32-63],
dst[64-95] = dst[64-95] + src[64-95],
dst[96-127] := dst[96-127] + src[96-127].

The destination is akMMegister. The source operand can be eithexintegister or a 128-bit memory location.

B.5.2 ADDSS Add Scalar Single-Precision FP Values
ADDSS xmmil,xmm2/mem64 : F2 OF 58 Ir [KATMAI,SSE]

ADDSSadds the low single-precision FP values from the source and destination operands and stores the single-
precision FP result in the destination operand.

dst[0-31] := dst[0-31] + src[0-31],
dst[32-127] remains unchanged.

The destination is akMMegister. The source operand can be eithexinregister or a 32-bit memory location.

B.5.3 ANDNPSBItwise Logical AND NOT of Packed Single-Precision
FP Values

ANDNPS xmmil,xmm2/mem128 : OF 55 /Ir [KATMAI,SSE]

ANDNPSnverts the bits of the four single-precision floating-point values in the destination register, and then performs a
logical AND between the four single-precision floating-point values in the source operand and the temporary inverted
result, storing the result in the destination register.

dst[0-31] := src[0-31] AND NOT dst[0-31],
dst[32-63] := src[32-63] AND NOT dst[32-63],
dst[64-95] := src[64-95] AND NOT dst[64-95],

dst[96-127] := src[96-127] AND NOT dst[96-127].

The destination is akMMegister. The source operand can be eithexintegister or a 128-bit memory location.

B.5.4 ANDPS Bitwise Logical AND For Single FP

ANDPS xmm1,xmm2/mem128 ; OF 54 Ir [KATMAI,SSE]
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ANDPSperforms a bitwise logical AND of the four single-precision floating point values in the source and destination
operand, and stores the result in the destination register.

dst[0-31] := src[0-31] AND dst[0-31],

dst[32-63] := src[32-63] AND dst[32-63],
dst[64-95] := src[64-95] AND dst[64-95],
dst[96-127] := src[96-127] AND dst[96-127].

The destination is aRMMegister. The source operand can be eithexintegister or a 128-bit memory location.

B.5.5 CMPccPS Packed Single-Precision FP Compare

CMPPS xmml,xmm2/mem128,imm8 ; OF C2 Ir ib [KATMAI,SSE]

CMPEQPS xmml,xmm2/mem128 ; OF C2 /r 00 [KATMAI,SSE]
CMPLTPS xmmil,xmm2/mem128 :OF C2 /Ir 01 [KATMAI,SSE]

CMPLEPS xmml,xmm2/mem128 ; OF C2 Ir 02 [KATMAI,SSE]
CMPUNORDPS xmm1,xmm2/mem128 ; OF C2 /r 03 [KATMAI,SSE]
CMPNEQPS xmml,xmm2/mem128 ; OF C2 Ir 04 [KATMAI,SSE]
CMPNLTPS xmm1l,xmm2/mem128 ; OF C2 /r 05 [KATMAI,SSE]
CMPNLEPS xmml,xmm2/mem128 ; OF C2 /r 06 [KATMAI,SSE]
CMPORDPS xmm1,xmm2/mem128 ; OF C2 Ir 07 [KATMAI,SSE]

TheCMPccPSinstructions compare the two packed single-precision FP values in the source and destination operands,
and returns the result of the comparison in the destination register. The result of each comparison is a quadword mask

of all 1s (comparison true) or all Os (comparison false).
The destination is akMMegister. The source can be eithenanMegister or a 128-bit memory location.

The third operand is an 8-bit immediate value, of which the low 3 bits define the type of comparison. For ease
of programming, the 8 two-operand pseudo-instructions are provided, with the third operand already filled in. The

“Condition Predicates” are:

EQ 0 Equal

LT 1 Less than

LE 2 Less than or equal
UNORD 3 Unordered

NE 4 Not equal

NLT 5 Not less than

NLE 6 Not less than or equal
ORD 7 Ordered

For more details of the comparison predicates, and details of how to emulate the “greater than” equivateetsisee
B.2.3

B.5.6 COMISS Scalar Ordered Single-Precision FP Compare and Set
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EFLAGS
COMISS xmml,xmm2/mem64 ; 66 OF 2F /r [KATMAI,SSE]

COoMISscompares the low-order single-precision FP value in the two source opez&nBs, andCFare set according
to the resultOF, AF, andAF are cleared. The unordered result is returned if either sourcidasiéQNaNor SNaN.
The destination operand is aMMregister. The source can be eithep@nvegister or a memory location.

The flags are set according to the following rules:

Result Flags Values
Unordered ZF,PF,CF 111
Greater than ZF,PF,CF 000
Less than ZF,PF,CF 001
Equal ZF,PF,CF 100

B.5.7 CVTPI2PS: Packed Signed INT32 to Packed Single-FP
Conversion

CVTPI2PS xmm,mm/mem64 ; OF 2A Ir [KATMAI,SSE]

CVTPI2PS converts two packed signed doublewords from the source operand to two packed single-precision FP values
in the low quadword of the destination operand. The high quadword of the destination remains unchanged.

The destination operand is &MMregister. The source can be eithemgmxegister or a 64-bit memory location.

For more details of this instruction, see the Intel Processor manuals.

B.5.8 CVTPS2PI: Packed Single-Precision FP to Packed Signed INT32
Conversion

CVTPS2PI mm,xmm/mem64 : OF 2D Ir [KATMAI,SSE]

CVTPS2PI converts two packed single-precision FP values from the source operand to two packed signed doublewords
in the destination operand.

The destination operand is MMXregister. The source can be eithen@ahregister or a 64-bit memory location. If
the source is a register, the input values are in the low quadword.

For more details of this instruction, see the Intel Processor manuals.

B.5.9 CVTSD2SS Scalar Double-Precision FP to Scalar
Single-Precision FP Conversion

CVTSD2SS xmml,xmm2/mem64 ; F2 OF 5A Ir [KATMAI,SSE]
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CVvTSD2SSconverts a double-precision FP value from the source perand to a single-precision FP value in the low
doubleword of the estination operand. The upper 3 doublewords are left unchanged.

The destination operand is amMregister. The source can be eithen@ahregister or a 64-bit memory location. If
the source is a register, the input value is in the low quadword.

For more details of this instruction, see the Intel Processor manuals.

B.5.10 CVTSI2SS: Signed INT32 to Scalar Single-Precision FP
Conversion
CVTSI2SS xmm,r/m32 ; F3 OF 2A Ir [KATMAI,SSE]
CVTSI2SS converts a signed doubleword from the source operand to a single-precision FP value in the low doubleword
of the destination operand. The upper 3 doublewords are left unchanged.

The destination operand is atMregister. The source can be either a general purpose register or a 32-bit memory
location.

For more details of this instruction, see the Intel Processor manuals.

B.5.11 CVTSS2SI: Scalar Single-Precision FP to Signed INT32
Conversion
CVTSS2SI reg32,xmm/mem32 ; F3 OF 2D Ir [KATMAI,SSE]
CVTSS2SI converts a single-precision FP value from the source operand to a signed doubleword in the destination
operand.

The destination operand is a general purpose register. The source can be exkhiregister or a 32-bit memory
location. If the source is a register, the input value is in the low doubleword.

For more details of this instruction, see the Intel Processor manuals.

B.5.12 CVTTPS2PI: Packed Single-Precision FP to Packed Signed
INT32 Conversion with Truncation

CVTTPS2PI mm,xmm/mem64 . OF 2C Ir [KATMAI,SSE]

CVTTPS2PI converts two packed single-precision FP values in the source operand to two packed signed doublewords
in the destination operand. If the result is inexact, it is truncated (rounded toward zero). If the source is a register, the
input values are in the low quadword.

The destination operand is &MXegister. The source can be either@viwregister or a 64-bit memory location. If
the source is a register, the input value is in the low quadword.

For more details of this instruction, see the Intel Processor manuals.
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B.5.13 CVTTSS2SI: Scalar Single-Precision FP to Signed INT32
Conversion with Truncation

CVTTSD2SI reg32,xmm/mem32 ; F3 OF 2C Ir [KATMAI,SSE]

CVTTSS2SI converts a single-precision FP value in the source operand to a signed doubleword in the destination
operand. If the result is inexact, it is truncated (rounded toward zero).

The destination operand is a general purpose register. The source can be eXkhiragister or a 32-bit memory
location. If the source is a register, the input value is in the low doubleword.

For more details of this instruction, see the Intel Processor manuals.

B.5.14 DIVPS: Packed Single-Precision FP Divide
DIVPS xmmil,xmm2/mem128 ;. OF 5E Ir [KATMAI,SSE]

DIVPS divides the four packed single-precision FP values in the destination operand by the four packed single-
precision FP values in the source operand, and stores the packed single-precision results in the destination register.

The destination is akMMegister. The source operand can be eithexintegister or a 128-bit memory location.

dst[0-31] = dst[0-31] [/ src[0-31],

dst[32-63] := dst[32-63] [/ src[32-63],
dst[64-95] := dst[64-95] / src[64-95],
dst[96-127] := dst[96-127] / src[96-127].

B.5.15 DIVSS: Scalar Single-Precision FP Divide
DIVSS xmml,xmm2/mem32 ; F3 OF 5E /Ir [KATMAI,SSE]

DIVSS divides the low-order single-precision FP value in the destination operand by the low-order single-precision
FP value in the source operand, and stores the single-precision result in the destination register.

The destination is akMMegister. The source operand can be eithexinregister or a 32-bit memory location.

dst[0-31] = dst[0-31] / src[0-31],
dst[32-127] remains unchanged.

B.5.16 LDMXCSRLoad Streaming SIMD Extension Control/Status
LDMXCSR mem32 ; OF AE /2 [KATMAI,SSE]

LDMXCSRoads 32-bits of data from the specified memory location intoMX€SRcontrol/status registeXCSRs
used to enable masked/unmasked exception handling, to set rounding modes, to set flush-to-zero mode, and to view
exception status flags.

For details of theXCSRegister, see the Intel processor docs.
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See als®TMXCSKSection B.5.7p

B.5.17 MASKMO\V®yte Mask Write

MASKMOVQ mml,mm2 ; OF F7 Ir [KATMAI,MMX]

MASKMOVstores data from mm1 to the location specifiedByeDI (or ES: DI). The size of the store depends on the
address-size attribute. The most significant bit in each byte of the mask register mm2 is used to selectively write the
data (0 = no write, 1 = write) on a per-byte basis.

B.5.18 MAXPS Return Packed Single-Precision FP Maximum

MAXPS xmml,xmm2/m128 ; OF 5F /Ir [KATMAI,SSE]

MAXPSperforms a SIMD compare of the packed single-precision FP numbers from xmm1 and xmm2/mem, and
stores the maximum values of each pair of values in xmml1. If the values being compared are both zeroes, source2
(xmm2/m128) would be returned. If source2 (xmm2/m128) iss&laN this SNaNis forwarded unchanged to the
destination (i.e., ®NaNversion of theSNaNis not returned).

B.5.19 MAXSSReturn Scalar Single-Precision FP Maximum

MAXSS xmml,xmm2/m32 ; F3 OF 5F Ir [KATMAI,SSE]

MAXSScompares the low-order single-precision FP numbers from xmm1 and xmm2/mem, and stores the maximum
value in xmm1. If the values being compared are both zeroes, source2 (xmm2/m32) would be returned. If source2
(xmm2/m32) is arsNaN this SNaNis forwarded unchanged to the destination (i.e&QNaNversion of theSNaNis not
returned). The high three doublewords of the destination are left unchanged.

B.5.20 MINPS. Return Packed Single-Precision FP Minimum

MINPS xmm1,xmm2/m128 ; OF 5D /r [KATMAI,SSE]

MINPS performs a SIMD compare of the packed single-precision FP numbers from xmm1 and xmm2/mem, and
stores the minimum values of each pair of values in xmml1. If the values being compared are both zeroes, source2
(xmm2/m128) would be returned. If source2 (xmm2/m128) isSaaN this SNaNis forwarded unchanged to the
destination (i.e., ®NaNversion of theSNaNis not returned).

B.5.21 MINSS. Return Scalar Single-Precision FP Minimum

MINSS xmm1,xmm2/m32 ; F3 OF 5D /r [KATMAI,SSE]

MINSS compares the low-order single-precision FP numbers from xmm1 and xmm2/mem, and stores the minimum
value in xmml1. If the values being compared are both zeroes, source2 (xmm2/m32) would be returned. If source2
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(xmm2/m32) is arsNaN this SNaNis forwarded unchanged to the destination (i.e&QNaNversion of theSNaNis not
returned). The high three doublewords of the destination are left unchanged.

B.5.22 MOVAPSMove Aligned Packed Single-Precision FP Values

MOVAPS xmml,xmm2/mem128 ; OF 28 Ir [KATMAI,SSE]
MOVAPS xmml/mem128,xmm2 ; OF 29 Ir [KATMAI,SSE]

MOVAPSNoves a double quadword containing 4 packed single-precision FP values from the source operand to the
destination. When the source or destination operand is a memory location, it must be aligned on a 16-byte boundary.

To move data in and out of memory locations that are not known to be on 16-byte boundaries, M&/theS
instruction Section B.5.33

B.5.23 MOVDMove Doubleword to/from MMX Register

MOVD mm,r/m32 ; OF 6E /r [PENT,MMX]
MOVD r/m32,mm ; OF 7E Ir [PENT,MMX]

MOVDcopies 32 bits from its source (second) operand into its destination (first) operand. The input value is zero-
extended to fill the destination register.

B.5.24 MOVHLPSMove Packed Single-Precision FP High to Low
MOVHLPS xmm1,xmm2 ; OF 12 /Ir [KATMAI,SSE]

MOVHLP3noves the two packed single-precision FP values from the high quadword of the source register xmm2 to
the low quadword of the destination register, xmm2. The upper quadword of xmm1 is left unchanged.

The operation of this instruction is:

dst[0-63] = src[64-127],
dst[64-127] remains unchanged.

B.5.25 MOVHPSMove High Packed Single-Precision FP

MOVHPS xmm,m64 ; OF 16 /r [KATMAI,SSE]
MOVHPS m64,xmm ; OF 17 Ir [KATMAI,SSE]

MOVHPSnoves two packed single-precision FP values between the source and destination operands. One of the
operands is a 64-bit memory location, the other is the high quadwordx¥aregister.

The operation of this instruction is:
mem[0-63] = xmm[64-127];

or
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xmm[0-63]  remains unchanged;
xmm([64-127] := mem[0-63].

B.5.26 MOVLHPSMove Packed Single-Precision FP Low to High
MOVLHPS xmm1,xmm2 ; OF 16 /r [KATMAI,SSE]

MOVLHP3noves the two packed single-precision FP values from the low quadword of the source register xmm2 to
the high quadword of the destination register, xmmz2. The low quadword of xmm1 is left unchanged.

The operation of this instruction is:

dst[0-63] remains unchanged;
dst[64-127] := src[0-63].

B.5.27 MOVLPSMove Low Packed Single-Precision FP

MOVLPS xmm,m64 ; OF 12 [r [KATMAI,SSE]
MOVLPS m64,xmm ; OF 13 Ir [KATMAI,SSE]

MOVLPSmoves two packed single-precision FP values between the source and destination operands. One of the
operands is a 64-bit memory location, the other is the low quadword xkanegister.

The operation of this instruction is:
mem(0-63) = xmm(0-63);
or

xmm(0-63) := mem(0-63);
xmm(64-127) remains unchanged.

B.5.28 MOVMSKPREXtract Packed Single-Precision FP Sign Mask
MOVMSKPS reg32,xmm ; OF 50 /r [KATMAI,SSE]

MOVMSKPiserts a 4-bit mask in r32, formed of the most significant bits of each single-precision FP number of the
source operand.

B.5.29 MOVNTPSMove Aligned Four Packed Single-Precision FP
Values Non Temporal

MOVNTPS m128,xmm ; OF 2B Ir [KATMAI,SSE]
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MOVNTP$noves the double quadword from tk®Msource register to the destination memory location, using a non-
temporal hint. This store instruction minimizes cache pollution. The memory location must be aligned to a 16-byte
boundary.

B.5.30 MOVNTQMove Quadword Non Temporal

MOVNTQ m64,mm ; OF E7 Ir [KATMAI,MMX]

MOVNTQ@noves the quadword in thaMxsource register to the destination memory location, using a non-temporal
hint. This store instruction minimizes cache pollution.

B.5.31 MOVQMove Quadword to/from Packed Data Register

MOVQ mml,mm2/m64 ; OF 6F Ir [PENT,MMX]
MOVQ mml1/m64,mm2 ; OF 7F Ir [PENT,MMX]

MOVEopies 64 bits from its source (second) operand into its destination (first) operand.

B.5.32 MOVSSMove Scalar Single-Precision FP Value

MOVSS xmml,xmm2/m32 : F3 OF 10 /r [KATMAI,SSE]
MOVSS xmm1/m32,xmm2 ; F3 OF 11 /r [KATMAI,SSE]

MOVSdnoves a single-precision FP value from the source operand to the destination operand. When the source or
destination is a register, the low-order FP value is read or written.

B.5.33 MOVUPSMove Unaligned Packed Single-Precision FP Values

MOVUPS xmml,xmm2/mem128 ; OF 10 /r [KATMAI,SSE]
MOVUPS xmml/mem128,xmm2  OF 11 /r [KATMAI,SSE]

MOVUPSnoves a double quadword containing 4 packed single-precision FP values from the source operand to the
destination. This instruction makes no assumptions about alignment of memory operands.

To move data in and out of memory locations that are known to be on 16-byte boundaries,Me& greinstruction
(Section B.5.2p

B.5.34 MULPS Packed Single-Precision FP Multiply
MULPS xmml,xmm2/mem128 ; OF 59 /r [KATMAI,SSE]

MULPSperforms a SIMD multiply of the packed single-precision FP values in both operands, and stores the results in
the destination register.
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B.5.35 MULSS Scalar Single-Precision FP Multiply
MULSS xmm1,xmm2/mem32 ; F3 OF 59 /r [KATMAI,SSE]

MULSSmultiplies the lowest single-precision FP values of both operands, and stores the result in the low doubleword
of xmm1.

B.5.36 ORPS Bit-wise Logical OR of Single-Precision FP Data

ORPS xmm1,xmm2/m128 ; OF 56 /Ir [KATMAI,SSE]

ORPSreturn a bit-wise logical OR between xmm1 and xmm2/mem, and stores the result in xmm1. If the source
operand is a memory location, it must be aligned to a 16-byte boundary.

B.5.37 PACKSSDWPACKSSWBPACKUSWHPack Data

PACKSSDW mm1l,mm2/m64 ; OF 6B /r [PENT,MMX]
PACKSSWB mm1l,mm2/m64 ; OF 63 /Ir [PENT,MMX]
PACKUSWB mml,mm2/m64 ; OF 67 Ir [PENT,MMX]

All these instructions start by combining the source and destination operands, and then splitting the result in smaller
sections which it then packs into the destination register. The two 64-bit operands are packed into one 64-bit register.

« PACKSSWBplits the combined value into words, and then reduces the words to bytes, using signed saturation. It
then packs the bytes into the destination register in the same order the words were in.

- PACKSSDwerforms the same operation R&CKSSWBexcept that it reduces doublewords to words, then packs
them into the destination register.

- PACKUSWBerforms the same operation RA&CKSSWBexcept that it uses unsigned saturation when reducing the
size of the elements.

To perform signed saturation on a number, it is replaced by the largest signed nafser Or 7Fh) thatwill fit,
and if it is too small it is replaced by the smallest signed num®e®dh or 80h) that will fit. To perform unsigned
saturation, the input is treated as unsigned, and the input is replaced by the largest unsigned number that will fit.

B.5.38 PADDB PADDWPADDD Add Packed Integers

PADDB mml,mm2/m64 : OF FC Ir [PENT,MMX]
PADDW mmi,mm2/m64 ;. OF FD Ir [PENT,MMX]
PADDD mmi1,mm2/m64 : OF FE Ir [PENT,MMX]

PADDxperforms packed addition of the two operands, storing the result in the destination (first) operand.

- PADDBtreats the operands as packed bytes, and adds each byte individually;
« PADDWreats the operands as packed words;

- PADDOreats its operands as packed doublewords.
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When an individual result is too large to fit in its destination, it is wrapped around and the low bits are stored, with the
carry bit discarded.

B.5.39 PADDQAdd Packed Quadword Integers

PADDQ mml,mm2/m64 ; OF D4 Ir [PENT,MMX]

PADDdds the quadwords in the source and destination operands, and stores the result in the destination register.

When an individual result is too large to fit in its destination, it is wrapped around and the low bits are stored, with the
carry bit discarded.

B.5.40 PADDSB PADDSWAdd Packed Signed Integers with Saturation

PADDSB mml,mm2/m64 ; OF EC Ir [PENT,MMX]
PADDSW mml,mm2/m64 ; OF ED /Ir [PENT,MMX]

PADDSxperforms packed addition of the two operands, storing the result in the destination (first) optaD&B
treats the operands as packed bytes, and adds each byte individualbyg@bgwreats the operands as packed words.

When an individual result is too large to fit in its destination, a saturated value is stored. The resulting value is the
value with the largest magnitude of the same sign as the result which will fit in the available space.

B.5.41 PADDUSBPADDUSWAdd Packed Unsigned Integers with
Saturation

PADDUSB mm1,mm2/m64 ; OF DC Ir [PENT,MMX]
PADDUSW mm1,mm2/m64 ; OF DD Ir [PENT,MMX]

PADDUSxoerforms packed addition of the two operands, storing the result in the destination (first) opa@pdSB
treats the operands as packed bytes, and adds each byte individuallgaabtiSWreats the operands as packed
words.

When an individual result is too large to fit in its destination, a saturated value is stored. The resulting value is the
maximum value that will fit in the available space.

B.5.42 PAND PANDN Packed Integer Bitwise AND and AND-NOT

PAND mml,mm2/m64 ; OF DB /r [PENT,MMX]
PANDN mml1,mm2/m64 ; OF DF Ir [PENT,MMX]

PANDperforms a bitwise AND operation between its two operands (i.e. each bit of the result is 1 if and only if the
corresponding bits of the two inputs were both 1), and stores the result in the destination (first) operand.

PANDNperforms the same operation, but performs a one’s complement operation on the destination (first) operand
first.
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B.5.43 PAVGB PAVGWAverage Packed Integers

PAVGB mml,mm2/m64 ; OF EO /r [KATMAI,MMX]
PAVGW mml,mm2/m64 ; OF E3 /Ir [KATMAI,MMX,SM]

PAVGBandPAVGVAdd the unsigned data elements of the source operand to the unsigned data elements of the destina-
tion register, then adds 1 to the temporary results. The results of the add are then each independently right-shifted by
one bit position. The high order bits of each element are filled with the carry bits of the corresponding sum.

« PAVGBoperates on packed unsigned bytes.

« PAVGWperates on packed unsigned words.

B.5.44 PCMPxx Compare Packed Integers

PCMPEQB mml,mm2/mé4 ; OF 74 Ir [PENT,MMX]
PCMPEQW mm1l,mm2/m64 ; OF 75 Ir [PENT,MMX]
PCMPEQD mml,mm2/m64 ; OF 76 Ir [PENT,MMX]
PCMPGTB mml1,mm2/m64 ; OF 64 Ir [PENT,MMX]
PCMPGTW mm1,mm2/m64 ; OF 65 /Ir [PENT,MMX]
PCMPGTD mml,mm2/m64 ; OF 66 /Ir [PENT,MMX]

The PCMPxxinstructions all treat their operands as vectors of bytes, words, or doublewords; corresponding elements
of the source and destination are compared, and the corresponding element of the destination (first) operand is set to
all zeros or all ones depending on the result of the comparison.

« PCMPxxBtreats the operands as vectors of bytes.
« PCMPxxWreats the operands as vectors of words.
« PCMPxxDtreats the operands as vectors of doublewords.

« PCMPEQsets the corresponding element of the destination operand to all ones if the two elements compared are
equal.

« PCMPGT»sets the destination element to all ones if the element of the first (destination) operand is greater (treated
as a signed integer) than that of the second (source) operand.

B.5.45 PEXTRWEXxtract Word

PEXTRW reg32,mm,imm8 i OF C5 Irib [KATMAI,MMX]

PEXTRWhoves the word in the source register (second operand) that is pointed to by the count operand (third operand),
into the lower half of a 32-bit general purpose register. The upper half of the register is cleared to all Os.

The two least significant bits of the count specify the source word.
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B.5.46 PINSRW Insert Word
PINSRW mm,r16/r32/m16,imm8 OF C4 Ir ib [KATMAI,MMX]

PINSRWoads a word from a 16-bit register (or the low half of a 32-bit register), or from memory, and loads it to the
word position in the destination register, pointed at by the count operand (third operand). The low two bits of the count
byte are used. The insertion is done in such a way that the other words from the destination register are left untouched.

B.5.47 PMADDWDPacked Integer Multiply and Add

PMADDWD mml,mm2/m64 ; OF F5 /r [PENT,MMX],

PMADDWfDeats its two inputs as vectors of signed words. It multiplies corresponding elements of the two operands,
giving doubleword results. These are then added together in pairs and stored in the destination operand.

The operation of this instruction is:

dst[0-31] := (dst[0-15] * src[0-15])
+ (dst[16-31] * src[16-31]);
dst[32-63] := (dst[32-47] * src[32-47])

+ (dst[48-63] * src[48-63]);

B.5.48 PMAXSWPacked Signed Integer Word Maximum

PMAXSW mml,mm2/m64 ; OF EE Ir [KATMAI,MMX]

PMAXSWompares each pair of words in the two source operands, and for each pair it stores the maximum value in the
destination register.

B.5.49 PMAXUBPacked Unsigned Integer Byte Maximum

PMAXUB mm1l,mm2/m64 ; OF DE /Ir [KATMAI,MMX]

PMAXURompares each pair of bytes in the two source operands, and for each pair it stores the maximum value in the
destination register.

B.5.50 PMINSW Packed Signed Integer Word Minimum
PMINSW mm1,mm2/m64 ; OF EA Ir [KATMAI,MMX]

PMINSWcompares each pair of words in the two source operands, and for each pair it stores the minimum value in the
destination register.
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B.5.51 PMINUB Packed Unsigned Integer Byte Minimum
PMINUB mm1,mm2/m64 ; OF DA Ir [KATMAI,MMX]

PMINUBcompares each pair of bytes in the two source operands, and for each pair it stores the minimum value in the
destination register.

B.5.52 PMOVMSKBVIove Byte Mask To Integer
PMOVMSKB reg32,mm ; OF D7 Ir [KATMAI,MMX]

PMOVMSKEeturns an 8-bit mask formed of the most significant bits of each byte of the source operand.

B.5.53 PMULHUWMuUItiply Packed 16-bit Integers, and Store High Word
PMULHUW mm1,mm2/m64 ; OF E4 Ir [KATMAI,MMX]

PMULHUMWakes two packed unsigned 16-bit integer inputs, multiplies the values in the inputs, then stores bits 16-31
of each result to the corresponding position of the destination register.

B.5.54 PMULHWPMULLWMultiply Packed 16-bit Integers and Store

PMULHW mm1,mm2/m64 ; OF E5 Ir [PENT,MMX]
PMULLW mm1l,mm2/m64 ; OF D5 Ir [PENT,MMX]

PMULxWakes two packed signed 16-bit integer inputs, and multiplies the values in the inputs, forming doubleword
results.

« PMULHMhen stores the top 16 bits of each doubleword in the destination (first) operand;

« PMULLVsgtores the bottom 16 bits of each doubleword in the destination operand.

B.5.55 POR Packed Data Bitwise OR

POR mml,mm2/m64 ; OF EB Ir [PENT,MMX]

PORperforms a bitwise OR operation between its two operands (i.e. each bit of the result is 1 if and only if at least
one of the corresponding bits of the two inputs was 1), and stores the result in the destination (first) operand.

B.5.56 PSADBWPacked Sum of Absolute Differences

PSADBW mmil,mm2/m64 ; OF F6 /r [KATMAILMMX]
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ThePSADBVWihstruction computes the absolute value of the difference of the packed unsigned bytes in the two source
operands. These differences are then summed to produce a word result in the lower 16-bit field of the destination
register; the rest of the register is cleared. The destination operandvisigegister. The source operand can either

be a register or a memory operand.

B.5.57 PSHUFWShuffle Packed Words
PSHUFW mm1,mm2/m64,imm8 :OF 70 /Ir ib [KATMAI,MMX]

PSHUFVghuffles the words in the source (second) operand according to the encoding specified by imm8, and stores
the result in the destination (first) operand.

Bits 0 and 1 of imm8 encode the source position of the word to be copied to position 0 in the destination operand. Bits
2 and 3 encode for position 1, bits 4 and 5 encode for position 2, and bits 6 and 7 encode for position 3. For example,
an encoding of 10 in bits 0 and 1 of imm8 indicates that the word at bits 32-47 of the source operand will be copied

to bits 0-15 of the destination.

B.5.58 PSLLx: Packed Data Bit Shift Left Logical

PSLLW mmi1,mm2/m64 : OF F1 /r [PENT,MMX]
PSLLW mm,imm8 ; OF 71 /6 ib [PENT,MMX]
PSLLD mml,mm2/m64 ; OF F2 Ir [PENT,MMX]
PSLLD mm,imm8 : OF 72 /16 ib [PENT,MMX]
PSLLQ mmil,mm2/m64 : OF F3 Ir [PENT,MMX]
PSLLQ mm,imm8 : OF 73 /6 ib [PENT,MMX]

PSLLx performs logical left shifts of the data elements in the destination (first) operand, moving each bit in the
separate elements left by the number of bits specified in the source (second) operand, clearing the low-order bits as

they are vacated.

- PSLLWshifts word sized elements.
- PSLLDshifts doubleword sized elements.

« PSLLQshifts quadword sized elements.

B.5.59 PSRAx Packed Data Bit Shift Right Arithmetic

PSRAW mml,mm2/m64 ; OF E1 /Ir [PENT,MMX]
PSRAW mm,imm8 ; OF 71 /4 ib [PENT,MMX]
PSRAD mml,mm2/m64 ; OF E2 Ir [PENT,MMX]
PSRAD mm,imm8 ; OF 72 /4 ib [PENT,MMX]
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PSRAxperforms arithmetic right shifts of the data elements in the destination (first) operand, moving each bit in the
separate elements right by the number of bits specified in the source (second) operand, setting the high-order bits to

the value of the original sign bit.

- PSRAWhifts word sized elements.
- PSRADshifts doubleword sized elements.

B.5.60 PSRLx Packed Data Bit Shift Right Logical

PSRLW mm1l,mm2/m64 : OF D1 /r [PENT,MMX]
PSRLW mm,imm8 ; OF 71 /12 ib [PENT,MMX]
PSRLD mmi1,mm2/m64 ; OF D2 Ir [PENT,MMX]
PSRLD mm,imm8 : OF 72 12 ib [PENT,MMX]
PSRLQ mmil,mm2/m64 : OF D3 Ir [PENT,MMX]
PSRLQ mm,imm8 : OF 73 /2 ib [PENT,MMX]

PSRLx performs logical right shifts of the data elements in the destination (first) operand, moving each bit in the
separate elements right by the number of bits specified in the source (second) operand, clearing the high-order bits as

they are vacated.

- PSRLWshifts word sized elements.
- PSRLDshifts doubleword sized elements.

+ PSRLQshifts quadword sized elements.

B.5.61 PSUBx Subtract Packed Integers

PSUBB mml,mm2/m64 ; OF F8 Ir [PENT,MMX]
PSUBW mmi1,mm2/m64 ; OF FO Ir [PENT,MMX]
PSUBD mml,mm2/m64 ; OF FA Ir [PENT,MMX]

PSUBxsubtracts packed integers in the source operand from those in the destination operand. It doesn't differentiate
between signed and unsigned integers, and doesn't set any of the flags.

« PSUBBoperates on byte sized elements.
« PSUBVWperates on word sized elements.

« PSUBDoperates on doubleword sized elements.

B.5.62 PSUBSxx PSUBUSx Subtract Packed Integers with Saturation

PSUBSB mml1,mm2/m64 ; OF E8 /Ir [PENT,MMX]
PSUBSW mml,mm2/m64 ; OF E9 Ir [PENT,MMX]
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PSUBUSB mm1l,mm2/m64 ; OF D8 Ir [PENT,MMX]
PSUBUSW mml1,mm2/m64 ; OF D9 /Ir [PENT,MMX]

PSUBSxandPSUBUSxsubtracts packed integers in the source operand from those in the destination operand, and use
saturation for results that are outside the range supported by the destination operand.

« PSUBSBoperates on signed bytes, and uses signed saturation on the results.
« PSUBSV@perates on signed words, and uses signed saturation on the results.
« PSUBUSRperates on unsigned bytes, and uses unsigned saturation on the results.

- PSUBUSWperates on unsigned words, and uses unsigned saturation on the results.

B.5.63 PUNPCKxxx Unpack and Interleave Data

PUNPCKHBW mm1l,mm2/m64 ; OF 68 /r [PENT,MMX]
PUNPCKHWD mm1,mm2/m64 ; OF 69 /r [PENT,MMX]
PUNPCKHDQ mm1l,mm2/m64 ; OF 6A Ir [PENT,MMX]
PUNPCKLBW mm1,mm2/m32 ; OF 60 /r [PENT,MMX]
PUNPCKLWD mm1,mm2/m32 ; OF 61 /r [PENT,MMX]
PUNPCKLDQ mml,mm2/m32 ; OF 62 Ir [PENT,MMX]

PUNPCKxxall treat their operands as vectors, and produce a new vector generated by interleaving elements from
the two inputs. Th&e?UNPCKHxxinstructions start by throwing away the bottom half of each input operand, and the
PUNPCKLxxinstructions throw away the top half.

The remaining elements are then interleaved into the destination, alternating elements from the second (source)
operand and the first (destination) operand: so the leftmost part of each element in the result always comes from

the second operand, and the rightmost from the destination.

« PUNPCKxBWvorks a byte at a time, producing word sized output elements.
« PUNPCKxWmvorks a word at a time, producing doubleword sized output elements.
« PUNPCKxD@orks a doubleword at a time, producing quadword sized output elements.

So, for example, forMmMXoperands, if the first operand heltk7A6ASA4A3A2A1A0A and the second held
0x7B6B5B4B3B2B1B0B, then:

PUNPCKHBWouUld return0x7B7A6B6A5B5A4B4A.
PUNPCKHWBRouUId returnOx7B6B7A6A5B4B5A4A.
PUNPCKHD@ould return0x7B6B5B4B7A6A5A4A.
PUNPCKLBWould return0x3B3A2B2A1B1A0BOA.
PUNPCKLW@ould return0x3B2B3A2A1BOB1A0A.
PUNPCKLD@ould return0x3B2B1BOB3A2A1A0A.

B.5.64 PXOR Packed Data Bitwise XOR
PXOR mm1l,mm2/m64 : OF EF /Ir [PENT,MMX]

PXORperforms a bitwise XOR operation between its two operands (i.e. each bit of the result is 1 if and only if exactly
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one of the corresponding bits of the two inputs was 1), and stores the result in the destination (first) operand.

B.5.65 RCPPS Packed Single-Precision FP Reciprocal
RCPPS xmm1,xmm2/m128 ; OF 53 /r [KATMAI,SSE]

RCPPSreturns an approximation of the reciprocal of the packed single-precision FP values from xmm2/m128. The
maximum error for this approximation is: |Error| <= 1.5%2

B.5.66 RCPSS Scalar Single-Precision FP Reciprocal
RCPSS xmm1,xmm2/m128 ; F3 OF 53 Ir [KATMAI,SSE]

RCPSSeturns an approximation of the reciprocal of the lower single-precision FP value from xmm2/m32; the upper
three fields are passed through from xmm1. The maximum error for this approximation is: |Error| <='1.5 x 2

B.5.67 RSQRTPSPacked Single-Precision FP Square Root Reciprocal

RSQRTPS xmml,xmm2/m128 ; OF 52 /Jr [KATMAI,SSE]

RSQRTPgomputes the approximate reciprocals of the square roots of the packed single-precision floating-point values
in the source and stores the results in xmm1. The maximum error for this approximation is: |Error| <=31.5 x 2

B.5.68 RSQRTSSScalar Single-Precision FP Square Root Reciprocal
RSQRTSS xmml,xmm2/m128 ; F3 OF 52 /r [KATMAI,SSE]

RSQRTSSeturns an approximation of the reciprocal of the square root of the lowest order single-precision FP value
from the source, and stores it in the low doubleword of the destination register. The upper three fields of xmm1 are
preserved. The maximum error for this approximation is: |Error| <= 1.8x 2

B.5.69 SHUFPS Shuffle Packed Single-Precision FP Values
SHUFPS xmm1,xmm2/m128,imm8 ; OF C6 /Ir ib [KATMAI,SSE]

SHUFPSmoves two of the packed single-precision FP values from the destination operand into the low quadword of
the destination operand; the upper quadword is generated by moving two of the single-precision FP values from the
source operand into the destination. The select (third) operand selects which of the values are moved to the destination
register.

The select operand is an 8-bit immediate: bits 0 and 1 select the value to be moved from the destination operand
the low doubleword of the result, bits 2 and 3 select the value to be moved from the destination operand the second
doubleword of the result, bits 4 and 5 select the value to be moved from the source operand the third doubleword of
the result, and bits 6 and 7 select the value to be moved from the source operand to the high doubleword of the result.
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B.5.70 SQRTPSPacked Single-Precision FP Square Root
SQRTPS xmm1,xmm2/m128 ; OF 51 /r [KATMAI,SSE]

SQRTP<calculates the square root of the packed single-precision FP value from the source operand, and stores the
single-precision results in the destination register.

B.5.71 SQRTSS Scalar Single-Precision FP Square Root

SQRTSS xmm1,xmm2/m128 ; F3 OF 51 Ir [KATMAI,SSE]

SQRTSSalculates the square root of the low-order single-precision FP value from the source operand, and stores the
single-precision result in the destination register. The three high doublewords remain unchanged.

B.5.72 STMXCSRStore Streaming SIMD Extension Control/Status

STMXCSR m32 ; OF AE /3 [KATMAI,SSE]

STMXCSHRstores the contents of tiXCSReontrol/status register to the specified memory locati®CSRs used to
enable masked/unmasked exception handling, to set rounding modes, to set flush-to-zero mode, and to view exception
status flags. The reserved bits in MECSRegister are stored as 0s.

For details of theuXCSRegister, see the Intel processor docs.
See alsa. DMXCSKSection B.5.1k

B.5.73 SUBPS Packed Single-Precision FP Subtract

SUBPS xmm1,xmm2/m128 ; OF 5C Ir [KATMAI,SSE]

SUBPSsubtracts the packed single-precision FP values of the source operand from those of the destination operand,
and stores the result in the destination operation.

B.5.74 SUBSS Scalar Single-FP Subtract

SUBSS xmml,xmm2/m128 ; F3 OF 5C Ir [KATMAI,SSE]

SUBSSsubtracts the low-order single-precision FP value of the source operand from that of the destination operand,
and stores the result in the destination operation. The three high doublewords are unchanged.

B.5.75 UCOMISS Unordered Scalar Single-Precision FP compare and
set EFLAGS

UCOMISS xmml,xmm2/m128 ; OF 2E Ir [KATMAI,SSE]
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UCoMISSompares the low-order single-precision FP numbers in the two operands, and ZetPthendCFbits in
theEFLAGSregister. In addition, theF, SFandAF bits in theEFLAGSregister are zeroed out. The unordered predicate
(zF, PF, andCF all set) is returned if either source operand iz (qNaN or sNaN).

B.5.76 UNPCKHPSUnpack and Interleave High Packed
Single-Precision FP Values

UNPCKHPS xmm1,xmm2/m128 ; OF 15 /r [KATMAI,SSE]

UNPCKHP®erforms an interleaved unpack of the high-order data elements of the source and destination operands,
saving the result in xmml1. It ignores the lower half of the sources.

The operation of this instruction is:

dst[31-0] = dst[95-64];
dst[63-32] := src[95-64];
dst[95-64] := dst[127-96];

dst[127-96] := src[127-96].

B.5.77 UNPCKLPSUnpack and Interleave Low Packed
Single-Precision FP Data

UNPCKLPS xmm1l,xmm2/m128 ; OF 14 Ir [KATMAI,SSE]

UNPCKLPSerforms an interleaved unpack of the low-order data elements of the source and destination operands,
saving the result in xmm1. It ignores the lower half of the sources.

The operation of this instruction is:

dst[31-0] = dst[31-0];
dst[63-32] := src[31-0];
dst[95-64] := dst[63-32];

dst[127-96] := src[63-32].

B.5.78 XORPSBitwise Logical XOR of Single-Precision FP Values
XORPS xmm1,xmm2/m128 ; OF 57 Ir [KATMAI,SSE]

XORPSeturns a bit-wise logical XOR between the source and destination operands, storing the result in the destination
operand.
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Appendix C.
EFLAGS Cross-Reference

Table C-1summarizes how the instructions affect the flags in the EFLAGS register. The following codes describe how
the flags are affected:

Instruction tests flag.

Instruction modifies flag (either sets or resets depending on operands).
Instruction resets flag.

Instruction sets flag.

- Instruction’s effect on flag is undefined.

R Instruction restores prior value of flag.

Blank Instruction does not affect flag.

oz A

For the meaning of each of the flags, §etion 4.1.1

Table C-1. EFLAGS Cross-Reference

Instruction OF SF ZF AF PF CF TF IF DF NT RF
AAA - - - ™ - M

AAD - M M - M -

AAM - M M - M -

AAS — — - ™ - M

ADC M M M M M ™

ADD M M M M M M

AND 0 M M - M 0

ARPL M

BOUND

BSF/BSR - - M - - -

BSWAP

BT/BTS/BTR/BTC — — - - - M

CALL

CBW

CLC 0

CLD 0
CLI 0

CLTS

CcMC M
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Instruction
CMOVcc

N
T

AF

(@)
%

TF

DF

NT

RF

CMP

CMPS
CMPXCHG
CMPXCHGS8B

= (4

= (4

= (4

= (4

COMSID
COMISS
CPUID
CWD

o O

=TT (4

g

=L

DAA
DAS
DEC
DIV

=L

=L

™
™

=L

™
™

ENTER
ESC
FCMOVcc

FCOMI, FCOMIP, FUCOMI,
FUCOMIP

—

—

HLT
IDIV
IMUL
IN

INC
INS
INT
INTO

INVD
INVLPG
UCOMSID
UCOMISS

o

IRET
Jcc
JCXZ
JMP

— U |© O

— 0 |© O

-4 | Z

- 0| <Z

- 0| <Z

LAHF

LAR
LDS/LES/LSS/LFS/LGS
LEA

LEAVE
LGDT/LIDT/LLDT/LMSW
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Instruction OF SF ZF AF PF CF TF IF DF NT RF
LOCK
LODS T

LOOP
LOOPE/LOOPNE T
LSL M
LTR

MOV
MOV control, debug, test - - - - - -
MOVS T
MOVSX/MOVZX

MUL M - - - - M
NEG M M M M M M
NOP
NOT

OR 0 M M - M 0
ouT
OouTS T
POP/POPA

POPF R R R R R R R R R R
PUSH/PUSHA/PUSHF
RCL/RCR 1 M ™
RCL/RCR count - ™

RDMSR
RDPMC
RDTSC
REP/REPE/REPNE

RET
ROL/ROR 1 M
ROL/ROR count -
RSM M

SAHF
SAL/SAR/SHL/SHR 1
SAL/SAR/SHL/SHR count
SBB

<
=T 3L L
<
<
<
<
<

<
—

SCAS
SETcc
SGDT/SIDT/SLDT/SMSW
SHLD/SHRD -

=4 Z |1

4 |25 (L

- |25 (<L
|

-2 (<L

<
<
|

<

STC 1
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Instruction
STD

STI

STOS

OF

SF

ZF

AF

PF

CF

TF

DF

NT

RF

STR
SUB
TEST
ubD2

VERR/VERRW
WAIT

WBINVD
WRMSR

XADD
XCHG
XLAT
XOR
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ASCII Code Tables

D.1 Character Set Quick Reference (Hex)

To use this reference, form the two-digit hex code by finding the most significant digit in the horizontal row at the top,

and the least significant digit in the vertical column to the side.

| lll [FI|{AL|VI[—|=]k[R|[o]e] |[S]|s [~ [M]:E
[ S~ Bl b 3] e ||l § 1IN w]| C
Al= | | || I | _I._-II-
ol H ] 1] “ “ILu_I H__u__HI
m N o A T A A |
& d[H[ O \B[:gZ@I|[OI -9 L| T[N = ¥| A
O\ |\l| 8| K[<0|:0|-0[<B|-3|:>4:O|:D| | | P[]~
00 |0 |: 3 0 |<@|:@ | @ |om@| U< |:Q | Of:H]|<H |- |: oG
OolH|N[M|= (Y|~ |o(o MO A K| K
~| o] o] s] w]| o] 5] > > N[—[—[~] 2 [«
V|- | ®™.Q VT O Hl'P M| El S O
| O | EH| D> M| N|—|~|—|< | |
|G MO|A|E| K H(P[(MIA[ZZO
MO|HN|M|<|LN|O OV |y V]|I|A]|C
AN i |=|= 3|02 0| B ~lx |+ J11 [~
| A|v|[O[=|H W | I ML« »
Ol |0 |e [+ |« ® 0 FIEEIEER
o|lH|N|m|r|n|© O MOAIR|K
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D.2 ASCII Codes in Hex, Octal, and Decimal

Char Hex Oct Dec
NUL @ 00 000 0
SOH A 01 001 1
STX "B 02 002 2
ETX ~C 03 003 3
EOT "D 04 004 4
ENQ "E 05 005 5
ACK F 06 006 6
BEL "G 07 007 7
BS "H 08 010 8
TAB Al 09 011 9
LF AN | 0A 012 10
VT K 0B 013 11
FF AL ocC 014 12
CR "M 0D 015 13
SO N OE 016 14
Sl O OF 017 15
DLE P 10 020 16
DC1 Q 11 021 17
DC2 "R 12 022 18
DC3 S 13 023 19
DC4 T 14 024 20
NAK ~U 15 025 21
SYN Y 16 026 22
ETB W 17 027 23
CAN X 18 030 24
EM Y 19 031 25
SUB nZ 1A 032 26
ESC N 1B 033 27
FS left 1C 034 28
GS right 1D 035 29
RS up 1E 036 30
US down 1F 037 31
Space 20 040 32
! 21 041 33
" 22 042 34
# 23 043 35
$ 24 044 36
% 25 045 37
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Char Hex Oct Dec
& 26 046 38
" apostr. 27 047 39
( 28 050 40
) 29 051 41
* 2A 052 42
+ 2B 053 43
, comma 2C 054 44
- dash 2D 055 45
. period 2E 056 46
/ 2F 057 47
0 30 060 48
1 31 061 49
2 32 062 50
3 33 063 51
4 34 064 52
5 35 065 53
6 36 066 54
7 37 067 55
8 38 070 56
9 39 071 57
3A 072 58
: 3B 073 59
< 3C 074 60
= 3D 075 61
> 3E 076 62
? 3F 077 63
@ 40 100 64
A 41 101 65
B 42 102 66
C 43 103 67
D 44 104 68
E 45 105 69
F 46 106 70
G 47 107 71
H 48 110 72
I 49 111 73
J 4A 112 74
K 4B 113 75
L 4C 114 76
M 4D 115 77
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Appendix D. ASCII Code Tables

Char Hex Oct Dec

N 4E 116 78
(0] 4F 117 79
P 50 120 80
Q 51 121 81
R 52 122 82
S 53 123 83
T 54 124 84
] 55 125 85
\% 56 126 86
w 57 127 87
X 58 130 88
Y 59 131 89
Z BA 132 90
[ 5B 133 91
\ 5C 134 92
| 5D 135 93
A caret 5E 136 94
_underln 5F 137 95
‘ 60 140 96
a 61 141 97
b 62 142 98
c 63 143 99
d 64 144 100
e 65 145 101
f 66 146 102
g 67 147 103
h 68 150 104
i 69 151 105
i 6A 152 106
k 6B 153 107
I 6C 154 108
m 6D 155 109
n 6E 156 110
o} 6F 157 111
p 70 160 112
q 71 161 113
r 72 162 114
s 73 163 115
t 74 164 116
u 75 165 117
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Appendix D. ASCII Code Tables

Char Hex Oct Dec

\Y 76 166 118
w 77 167 119
X 78 170 120
y 79 171 121
z TA 172 122
{ 7B 173 123

| pipe 7C 174 124
} 7D 175 125
~ tilde 7E 176 126
DELete F 177 127
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Glossary

Several words and phrases will be used often in ECE 291 and throughout this manual. You should learn their mean-
ings. Only partial definitions are given here. A complete discussion of some words would require several pages of
explanation.

A

American Standard Code for Information Interchange

This is the set of 8-bit codes (including a parity bit) assigned to all the keys on the keyboard, including up-
per/lower case, punctuation and other symbols, and special communication control characters. Within your pro-
gram, characters received from the keyboard or sent to the display are encoded in ASCII, even numerical digits
such as 5, whose ASCII code is 35 (hex). Note, however, that the direct signals between the PC and the keyboard
or the display are generally encoded in non-ASCII forms special to their use. See the ASCII tables for a complete
listing of ASCII codes.

Assembly

The process of translating an assembly language program into machine code so it can be executed by the PC.
This is done by an assembiler (in our case, the Netwide Assembler, NASM). The file generated by this process is
called an object file, and has the extensionyJ.

Assembly Language

The language used for writing programs for the PCs in ECE 291. Assembly language is a low level language,
just one step up from the computer’s native language, machine code.

D

Directory

A logical grouping of files on a disk for the purpose of organizing files. Each directory can contain files and/or
other directories, so a hierarchy of files and directories can be created.
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Diskette

Usually a 3.5 inch removable media. A double-sided, high density diskette can hold about 1.44 MB of information
in magnetic patterns on the surface of the disk. (MB stands for MegaByte, which is approximately 1 million
bytes). Each PC in the lab has one 3.5 inch disk drive. Historical note: These used to be called floppy disks,
because of the earlier 5% inch diskettes, which had floppy paper casings instead of hard plastic.

Editing
The process of creating a file or changing the contents of a file. There are several text editors available in the lab,
includinggvim , EMACSandEDIT.

Execution Time

The time at which the linked-together code is actually being executed by the computer (as opposed to assembly
time, when the program is being translated into machine code).

F
File

A unit of information stored on a disk. Each file has a specification of the faf#name . extension, where the
filename identifies the file, and the 3-lettextension identifies the file type. Some standard extensions

are:

ASM assembler source file
.BAT DOS batch file

.COM executable program file
.EXE executable program file
.LIB library file

.LST list file

.0OBJ object file
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Listing File

An optional output file from the assembly process that shows how the assembly language program has been
translated into object code. A listing file has the extensiaT.

Linking

The process of combining (i.e., linking together) the object code modules (object files) of previously assembled
program elements into a complete, executable program. The elements linked together might consist of your
program and library subroutines. The final executable file has the extersipior . coy; it can be loaded into

the memory of the computer and executed.

O

Object File

The file produced by an assembler in the translation of a source file. The object file contains the binary encoding
of the instructions and information about global symbols. It must be combined with other object code modules
to form executable code. Obiject files have the extensisn.

Operating System

The control program that supervises and controlsthe operations of the computer system. The operating system
in the lab is Windows 2000, but most of what we’ll be using in ECE 291 is a precursor to Windows called DOS
(Disk Operating System) that is emulated by Windows 2000 in the Command Prompt.

P

Printer

A device which prints text and/or graphics on paper. You can use the printers in the lab to produce hard copies of
your programs and other files.

Prompt

A message displayed at the beginning of a line by a program to request a response from the user. DOS prompts
for commands with the current disk drive and directory name followed by an angle bracked{®IyFILES )).
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R

Run Time

See:Execution Time

S

Source File

A file which contains a program written in assembly language. It is an input to the assembler. An assembly
language source file usually has the extensican.
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Symbols

$,23
here 43
prefix, 37, 41
$$,43
% operatord3
%% operator43
%clear,47
%rep,40
& operator,43
>> operator43
<< operator43
* operator,43
+ operator
binary,43
unary,44
- operator
binary,43
unary,44
..@ symbol prefix46
/ operator43
// operator43
16-bit mode
versus 32-bit mode&s0
?,38
~ operator43
__FILE__,47
__LINE__,47
__NASM_MAJOR__ 47
__NASM_MINOR__ 47
__SECT__bh1,52
| operator43
~ operatord4

A

al6,254 273 278, 281, 283 284, 285 291, 294 299
a32,254, 273 278 281, 283 284, 285, 291, 294, 299
AAA, 247
AAD, 247
AAM, 247
AAS, 247

ABSOLUTE, 52

ADC, 248

ADD, 249

Addition, 43

ADDPS, 300
address-size prefixe37
ADDSS, 300
algebra40

ALIGN, 49

ALIGNB, 49

AND, 249
ANDNPS,300
ANDPS, 300
argumenty

ARPL, 250

Assembler Directive0
assembly passe45

AT, 48

B

batch files,10
binary,41
Binary Files,39
Bit Shift, 43
BITS, 50
Bitwise AND, 43
Bitwise OR,43
Bitwise XOR,43
BOUND, 250
Breakpoints60
BSF,250
BSR,250
BSWAP,251

BT, 251

BTC, 251

BTR, 251

BTS, 251
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C

CALL, 252
CALLFAR, 44
CBW, 252

CDQ, 252

changing section§1
character constan®8
Character Constant41l
CLC, 253

CLD, 253
CLFLUSH, 253

CLlI, 253

CLTS, 253

CMC, 253
CMDORDPS 301
CMOvcc, 253

CMP, 254
CMPccPS301
CMPEQPS301
CMPLEPS 301
CMPLTPS,301
CMPNEQPS301
CMPNLEPS301
CMPNLTPS,301
CMPSB,254
CMPSD,254
CMPSW,254
CMPUNORDPS301
CMPXCHG, 255
CMPXCHGS8B,255
colon,37
COMISS,302
Command Prompf
COMMON, 53
common variable$3
Condition Codes244
Condition Predicate01
conditional jump275
Constants41
Control registers243
CPU,54

CPUID, 41, 255

critical expression38, 39, 52

Critical Expressions45
CVTPI2PS,302
CVTPS2P1,302
CVTSD2SS 302
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CVTSI2SS,303
CVTSS2S1,303
CVTTPS2PI1,303
CVTTSS2S1304
CWD, 252
CWDE, 252

D

DAA, 256

DAS, 256

DB, 38, 38,42

DD, 38, 38,42, 42
Debug register243
DEC, 256

Declaring Structure48
Defining Sections51
disk drive name8
DIV, 256

Division, 43

DIVPS, 304

DIVSS, 304

DOS,7

DOS prompt,7

DQ, 38, 38,42, 42
DT, 38, 38,42, 42
DUP, 39

DW, 38, 38, 42
DWORD, 38

E

effective address}0
effective addresse8y, 245
effective-addressi6
EMMS, 257
ENDSTRUC 48, 52
ENTER,257

EQU, 38, 39,45
Exporting Symbols53
Expressions42
extension8
EXTERN, 26, 52



F

F2XM1, 257
FABS, 258
FADD, 258
FADDP, 258
far call, 252
far jump,275
far pointer,44
FBLD, 258
FBSTP,258
FCHS,258
FCLEX, 258
FCMOVcc, 259
FCOM, 259
FCOMI, 259
FCOMIP,259
FCOMP,259
FCOMPP,259
FCO0S,260
FDECSTP260
FDISI, 261
FDIV, 261
FDIVP, 261
FDIVR, 261
FDIVRP, 261
FENI, 261
FFREE,262
FFREEP262
FIADD, 262
FICOM, 262
FICOMP,262
FIDIV, 262
FIDIVR, 262
FILD, 262

file specification8
filename 8
FIMUL, 263
FINCSTP,263
FINIT, 263
FIST, 262
FISTP,262
FISUB, 263
FLD, 264
FLDCW, 264
FLDENYV, 264
FLDxx, 264
floating-point,38, 38

constants42

registers243
FMUL, 265
FMULP, 265
FNCLEX, 258
FNDISI, 261
FNENI, 261
FNINIT, 263
FNOP,265
FNSAVE, 266
FNSTCW,267
FNSTENV, 267
FNSTSW,268
format-specific directive§0
forward referencesi6
FPATAN, 265
FPREM,265
FPREM1,265
FPTAN, 265
FRNDINT, 266
FRSTOR,266
FSAVE, 266
FSCALE, 266
FSETPM,266
FSIN, 266
FSINCOS,266
FSQRT,267
FST,267
FSTCW,267
FSTENV, 267
FSTP,267
FSTSW,268
FSUB,268
FSUBP,268
FSUBR,268
FSUBRP_268
FTST,269
FUCOMXxx, 269
FXAM, 269
FXCH, 270
FXRSTOR,270
FXSAVE, 270
FXTRACT, 270
FYL2X, 271
FYL2XP1,271
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G

general purpose regist@41

GLOBAL, 26,53
graphics39
groups44

H

hex,41
HLT, 271

ICEBP,273

IDIV, 271

IEND, 48

immediate operan@41
Importing Symbols52
IMUL, 271

IN, 272

INC, 272

INCBIN, 38, 39, 42
infinite loop,43
Initialized, 38

INSB, 273

INSD, 273

Instances of Structure48
INSW, 273

INT, 273

INTO1, 273

INT1, 273

INT3, 273

integer overflow42
Intel number formats42
interface specificatior26
INTO, 274

INVD, 274

INVLPG, 274

IRET, 274

IRETD, 274

IRETW, 274
ISTRUC,48
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J

Jce,275
JCXZ,274
JECXZ,274
JMP,275

L

label prefix,46
LAHF, 276
LAR, 276
LDMXCSR, 304
LDS, 276
LEA, 276
LEAVE, 277
LES, 276
LFENCE,277
LFS,276
LGDT, 278
LGS, 276
LIDT, 278
little-endian,41
LLDT, 278
LMSW, 278
Local Labels46
LODSB, 278
LODSD, 278
LODSW, 278
LOOP,278
LOOPE,278
LOOPNE,278
LOOPNZ,278
LOOPZ,278
LSL, 279
LSS,276

LTR, 279

M

macros40

Make, 10

MASKMOVQ, 305
MAXPS, 305

MAXSS, 305

memory operand38
memory referencel0, 241



MFENCE, 279
MINPS, 305
MINSS, 305

MMX registers,243
ModR/M byte,242, 245
modulo operators}3
MOV, 280
MOVAPS, 306
MOQOVD, 306
MOVHLPS, 306
MOVHPS,306
MOVLHPS, 307
MOVLPS, 307
MOVMSKPS,307
MOVNTPS, 307
MOVNTQ, 308
MOVQ, 308
MOVSB, 281
MOVSD, 281
MOVSS, 308
MOVSW, 281
MOVSX, 281
MOVUPS, 308
MOVZX, 281
MUL, 281
MULPS, 308
MULSS, 309
Multiplication, 43

N

NASM Version,47
near call 252

near jump275

NEG, 282

NOP,282
NOSPLIT, 40

NQOT, 282

numeric constan§8
Numeric Constants}1

O

016,284, 286
032,284, 286
octal,41

one’s complemenyg4

operand-size prefixe87
operands37
operators43

OR, 282
orphan-labels37

ORPS 309

OUT, 283

OUTSB,283

OUTSD, 283
OUTSW,283
overlapping segmenté4

P

PACKSSDW,309
PACKSSWB,309
PACKUSWB, 309
PADDB, 309
PADDD, 309
PADDQ, 310
PADDSB, 310
PADDSW, 310
PADDUSB, 310
PADDUSW, 310
PADDW, 309
PAND, 310
PANDN, 310
paradox45
passes4s

path,8
PAUSE,283
PAVGB, 311
PAVGW, 311
PCMPxx,311
period,46
PEXTRW,311
PINSRW,312
PMADDWD, 312
PMAXSW, 312
PMAXUB, 312
PMINSW, 312
PMINUB, 313
PMOVMSKB, 313
PMULHUW, 313
PMULHW, 313
PMULLW, 313
POP,284
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POPAX,284
POPFx,284
POR,313
precedence43
preferred44
PREFETCHh285
PREFETCHNTA 285
PREFETCHTO0285
PREFETCHT1285
PREFETCHT2285
preprocessof39
primitive directives 50
Processor Mod&0
prompt,7
PSADBW,313
PSHUFW,314
PSLLx,314
PSRAXx,314
PSRLx,315
PSUBSxx,315
PSUBUSx,315
PSUBXx,315
PUBLIC, 53
PUNPCKxxx,316
PUSH,285
PUSHAX, 286
PUSHFx,286
PXOR,316

Q

QWORD, 38

R

RCL, 287
RCPPS317
RCPSS317
RCR,287
RDMSR, 287
RDPMC, 287
RDTSC,288
register push286
Repeating39
RESB,38, 38, 45
RESD,38, 38
RESQ,38, 38
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REST,38, 38

Restricted memory referencexi2

RESW,38, 38
RET, 288
RETF,288
RETN, 288
ROL, 288
ROR, 288
RPL, 250
RSM, 289
RSQRTPS317
RSQRTSS317

S

SAHF, 289

SAL, 289

SALC, 290

SAR, 289

SBB, 290
SCASB,291
SCASD,291
SCASW,291
SECTION,51
SEG,44, 44
SEGMENT,51
segment addresd4, 44
segment override37
Segment register@43
segments44
SETcc,291

Setting a breakpoin§0
SFENCE 291
SGDT,292

SHL, 292

SHLD, 293
SHR,292

SHRD, 293
SHUFPS317

SIB byte,242, 245
SIDT, 292

signed division43
signed modulo43
SLDT, 292
SMSW,293
sound,39
SQRTPS318



SQRTSS318

square bracketg0

SSE Condition Predicate344
Standard Macrogt7
standardized section namég,
STC,293

STD, 293

STI, 293

STMXCSR,318

STOSB,294

STOSD,294

STOSW,294

STR,294

STRICT,45

string constant38

String Constants}2
STRUC,48, 52

SUB, 294

SUBPS 318

SUBSS 3318

Subtraction43

switching between sections1
SYSCALL, 295
SYSENTER,295

SYSEXIT, 296

SYSRET,296

system files8

T

TEST, 297

Test registers243
TIMES, 38, 39, 45
two-pass assemblets
TWORD, 38

U

UCOMISS,318
Unary Operators44
uninitialized, 38, 38
UNPCKHPS,319
UNPCKLPS,319
unrolled loops39
unsigned division43
unsigned modulo43
USE16,51

USE32,51
user-level assembler directives,
user-level directive50

Vv

Valid characters37

VERR, 297

version number of NASM47
VERW, 297

W

WAIT, 297
WBINVD, 298
wildcards,8
Windows,7
WRMSR, 298
WRT, 44

X

XADD, 298
XCHG, 298
XLATB, 299
XOR, 299
XORPS,319
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Colophon

The contents of this manual are a compilation of various references, guides, and tutorials taken from many sources
and written by several independent authors, collectively referred to as “The ECE 291 Documentation Project.” Thanks

and appreciation to the following individuals for the use of their material in this manual:

Professor Gernot Metze David Eprim Pearah Peter L. B. Johnson
Professor Michael C. Loui Michael Thiems Jason Gallicchio
Professor W. Kent Fuchs Doug Stirrett Michael Urman
Professor John W. Lockwood Allan M. Krol Julian Hall

Professor Josh Potts Brandon Long Simon Tantham
Tom Maciukenas Jeff Stahl Frank Kotler

Eric S. Meidel Joseph Gebis Stephen Silver

Indeed this list is not extensive, as some of the material comes from authors unknown at the time of printing of
this manual. It is hoped that those individuals who have not been mentioned but have contributed will feel equally
appreciated as those listed above.

The text is authored in SGML according to the DocBook DTD and is formatted from SGML into many different
presentation formats usir@penJade an open source DSSSL engine. Norm Walsh's DSSSL stylesheets were used
with an additional customization layer to provide the presentation instructiofdgfenJade The printed version of

this manual would not be possible without Donald Knufféx typesetting language, Leslie Lamport'aTeX, or
Sebastian Rahtz3adeTeX macro package. The Makefile build system and customized DSSSL stylesheets used for
this manual were heavily based on the ones used by the FreeBSD Documentation Project.
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